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OTueT 110 ycayre « AHanu3 6e30MacHOCTH calTa»
[TpoBepsieMbIi CalT; *****




1.BBeaeHue

[aHHBI OTUET BK/TFOUaeT B cebst MHGoOpMaLHIo 1o aHamm3y 6e30MacHOCTY caiTa, B paMKaX yCIyTH
OBLIIO BBITIONIHEHO CJIeyIOLIee:

® ompeze/ieHNe BePCHU JBWKKA CalTa J/isl Ja/lbHelIIero onpezeieHusi BO3MOXHbBIX

ysI3BUMOCTEH;

® (paBHeHHe TeKYLIMX BepCUM paclUMpeHU [BW)KKA CalTa C akTyaIbHbIMU BepCUSMU 3TUX
JKe pacClIupeHunl;

® aHa/m3 paboThl mabsoHa caiiTa;
® [poBepKa CKPUIITOB CaliTa Ha HaJlM4YKle PacrpoCTPaHEeHHOTO BPeJOHOCHOTO KO/a;

®  COCTaBJIeHHEe PeKOMeHALHI 110 yCTPAaHEeHHIO BPeJOHOCHOTO KO/ia C caiTa u

TIpeJIOTBPAIL[eHHI0 TIOBTOPHOTO 3apa)keHUsi CaliTa BPeJOHOCHBIM KOZIOM.

® [IpoBepKa CTOMKOCTH IapoJibHOM (hpa3bl

® TIOATOTOBKA HO,E[pO6HOl"O OTYETa I10 NIPpOBeJEHHOMY dHAJ/IN3Y;

Knacudomkaums n kputepum ys3aBumMocTein

Kaxxzast y13BUMOCTb UMEeT CTeleHb PUCKa B 3aBUCHMOCTH OT BO3MO)KHOTO HaHECEHUs YpOHa BeO-
TIPWIOXKEHUIO , TIO[pOoOHasi ”HpOPMaLYs TIpe/iCTaBIeHa B Tab/InIle HIKe:

JTaHHBIN TUM yS3BUMOCTEH MOXKET BbI3bIBaTh OTKa3 B PaOOTOCMOCOOHOCTHU CaliTa, KpUTHUECKHEe
OIMOKH, BBITIOJTHEHHE TIPOU3BOILHOTO Kozia(web-shell). TIpy Hamiumy ofio0HBIX ySA3BUMOCTEH y
3/I0yMBIIIJIEHHUKA €CTh BO3MO)KHOCTh KOMIIPOMETAIIMH BCEX JaHHBIX BeO-pecypca

ﬂaHHbIﬁ THUII YH3BHMOCTEﬁ npeacTaB/IAeT BO3MOXXHOCTD 3/IOYMBILIJIEHHHUKY PACKPBITH KPUTHYE€CKKU
Ba)KHbI€ NaHHbIE, KOTOPLIE B ,I[a]'II)HEI\/’IH_IEM MOJXHO HMCITOJ/Ib30BaTh /i1 KOMIIPOMETAIUN pecypca.

K AAHHOMY THUITY OTHOCATCA OCTaJ/IbHbIE€ YA3BUMOCTH.




2.00LWme gaHHbIE NO YA3BMMOCTAM 6e3 Knaccudukaumm

Oo6HnapyxeHHast Bepcusi WordPress 3.9.2

O0HapyXeHHbIe YA3BHMOCTH

WordPress 3.4.2 - 3.9.2 Does Not Invalidate Sessions Upon Logout
[Toapo6wnee: https://wpvulndb.com/vulnerabilities/7531

[Toppo6Hee: http://whiteoaksecurity.com/blog/2012/12/17/cve-2012-5868-wordpress-342-
sessions-not-terminated-upon-explicit-user-logout

[Toppo6Hee: http://blog.spiderlabs.com/2014/09/leveraging-1fi-to-get-full-compromise-on-
wordpress-sites.html

ITogpo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-5868

Ncnpasneno B Bepcuu:: 4.0

WordPress 3.0-3.9.2 - Unauthenticated Stored Cross-Site Scripting (XSS)
[MTozxpo6nee: https://wpvulndb.com/vulnerabilities/7680
[Moppo6wnee: http://klikki.fi/adv/wordpress.html
[Toppo6Hee: https://wordpress.org/news/2014/11/wordpress-4-0-1/
[Togpo6wnee: http://klikki.fi/adv/wordpress_update.html
[Togpo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9031

Ncnpasneno B Bepcuu:: 4.0

WordPress <= 4.0 - Long Password Denial of Service (DoS)
[MTozxpo6nee: https://wpvulndb.com/vulnerabilities/7681

[MToxpoo6Hee: http://www.behindthefirewalls.com/2014/11/wordpress-denial-of-service-
responsible-disclosure.html

[Toppo6Hee: https://wordpress.org/news/2014/11/wordpress-4-0-1/
[Toppo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9034
[Togpo6wee: http://osvdb.org/show/osvdb/114857

[TogpoGHee:



https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_long password_dos
[Toppo6Hee: https://www.exploit-db.com/exploits/35413/
[Toppo6Hee: https://www.exploit-db.com/exploits/35414/

Ncnpasneno B Bepcun:: 4.0.1

WordPress <= 4.0 - Server Side Request Forgery (SSRF)
[Togpo6Hee: https://wpvulndb.com/vulnerabilities/7696
[Toppo6Hee: http://www.securityfocus.com/bid/71234/
[MTozmpobnee: https://core.trac.wordpress.org/changeset/30444
[Toppo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9038

Ncnipasneno B Bepcuu:: 4.0.1

WordPress 3.9, 3.9.1, 3.9.2, 4.0 - XSS in Media Playlists
[Togpo6wHee: https://wpvulndb.com/vulnerabilities/7697
[Togpo6bHee: https://core.trac.wordpress.org/changeset/30422
[Togpo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9032

Ncnpasneno B Bepcuu:: 4.0.1

WordPress <= 4.1.1 - Unauthenticated Stored Cross-Site Scripting (XSS)
[Togpo6Hee: https://wpvulndb.com/vulnerabilities/7929
[Togpo6Hee: https://wordpress.org/news/2015/04/wordpress-4-1-2/
[MToppo6Hnee: https://cedricvb.be/post/wordpress-stored-xss-vulnerability-4-1-2/
[Togpo6bHee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3438

Wcnpasneno B Bepcuu:: 4.1.2

WordPress <= 4.0 - CSRF in wp-login.php Password Reset
[Toppo6wnee: https://wpvulndb.com/vulnerabilities/7691
[Togpo6Hee: https://core.trac.wordpress.org/changeset/30418
[Togpo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9033

Wcnpasneno B Bepcuu:: 4.0.1



WordPress <= 4.2.2 - Authenticated Stored Cross-Site Scripting (XSS)
[Toapo6Hee: https://wpvulndb.com/vulnerabilities/8111
[Toppo6Hee: https://wordpress.org/news/2015/07/wordpress-4-2-3/
[Togpo6Hee: https://twitter.com/klikkioy/status/624264122570526720
[Moppo6bnee: https://klikki.fi/adv/wordpress3.html
[Tozmpo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5622
[Togpo6bHee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5623

WcnipasneHo B Bepcuu:: 3.9.7

WordPress <= 4.2.3 - wp_untrash_post_comments SQL Injection
[Toppo6Hee: https://wpvulndb.com/vulnerabilities/8126

[TogpoGHee:
https://github.com/WordPress/WordPress/commit/70128fe7605cb963a46815cf91b0a5934f70eff5

ITogpo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-2213

Wcnpasneno B Bepcuu:: 3.9.8

WordPress <= 4.2.3 - Timing Side Channel Attack
[Toapo6Hee: https://wpvulndb.com/vulnerabilities/8130
[ToppoGHee: https://core.trac.wordpress.org/changeset/33536
[Toppo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5730

Wcnipasneno B Bepcuu:: 3.9.8

WordPress <= 4.2.3 - Widgets Title Cross-Site Scripting (XSS)
[Tozppo6nee: https://wpvulndb.com/vulnerabilities/8131
[Mogpo6bHee: https://core.trac.wordpress.org/changeset/33529
[Togpo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5732

NcnpasneHo B Bepcuu:: 3.9.8

WordPress <= 4.2.3 - Nav Menu Title Cross-Site Scripting (XSS)
[Togpo6Hee: https://wpvulndb.com/vulnerabilities/8132
[Togpo6Hee: https://core.trac.wordpress.org/changeset/33541
[TozmpobHee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5733



WcnpasneHo B Bepcuu:: 3.9.8

WordPress <= 4.2.3 - Legacy Theme Preview Cross-Site Scripting (XSS)
[Togpo6Hee: https://wpvulndb.com/vulnerabilities/8133
[Togpo6Hee: https://core.trac.wordpress.org/changeset/33549

[MTogpo6bnee: https://blog.sucuri.net/2015/08/persistent-xss-vulnerability-in-wordpress-
explained.html

[Tozmpo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5734

Wcnpasneno B Bepcuu:: 3.9.8

WordPress <= 4.3 - Authenticated Shortcode Tags Cross-Site Scripting (XSS)
[Toppo6Hee: https://wpvulndb.com/vulnerabilities/8186
[Toppo6Hee: https://wordpress.org/news/2015/09/wordpress-4-3-1/

[Togpo6Hee: http://blog.checkpoint.com/2015/09/15/finding-vulnerabilities-in-core-wordpress-a-
bug-hunters-trilogy-part-iii-ultimatum/

[MTogpo6bHnee: http://blog.knownsec.com/2015/09/wordpress-vulnerability-analysis-cve-2015-
5714-cve-2015-5715/

[TozmpobHee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5714

Ucrnipasneno B Bepcuu:: 3.9.9

WordPress <= 4.3 - User List Table Cross-Site Scripting (XSS)
[Toppo6Hee: https://wpvulndb.com/vulnerabilities/8187
[Toppo6Hee: https://wordpress.org/news/2015/09/wordpress-4-3-1/

Wcnpasneno B Bepcuu:: 3.9.9

WordPress <= 4.3 - Publish Post and Mark as Sticky Permission Issue
[Togpo6Hee: https://wpvulndb.com/vulnerabilities/8188
[Toppo6Hee: https://wordpress.org/news/2015/09/wordpress-4-3-1/

IMozxpo6nee: http://blog.checkpoint.com/2015/09/15/finding-vulnerabilities-in-core-wordpress-a-
bug-hunters-trilogy-part-iii-ultimatum/

[Toapo6wnee: http://blog.knownsec.com/2015/09/wordpress-vulnerability-analysis-cve-2015-
5714-cve-2015-5715/

[Toapo6Hee: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5715



WcnpasneHo B Bepcuu:: 3.9.9

Kputnueckue ya3BUMOCTH:

All in One SEO Pack <= 2.2.5.1 - Authentication Bypass
[Togpo6Has nHpopmarst: https://wpvulndb.com/vulnerabilities/7881
[MoapobHas undbopmanwst: http://jvn.jp/en/jp/JTVN75615300/index.html

[MToppobHas nadopmarwst: http://semperfiwebdesign.com/blog/all-in-one-seo-pack/all-in-one-seo-
pack-release-history/

[MToppobHas unbopmanust: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0902

WcnipasneHo B Bepcuu: Bepcuu 2.2.6

All in One SEO Pack <= 2.2.6.1 - Cross-Site Scripting (XSS)
[Togpo6Has undopmars: https://wpvulndb.com/vulnerabilities/7916

[MToppo6Has nadopmarust: https://blog.sucuri.net/2015/04/security-advisory-xss-vulnerability-
affecting-multiple-wordpress-plugins.html

[MoppobHas nadopmarwst: http://osvdb.org/show/osvdb/121069

HWcrnipasneHo B Bepcuu: Bepcuu 2.2.6.2



3.[laHHbIe NO yA3BMMOCTSAM MO CTENEeHN pucka

Vcnonb3yetcs Knaccupukanus UCnonb3yroTes knaccudukanyy “The Common Vulnerability
Scoring System (CVSSv2)”, MITRE(CAPEC) u OWASP.
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[Toapo6HbIii oTueT cMOTpUTe B [TpunokeHun 1



4.NMpoBepKa CTOMKOCTN NaponbHoW hpasbl YCTOUNUMBOCTD K
bruteforce atakam

dopma aBTOpU3AIMU B a/IMUHUCTpATUBHBIN UHTepdeic(http://*****/wp-admin) Obu1a mpoBepeHa
MeTozoM bruteforce o cinoBapto 13 500 nomyssipHBIX Napo/bHbIX (pas, Mo pe3y/ibTaTaM MPOBePKU
nozo6path NaposbHYy0 (hpa3y He Toayunaochk. Kpome Toro Ha caiiTe HeCTaHJapTHBIN
NOTVH(OT/IMYHBIM OT JIOTWHA 110 YMOTUaHHIO), UTO 3HAUUTETbHO YCIOKHSIET MO[00HBIN TUIT aTaKH.



5.PekomeHpauun

Tpebyetcst He3aMeAIMTeTbHOE OOHOB/IEHNE YSI3BUMBIX MOZYy/Iell Ha caiiTe, a Tak >ke 0OHOBJIeHHe JI0
crabuibHOM Bepcuu CMS. [lomomHUTeIbHO PeKOMeH/IyeM OrpaHUuMThb Z0CTyIl K Xmlrpc.php , a Tak
’Ke K wp-cron.php
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X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

hitp://**+**

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/robots.txt

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

This page contains an error/warning message that may disclose sensitive
information like the location of the file that produced the unhandled exception.
This information can be used to launch further attacks against the web
application. The alert could be a false positive if the error message is found
inside a documentation page.

http://*****/wp-includes/

N/A

<b>Warning</b>: include(blocker.php) [<a
href="function.include'>function.include</a>]: failed to open stream: No such file or
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directory in <b>/var/www/vhosts/*****/httpdocs/wp-includes/index.php</b> on line
<b>3</b><br />

Review the source code of this page. Implement custom error pages. Consider
implementing a mechanism to provide a unique error reference/identifier to the
client (browser) while logging the details on the server side and not exposing
them to the user.

200

13

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-includes/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/sitemap.xml

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/o-salone/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/o-redken/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-licom-i-telom/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/muzhchina-v-salone-ot-redken-2/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/uxod-za-volosami-ot-goldwell/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/akcii-i-novinki/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/sotrudniki/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/salon/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/raboty-masterov/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/online-zapis/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/video/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/kontakty/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.



URL

Solution

Reference

Description

URL

Solution

Reference

Description

URL

Solution

Reference

Description

URL

http://*****/wp-content/themes/village/wall/source/style/wall/style.css?ver=3.9.2

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/plugins/contact-form-7/includes/css/styles.css?ver=3.9.3

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****Ixmlrpc.php?rsd

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-includes/wlwmanifest.xml
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/style.css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/skins/dark_noise.css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/wall/source/style/prettyPhoto.css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/fancybox/jquery.fancybox-1.3.4.css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/colorbox/colorbox.css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-includes/js/jquery/jquery.js?ver=1.11.0
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-includes/js/jquery/jquery-migrate.min.js?ver=1.2.1

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/js/wall.dev.js?ver=3.9.2

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/wall/source/js/jquery.prettyPhoto.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/jscript/jquery.effects.core.min.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/jscript/jquery.effects.slide.min.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/jscript/jquery.effects.blind.min.js
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/jscript/jquery.superbgimage.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/jscript/swfobject.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/jscript/jquery.easing.1.3.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/jscript/flowplayer-3.2.6.min.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/fancybox/jquery.mousewheel-3.0.4.pack.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/fancybox/jquery.fancybox-1.3.4.pack.js
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/jscript/jquery.colorbox-min.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/galleria/galleria-1.2.5.min.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/jscript/jquery.masonry.min.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/jscript/jquery.custom.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-includes/js/comment-reply.min.js?ver=3.9.2

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/plugins/contact-form-7/includes/js/jquery.form.min.js?
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ver=3.51.0-2014.06.20

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/plugins/contact-form-7/includes/js/scripts.js?ver=3.9.3

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=60&
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=60&
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/timthumb.php?h=60&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/ie.css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/ie8.css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/glavnaya-stranica/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-includes/function.include

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/2013/05/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/comments/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****[feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****[?s=ZAP

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/o-salone/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/o-redken/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/strizhki/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/nogtevoj-servis/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-licom-i-telom/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/muzhchina-v-salone-ot-redken-2/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-goldwell/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
vypadeniem-volos/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/akcii-i-novinki/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/sotrudniki/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/salon/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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frame the web page in supported web browsers).
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Most modern Web browsers support the X-Frame-Options HTTP header.
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be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).
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X-Frame-Options header is not included in the HTTP response to protect
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).
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against 'ClickJacking' attacks.
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
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http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/timthumb.php?h=400&
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/timthumb.php?h=400&

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/online-zapis/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/video/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/?attachment_id=713

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/kontakty/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****Ixmlrpc.php

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-includes/css/buttons.min.css?ver=3.9.2

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/wp-includes/css/dashicons.min.css?ver=3.9.2

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-admin/css/login.min.css?ver=3.9.2

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/category/%d0%b1%d0%b5%d0%b7-
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%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/search/ZAP/feed/rss2/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/strizhki/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/vizazh/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eqg-cream/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-
vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/redken-lamitreat-lamitrit/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/klassicheskij-obreznoj-manikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/evropejskij-neobreznoj-manikyur/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/apparatnyj-manikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/detskij-manikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/shellac/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/yaponskij-manikyur/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/spa-manikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/pedikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/parafinoterapiya/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/klassicheskij-pedikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/apparatnyj-pedikyur/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/spa-pedikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.



URL

Solution

Reference

Description

URL

Solution

Reference

Description

URL

Solution

Reference

Description

URL

http://*****/uslugi/kombinirovannyj-pedikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/yaponskij-pedikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/muzhchina-v-salone-ot-redken/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/elumenirovanie-volos/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
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vypadeniem-volos/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/sozdanie-obraza/vizazh/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.
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http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-



Solution

Reference

Description

URL

Solution

Reference

Description

URL

Solution

Reference

Description

URL

vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/redken-lamitreat-lamitrit/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/manikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/klassicheskij-obreznoj-manikyur/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/evropejskij-neobreznoj-manikyur/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/apparatnyj-manikyur/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/2p=501

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/shellac/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/yaponskij-manikyur/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/goryachij-manikyur/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/spa-manikyur/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/pedikyur/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/parafinoterapiya/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/klassicheskij-pedikyur/feed/



Solution

Reference

Description

URL

Solution

Reference

Description

URL

Solution

Reference

Description

URL

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/apparatnyj-pedikyur/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/spa-pedikyur/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/kombinirovannyj-pedikyur/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/yaponskij-pedikyur/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/muzhchina-v-salone-ot-redken/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-

clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/elumenirovanie-volos/feed/



Solution

Reference

Description

URL

Solution

Reference

Description

URL

Solution

Reference

Description

URL

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/manikyur/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/goryachij-manikyur/feed/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/category
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/comments

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/search

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/search/ZAP
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/search/ZAP/feed

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-admin

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-admin/css
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/plugins

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/plugins/contact-form-7
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/plugins/contact-form-7/includes

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/plugins/contact-form-7/includes/css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/plugins/contact-form-7/includesl/js
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/colorbox
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/fancybox

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/galleria

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/jscript
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/skins

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/wall

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/wall/source
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/style

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/style/wall
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-includes

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-includes/css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-includes/js
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-includes/js/jquery

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/2013/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/uslugi/nogtevoj-servis/detskij-manikyur/feed/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-admin/css/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/plugins/contact-form-7/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/plugins/contact-form-7/includes/
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Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/plugins/contact-form-7/includes/css/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/plugins/contact-form-7/includes/js/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

This page contains an error/warning message that may disclose sensitive
information like the location of the file that produced the unhandled exception.
This information can be used to launch further attacks against the web
application. The alert could be a false positive if the error message is found
inside a documentation page.
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http://*****/wp-content/themes/village/

N/A

<b>Fatal error</b>: Call to undefined function get_header() in
<b>/var/iwww/vhosts/*****/httpdocs/wp-content/themes/village/index.php</b> on line
<b>3</b><br />

Review the source code of this page. Implement custom error pages. Consider
implementing a mechanism to provide a unique error reference/identifier to the
client (browser) while logging the details on the server side and not exposing
them to the user.

200

13

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/colorbox/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).
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http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/fancybox/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/galleria/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/jscript/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).
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http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/skins/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/wall/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/js/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).
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http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-content/themes/village/wall/source/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/style/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/style/wall/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).
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http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-includes/css/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-includes/js/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****/wp-includes/js/jquery/

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).
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http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/img/s2.jpg

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/img/s3.jpg

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/index_normal.html

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).



Reference

Description

URL

Solution

Reference

Description

URL

Solution

Reference

Description

URL

Solution

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/style/style.css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/style/wall/style.css

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/js/wall.js

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).
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http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/img/s4.jpg

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

X-Frame-Options header is not included in the HTTP response to protect
against 'ClickJacking' attacks.

http://*****lwp-content/themes/village/wall/source/index.html

Most modern Web browsers support the X-Frame-Options HTTP header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
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Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/robots.txt

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
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Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/robots.txt

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-includes/
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The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion
The page at the following URL includes one or more script files from a third-
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party domain

http://*****/sitemap.xml

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/sitemap.xml

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/sitemap.xml
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This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/o-salone/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing
The Anti-MIME-Sniffing header X-Content-Type-Options was not set to

'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/o-salone/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpressuser_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/

wordpressuser_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpresspass_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/

wordpresspass_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
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13:31:13 GMT; path=/wp-content/plugins

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/wp-content/plugins

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****/2013/

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/2013/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it;: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/2013/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/detskij-manikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/detskij-manikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-admin/css/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-admin/css/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/plugins/contact-form-7/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/plugins/contact-form-7/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****lwp-content/plugins/contact-form-7/includes/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/plugins/contact-form-7/includes/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/plugins/contact-form-7/includes/css/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/plugins/contact-form-7/includes/css/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/plugins/contact-form-7/includes/js/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/plugins/contact-form-7/includes/js/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'



Reference

WASC Id
Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

CWE Id
WASC Id

Low (Medium)
Description

URL

Other
informat

for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/colorbox/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/colorbox/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/fancybox/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****lwp-content/themes/village/fancybox/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/galleria/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/galleria/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/jscript/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/jscript/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/skins/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/skins/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/wall/sourceljs/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/sourceljs/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****/wp-content/themes/village/wall/source/

http://code.jquery.com/jquery-1.5.1.min.js
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http://code.jquery.com/jquery-1.5.1.min.js

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/wall/source/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/wall/source/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/style/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/wall/source/style/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/style/wall/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****lwp-content/themes/village/wall/source/style/wall/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-includes/css/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/css/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-includes/js/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/js/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-includes/js/jquery/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/js/jquery/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****lwp-content/themes/village/wall/source/img/s2.jpg

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/img/s2.jpg

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/source/img/s2.jpg

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****lwp-content/themes/village/wall/source/img/s3.jpg

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/source/img/s3.jpg

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/img/s3.jpg

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****lwp-content/themes/village/wall/source/index_normal.html

http://code.jquery.com/jquery-1.5.1.min.js

http://code.jquery.com/jquery-1.5.1.min.js

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/index_normal.html

The X-XSS-Protection HTTP response header allows the web server to enable or
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disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/source/index_normal.html

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled
Web Browser XSS Protection is not enabled, or is disabled by the configuration
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of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/style/style.css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/wall/source/style/style.css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/style/wall/style.css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it;: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/source/style/wall/style.css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.



Reference

WASC Id

Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

CWE Id
WASC Id

Low (Medium)
Description

URL

Other
informat
ion

Solution

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/wall/source/js/wall.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/source/js/wall.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.
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If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****/wp-content/themes/village/wall/source/img/s4.jpg

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/wall/source/img/s4.jpg

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/source/img/s4.jpg

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****lwp-content/themes/village/wall/source/index.html

http://code.jquery.com/jquery-1.5.1.min.js

http://code.jquery.com/jquery-1.5.1.min.js

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application



Low (Medium) Web Browser XSS Protection Not Enabled
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Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/index.html

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://<****/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/o-redken/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/o-redken/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/uslugi/uxod-za-volosami-ot-redken/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful _HTTP_headers

15

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled
Web Browser XSS Protection is not enabled, or is disabled by the configuration
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of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-licom-i-telom/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-licom-i-telom/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken-2/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken-2/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-goldwell/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-goldwell/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/akcii-i-novinki/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/akcii-i-novinki/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/sotrudniki/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/sotrudniki/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/salon/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/salon/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/raboty-masterov/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/raboty-masterov/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/online-zapis/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/online-zapis/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/video/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/video/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/kontakty/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.
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http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/kontakty/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/style/wall/style.css?ver=3.9.2

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/source/style/wall/style.css?ver=3.9.2

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/plugins/contact-form-7/includes/css/styles.css?ver=3.9.3

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).



Solution

Reference

CWE Id
WASC Id

Low (Medium)
Description

URL

Other
informat
ion

Solution

Reference

WASC Id

Low (Medium)
Description

URL

Other
informat

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/plugins/contact-form-7/includes/css/styles.css?ver=3.9.3

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****Ixmlrpc.php?rsd

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/xmlrpc.php?rsd

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****lwp-includes/wlwmanifest.xmi

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-includes/wlwmanifest.xml

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/style.css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/style.css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/skins/dark_noise.css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/skins/dark_noise.css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/style/prettyPhoto.css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/wall/source/style/prettyPhoto.css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/fancybox/jquery.fancybox-1.3.4.css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/fancybox/jquery.fancybox-1.3.4.css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/colorbox/colorbox.css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-content/themes/village/colorbox/colorbox.css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-includes/js/jquery/jquery.js?ver=1.11.0

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/js/jquery/jquery.js?ver=1.11.0

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-includes/js/jquery/jquery-migrate.min.js?ver=1.2.1

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/js/jquery/jquery-migrate.min.js?ver=1.2.1

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/js/wall.dev.js?ver=3.9.2

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/source/js/wall.dev.js?ver=3.9.2

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/js/jquery.prettyPhoto.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/wall/source/js/jquery.prettyPhoto.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/jscript/jquery.effects.core.min.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/jscript/jquery.effects.core.min.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/jscript/jquery.effects.slide.min.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/jscript/jquery.effects.slide.min.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****lwp-content/themes/village/jscript/jquery.effects.blind.min.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/jscript/jquery.effects.blind.min.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/jscript/jquery.superbgimage.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/jscript/jquery.superbgimage.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/jscript/swfobject.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/jscript/swfobject.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/jscript/jquery.easing.1.3.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/jscript/jquery.easing.1.3.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/jscript/flowplayer-3.2.6.min.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/jscript/flowplayer-3.2.6.min.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/fancybox/jquery.mousewheel-3.0.4.pack.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****lwp-content/themes/village/fancybox/jquery.mousewheel-3.0.4.pack.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/fancybox/jquery.fancybox-1.3.4 .pack.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/fancybox/jquery.fancybox-1.3.4.pack.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/jscript/jquery.colorbox-min.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/jscript/jquery.colorbox-min.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/galleria/galleria-1.2.5.min.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/galleria/galleria-1.2.5.min.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/jscript/jquery.masonry.min.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/jscript/jquery.masonry.min.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/jscript/jquery.custom.js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/jscript/jquery.custom.js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-includes/js/comment-reply.min.js?ver=3.9.2

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/js/comment-reply.min.js?ver=3.9.2

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****lwp-content/plugins/contact-form-7/includes/js/jquery.form.min.js?
ver=3.51.0-2014.06.20

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/plugins/contact-form-7/includes/js/jquery.form.min.js?
ver=3.51.0-2014.06.20

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/plugins/contact-form-7/includes/js/scripts.js?ver=3.9.3

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/plugins/contact-form-7/includes/js/scripts.js?ver=3.9.3

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id
WASC Id

Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

WASC Id
Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/wp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=60&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=60&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/ie.css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/ie.css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/ie8.css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-content/themes/village/ie8.css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/glavnaya-stranica/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/glavnaya-stranica/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****lwp-login.php?reauth=1&

wordpress_test_cookie=WP+Cookie+check; path=/

wordpress_test _cookie=WP+Cookie+check; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag
A cookie has been set without the HttpOnly flag, which means that the cookie

can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
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is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/wp-admin

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/wp-admin

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/wp-admin

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/wp-admin

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/wp-content/plugins

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/wp-content/plugins
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Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag
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A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpressuser_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/

wordpressuser_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpresspass_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/

wordpresspass_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****lwp-login.php?reauth=1&

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/wp-content/plugins
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wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
12:15:06 GMT; path=/wp-content/plugins

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-login.php?reauth=1&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

Password Autocomplete in browser

AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element
containing password type input. Passwords may be stored in browsers and
retrieved.

http://*****/wp-login.php?reauth=1&

input

<input type="password" name="pwd" id="user_pass" class="input" value=
size="20" />
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Turn off AUTOCOMPLETE attribute in form or individual input elements
containing password by using AUTOCOMPLETE="OFF'

http://msdn.microsoft.com/library/default.asp?
url=/workshop/author/forms/autocomplete_ovr.asp

525

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-login.php?reauth=1&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_logged_in_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-
2014 12:15:06 GMT; path=/

wordpress_logged_in_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-
2014 12:15:06 GMT; path=/
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Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****/wp-includes/function.include

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-includes/function.include

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it;: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-includes/function.include

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****/2013/05/

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/2013/05/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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X-Content-Type-Options Header Missing
The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
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'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/2013/05/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****lwp-login.php

wordpress_test_cookie=WP+Cookie+check; path=/

wordpress_test _cookie=WP+Cookie+check; path=/

Ensure that the HttpOnly flag is set for all cookies.
www.owasp.org/index.php/HttpOnly

13

Web Browser XSS Protection Not Enabled
Web Browser XSS Protection is not enabled, or is disabled by the configuration
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of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-login.php

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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Password Autocomplete in browser

AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element
containing password type input. Passwords may be stored in browsers and
retrieved.

http://*****lwp-login.php

input

<input type="password" name="pwd" id="user_pass" class="input" value=
size="20" />

Turn off AUTOCOMPLETE attribute in form or individual input elements
containing password by using AUTOCOMPLETE="OFF'

http://msdn.microsoft.com/library/default.asp?
url=/workshop/author/forms/autocomplete_ovr.asp

525

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
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content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-login.php

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/comments/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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X-Content-Type-Options Header Missing
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The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/comments/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****[feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****[?s=ZAP

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/?s=ZAP

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****[?s=ZAP

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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933

14

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/o-salone/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/o-salone/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/o-redken/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/o-redken/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/strizhki/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/uslugi/sozdanie-obraza/strizhki/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-licom-i-telom/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-licom-i-telom/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken-2/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken-2/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/uslugi/uxod-za-volosami-ot-goldwell/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-goldwell/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
vypadeniem-volos/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
vypadeniem-volos/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful _HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/akcii-i-novinki/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/akcii-i-novinki/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/sotrudniki/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/sotrudniki/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/salon/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/salon/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



CWE Id
WASC Id

Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

WASC Id

Low (Medium)
Description

URL

Other
informat
ion

eat_Sheet
https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'



Reference

WASC Id
Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

CWE Id
WASC Id

Low (Medium)
Description

URL

Other
informat

for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be



Reference

WASC Id

Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

CWE Id
WASC Id

Low (Medium)

Description

URL

Other
informat
ion

Solution

directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/raboty-masterov/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/raboty-masterov/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



WASC Id

Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

CWE Id
WASC Id

Low (Medium)

Description

URL

Other
informat
ion

Solution

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/timthumb.php?h=400&

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/timthumb.php?h=400&

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/online-zapis/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/online-zapis/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/video/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****Ivideo/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/?attachment_id=713

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/?attachment_id=713

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/kontakty/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/kontakty/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15



Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

CWE Id
WASC Id

Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/xmlrpc.php

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/xmlrpc.php

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-includes/css/buttons.min.css?ver=3.9.2

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/css/buttons.min.css?ver=3.9.2

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-includes/css/dashicons.min.css?ver=3.9.2

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/css/dashicons.min.css?ver=3.9.2

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-admin/css/login.min.css?ver=3.9.2

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-admin/css/login.min.css?ver=3.9.2

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?action=lostpassword

wordpress_test _cookie=WP+Cookie+check; path=/

wordpress_test _cookie=WP+Cookie+check; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-login.php?action=lostpassword

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****Iwp-login.php?action=lostpassword

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/search/ZAP/feed/rss2/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/search/ZAP/feed/rss2/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/strizhki/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/strizhki/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/vizazh/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obrazal/vizazh/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%?28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-
vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-
vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/redken-lamitreat-lamitrit/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/redken-lamitreat-lamitrit/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful _HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/klassicheskij-obreznoj-manikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/uslugi/klassicheskij-obreznoj-manikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/evropejskij-neobreznoj-manikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/evropejskij-neobreznoj-manikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/apparatnyj-manikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/apparatnyj-manikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/detskij-manikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/detskij-manikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/shellac/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/shellac/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/uslugi/yaponskij-manikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/yaponskij-manikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/spa-manikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/spa-manikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/pedikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****luslugi/pedikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/parafinoterapiya/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/parafinoterapiya/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/klassicheskij-pedikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/uslugi/klassicheskij-pedikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/apparatnyj-pedikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/apparatnyj-pedikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/spa-pedikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/spa-pedikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/kombinirovannyj-pedikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/kombinirovannyj-pedikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/yaponskij-pedikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/yaponskij-pedikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/elumenirovanie-volos/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/uslugi/elumenirovanie-volos/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
vypadeniem-volos/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
vypadeniem-volos/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



CWE Id
WASC Id

Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

WASC Id

Low (Medium)
Description

URL

Other
informat
ion

eat_Sheet
https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/uslugi/sozdanie-obraza/vizazh/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/sozdanie-obraza/vizazh/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-
vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-
vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/redken-lamitreat-lamitrit/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/redken-lamitreat-lamitrit/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/manikyur/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/manikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%?28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/klassicheskij-obreznoj-manikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/klassicheskij-obreznoj-manikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/uslugi/evropejskij-neobreznoj-manikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/evropejskij-neobreznoj-manikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/apparatnyj-manikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/apparatnyj-manikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****/2p=501

http://code.jquery.com/jquery-1.8.2.min.js

http://code.jquery.com/jquery-1.8.2.min.js

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/2p=501

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/2p=501

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/shellac/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it;: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
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https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/shellac/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/yaponskij-manikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
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Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/yaponskij-manikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/goryachij-manikyur/
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The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/goryachij-manikyur/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled
Web Browser XSS Protection is not enabled, or is disabled by the configuration
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of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful HTTP_headers
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15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/spa-manikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it;: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/spa-manikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.
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http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/pedikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/pedikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.
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If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/parafinoterapiya/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/parafinoterapiya/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.
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Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/klassicheskij-pedikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/klassicheskij-pedikyur/feed/
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This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/apparatnyj-pedikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
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declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/apparatnyj-pedikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing
The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
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'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/spa-pedikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/spa-pedikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/kombinirovannyj-pedikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet
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https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/kombinirovannyj-pedikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/yaponskij-pedikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it;: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
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Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/yaponskij-pedikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
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Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/feed/
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The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled
Web Browser XSS Protection is not enabled, or is disabled by the configuration
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of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful HTTP_headers
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15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it;: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.
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http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.
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If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it;: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.
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Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful _HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/elumenirovanie-volos/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/elumenirovanie-volos/feed/
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This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/manikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
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declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/manikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/uslugi/goryachij-manikyur/feed/

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing
The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
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'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/uslugi/goryachij-manikyur/feed/

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****/category

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/category
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The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/category

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion
The page at the following URL includes one or more script files from a third-
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party domain

http://*****/comments

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/comments

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/comments
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This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****/search

http://maps.googleapis.com/maps/api/js?sensor=true

http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/search

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/search

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Cross-Domain JavaScript Source File Inclusion

The page at the following URL includes one or more script files from a third-
party domain

http://*****Isearch/ZAP

http://maps.googleapis.com/maps/api/js?sensor=true
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http://maps.googleapis.com/maps/api/js?sensor=true

Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/search/ZAP

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****Isearch/ZAP

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/search/ZAP/feed

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/search/ZAP/feed

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-admin

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.
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http://*****/wp-admin

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-admin/css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-admin/css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/plugins

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/plugins

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/plugins/contact-form-7

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/plugins/contact-form-7

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/plugins/contact-form-7/includes

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/plugins/contact-form-7/includes

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/plugins/contact-form-7/includes/css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/plugins/contact-form-7/includes/css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****lwp-content/plugins/contact-form-7/includes/js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/plugins/contact-form-7/includesl/js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/colorbox

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/colorbox

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/fancybox

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/fancybox

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/galleria

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL

Other
informat
ion

Solution

Reference

WASC Id
Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

CWE Id
WASC Id

Low (Medium)
Description

http://*****/wp-content/themes/village/galleria

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/jscript

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
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body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/jscript

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/skins

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/skins

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/wall

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/wall/source

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



CWE Id
WASC Id

Low (Medium)

Description

URL

Other
informat
ion

Solution

Reference

WASC Id

Low (Medium)
Description

URL

Other
informat
ion

eat_Sheet
https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/wall/source

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-content/themes/village/wall/source/js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).
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Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/wall/source/js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-content/themes/village/wall/source/style

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
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report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-content/themes/village/wall/source/style

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to nosniff’
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server
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http://*****/wp-content/themes/village/wall/source/style/wall

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/
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14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-content/themes/village/wall/source/style/wall

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15
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Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-includes

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
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https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-includes/css

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
mosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/css

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
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directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****/wp-includes/js

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
'nosniff’. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****lwp-includes/js

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
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for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful_HTTP_headers

15

Web Browser XSS Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

http://*****lwp-includes/js/jquery

The X-XSS-Protection HTTP response header allows the web server to enable or
disable the web browser's XSS protection mechanism. The following values would
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1;
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payload (with a text-based content
type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1".

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933

14

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to
nosniff'. This allows older versions of Internet Explorer and Chrome to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

http://*****/wp-includes/js/jquery

This issue still applies to error type pages (401, 403, 500, etc) as those pages are
often still affected by injection issues, in which case there is still concern for browsers
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sniffing pages away from their actual content type.

Ensure that the application/web server sets the Content-Type header
appropriately, and that it sets the X-Content-Type-Options header to mosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern

web browser that does not perform MIME-sniffing at all, or that can be
directed by the web application/web server to not perform MIME-sniffing.

http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://www.owasp.org/index.php/List_of_useful HTTP_headers

15

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/wp-admin

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/wp-admin

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/wp-admin

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/wp-admin



Solution
Reference
WASC Id

Low (Medium)

Description

URL

Parame
ter

Evidenc
e

Solution
Reference
WASC Id

Low (Medium)

Description

URL

Parame
ter

Evidenc
e

Solution
Reference
WASC Id

Low (Medium)

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/wp-content/plugins

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/wp-content/plugins

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_logged_in_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-
2014 13:31:13 GMT; path=/

wordpress_logged_in_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-
2014 13:31:13 GMT; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag
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A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13

Cookie set without HttpOnly flag

A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

http://*****/wp-login.php?reauth=1&

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014
13:31:13 GMT; path=/

Ensure that the HttpOnly flag is set for all cookies.

www.owasp.org/index.php/HttpOnly

13



MpunoxeHue 2

OHpeAEHEHI/IH HCII0/Ib30BdAHHbBIE B OTUETE!:

Web-shell - 3To HeKuii BpeZJOHOCHBIN CKPHIIT (TIpOrpamMma), KOTOPbIN 3/10yMBbIIIEHHUKH
WCTIONB3YIOT [I7Isl YIIPaB/IeHUST UY>KUMU CaliTaMU M CepBePaMU: BBITIOJTHEHUS] KOMaH/] TepMUHasa,
niepebopa mapoJieit, AocTyra K (aiiioBoi cucteMe U T.I. [ pa3MeliieHUs: CKPUIITa yallle BCero
WCTIO/NB3YIOTCS YS3BUMOCTH B KO/l CaiiTa WY To[00p TIaposiei.

ClickJacking - OTo MexaHM3M 0OMaHa I10/ib30BaTe/ieli UHTepHeTa, IPU KOTOPOM 3/I0YMBIILJIEHHUK
MOYKeT TIOIyUMTh JOCTYN K KOH(pUIeHLIMabHOM nHhOpMaLK WU JlaXke TIOMYYUTh AOCTYI K
KOMTIIbIOTEPY T0/Ib30BaTesIsi, 3aMaHUB ero Ha BHelllHe 6e3001HYI0 CTpaHULly WU BHEAPUB
BPEZOHOCHBIN KOZ Ha Oe30TacHyI0 CTpaHuLly. [IpUHIMIT OCHOBAH Ha TOM, UTO ITOBEPX BUJUMOM
CTpaHMLIbI pacriosiaraeTcsi HeBUJMMBIN C/I0M, B KOTOPBIN U 3arpy’KaeTcst Hy)KHasi 3/10yMbILLITIEHHUKY
CTpaHUIIA, TIPH 3TOM 3J/IEMEHT yTIpaB/ieHusi (KHOIIKa, CChUIKA), HeOOXOAUMBIN 1151 OCYIIeCTBIEHHS
TpeOyemoro JiefiCTBYsI, COBMELLaeTCsl C BUAUMON CChITIKOM WM KHOTIKOM, Ha’kaTre Ha KOTOPYIO
OXKMJ@eTcst OT Mo/b30oBaresisi. Bo3MOXXHbI pa3nuHble IPUMeHeHUs] TEXHOJIOTUU — OT TOATMCKY Ha
pecypc B COL[MA/IbHOW CeTH [0 KpaXKu KOH(PUeHLIManbHOM nH(GOpMaLiK U COBepIIIeHus TIOKYTIOK B
VHTEepHeT-MarasylHax 3a 4y>KOU CUET.

Hijacking - pazHoBugHOCTE MITM-aTaku 1pu KOTOPOU 3/I0yMBILUIEHHUK CTIOCOOEH POCMaTpUBaTh
NPOCMATpHBaTh TAaKeThl T0/Ib30BaTesleld U TMOChUIaTh CBOM COOCTBEHHbIE IMakKeTbl B CeTb. ATaka
WCTI0/Ib3yeT 0COOEHHOCTU YCTaHOB/IeHUs coeiiHeHUsl B TipoTokosie TCP, 1 MOXKeT OCyIeCTB/ISIThCS
KaK BO BpeMsl «TPOMHOIO PYKONOXKaTHsi», TaK Y NIPY YCTaHOBIEHHOM COeIMHeHUU

Bruteforce - Tak Ha3bIBaeMble aTakKu MeTo[oM "Tpy6oii cuitbl”. Kak rpaBusio, mosib30Barenu
TIPUMEHSIIOT MpocCTeiiiue rnaposid, Harpumep "123", "admin"  T.J. 3TUM U TIOMb3YOTCS
KOMITBIOTEPHBIE 3/I0YMBIIIJIEHHUKY, KOTOPbIe NPY NTOMOIIY CIeLjia/IbHbIX TPOSTHCKAX [POrpamMmm
BBIYUC/ISTIOT HeOOXOJUMBIiA /17151 IPOHUKHOBEHUSI B CEThb TIapO/ib METOZAOM T0/100pa - Ha OCHOBAHUM
3a/10)keHHOT'0 B 3Ty POrpamMMy CJ1I0Baps MapoJjiel Uiv reHepupys CIy4alHble 10C/1e10BaTe/IbHOCTH
CUMBOJIOB.
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