
Отчет по услуге «Анализ безопасности сайта»  
Проверяемый сайт: *****



                                         1.Введение

Данный отчёт включает в себя информацию по анализу безопасности сайта, в рамках услуги 
было выполнено следующее:

 определение версии движка сайта для дальнейшего определения возможных 

уязвимостей;

 сравнение текущих версий расширений движка сайта с актуальными версиями этих 

же расширений;

 анализ работы шаблона сайта;

 проверка скриптов сайта на наличие распространенного вредоносного кода;

 составление рекомендаций по устранению вредоносного кода с сайта и 

предотвращению повторного заражения сайта вредоносным кодом.

 проверка стойкости парольной фразы

 подготовка подробного отчета по проведенному анализу;

Класификация и критерии уязвимостей

Каждая уязвимость имеет степень риска в зависимости от возможного нанесения урона веб-
приложению , подробная информация представлена в таблице ниже:

Высокая степень риска

Данный тип уязвимостей может вызывать отказ в работоспособности сайта, критические 
ошибки, выполнение произвольного кода(web-shell). При наличии подобных уязвимостей у 
злоумышленника есть возможность компрометации всех данных веб-ресурса

Средняя степень риска

Данный тип уязвимостей представляет возможность злоумышленнику раскрыть критически 
важные данные, которые в дальнейшем можно использовать для компрометации ресурса.     

Низкая степень риска

К данному типу относятся остальные уязвимости. 



2.Общие данные по уязвимостям без классификации

Обнаруженная версия WordPress  3.9.2 

Обнаруженные уязвимости

 WordPress 3.4.2 - 3.9.2 Does Not Invalidate Sessions Upon Logout

    Подробнее: https://wpvulndb.com/vulnerabilities/7531

    Подробнее: http://whiteoaksecurity.com/blog/2012/12/17/cve-2012-5868-wordpress-342-
sessions-not-terminated-upon-explicit-user-logout

    Подробнее: http://blog.spiderlabs.com/2014/09/leveraging-lfi-to-get-full-compromise-on-
wordpress-sites.html

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-5868

Исправлено в версии:: 4.0

 WordPress 3.0-3.9.2 - Unauthenticated Stored Cross-Site Scripting (XSS)

    Подробнее: https://wpvulndb.com/vulnerabilities/7680

    Подробнее: http://klikki.fi/adv/wordpress.html

    Подробнее: https://wordpress.org/news/2014/11/wordpress-4-0-1/

    Подробнее: http://klikki.fi/adv/wordpress_update.html

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9031

Исправлено в версии:: 4.0

 WordPress <= 4.0 - Long Password Denial of Service (DoS)

    Подробнее: https://wpvulndb.com/vulnerabilities/7681

    Подробнее: http://www.behindthefirewalls.com/2014/11/wordpress-denial-of-service-
responsible-disclosure.html

    Подробнее: https://wordpress.org/news/2014/11/wordpress-4-0-1/

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9034

    Подробнее: http://osvdb.org/show/osvdb/114857

    Подробнее: 



https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_long_password_dos

    Подробнее: https://www.exploit-db.com/exploits/35413/

    Подробнее: https://www.exploit-db.com/exploits/35414/

Исправлено в версии:: 4.0.1

 WordPress <= 4.0 - Server Side Request Forgery (SSRF)

    Подробнее: https://wpvulndb.com/vulnerabilities/7696

    Подробнее: http://www.securityfocus.com/bid/71234/

    Подробнее: https://core.trac.wordpress.org/changeset/30444

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9038

Исправлено в версии:: 4.0.1

 WordPress 3.9, 3.9.1, 3.9.2, 4.0 - XSS in Media Playlists

    Подробнее: https://wpvulndb.com/vulnerabilities/7697

    Подробнее: https://core.trac.wordpress.org/changeset/30422

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9032

Исправлено в версии:: 4.0.1

 WordPress <= 4.1.1 - Unauthenticated Stored Cross-Site Scripting (XSS)

    Подробнее: https://wpvulndb.com/vulnerabilities/7929

    Подробнее: https://wordpress.org/news/2015/04/wordpress-4-1-2/

    Подробнее: https://cedricvb.be/post/wordpress-stored-xss-vulnerability-4-1-2/

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3438

Исправлено в версии:: 4.1.2

 WordPress <= 4.0 - CSRF in wp-login.php Password Reset

    Подробнее: https://wpvulndb.com/vulnerabilities/7691

    Подробнее: https://core.trac.wordpress.org/changeset/30418

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9033

Исправлено в версии:: 4.0.1



 WordPress <= 4.2.2 - Authenticated Stored Cross-Site Scripting (XSS)

    Подробнее: https://wpvulndb.com/vulnerabilities/8111

    Подробнее: https://wordpress.org/news/2015/07/wordpress-4-2-3/

    Подробнее: https://twitter.com/klikkioy/status/624264122570526720

    Подробнее: https://klikki.fi/adv/wordpress3.html

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5622

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5623

Исправлено в версии:: 3.9.7

 WordPress <= 4.2.3 - wp_untrash_post_comments SQL Injection 

    Подробнее: https://wpvulndb.com/vulnerabilities/8126

    Подробнее: 
https://github.com/WordPress/WordPress/commit/70128fe7605cb963a46815cf91b0a5934f70eff5

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-2213

Исправлено в версии:: 3.9.8

 WordPress <= 4.2.3 - Timing Side Channel Attack

    Подробнее: https://wpvulndb.com/vulnerabilities/8130

    Подробнее: https://core.trac.wordpress.org/changeset/33536

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5730

Исправлено в версии:: 3.9.8

 WordPress <= 4.2.3 - Widgets Title Cross-Site Scripting (XSS)

    Подробнее: https://wpvulndb.com/vulnerabilities/8131

    Подробнее: https://core.trac.wordpress.org/changeset/33529

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5732

Исправлено в версии:: 3.9.8

 WordPress <= 4.2.3 - Nav Menu Title Cross-Site Scripting (XSS)

    Подробнее: https://wpvulndb.com/vulnerabilities/8132

    Подробнее: https://core.trac.wordpress.org/changeset/33541

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5733



Исправлено в версии:: 3.9.8

 WordPress <= 4.2.3 - Legacy Theme Preview Cross-Site Scripting (XSS)

    Подробнее: https://wpvulndb.com/vulnerabilities/8133

    Подробнее: https://core.trac.wordpress.org/changeset/33549

    Подробнее: https://blog.sucuri.net/2015/08/persistent-xss-vulnerability-in-wordpress-
explained.html

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5734

Исправлено в версии:: 3.9.8

 WordPress <= 4.3 - Authenticated Shortcode Tags Cross-Site Scripting (XSS)

    Подробнее: https://wpvulndb.com/vulnerabilities/8186

    Подробнее: https://wordpress.org/news/2015/09/wordpress-4-3-1/

    Подробнее: http://blog.checkpoint.com/2015/09/15/finding-vulnerabilities-in-core-wordpress-a-
bug-hunters-trilogy-part-iii-ultimatum/

    Подробнее: http://blog.knownsec.com/2015/09/wordpress-vulnerability-analysis-cve-2015-
5714-cve-2015-5715/

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5714

Исправлено в версии:: 3.9.9

 WordPress <= 4.3 - User List Table Cross-Site Scripting (XSS)

    Подробнее: https://wpvulndb.com/vulnerabilities/8187

    Подробнее: https://wordpress.org/news/2015/09/wordpress-4-3-1/

Исправлено в версии:: 3.9.9

 WordPress <= 4.3 - Publish Post and Mark as Sticky Permission Issue

    Подробнее: https://wpvulndb.com/vulnerabilities/8188

    Подробнее: https://wordpress.org/news/2015/09/wordpress-4-3-1/

    Подробнее: http://blog.checkpoint.com/2015/09/15/finding-vulnerabilities-in-core-wordpress-a-
bug-hunters-trilogy-part-iii-ultimatum/

    Подробнее: http://blog.knownsec.com/2015/09/wordpress-vulnerability-analysis-cve-2015-
5714-cve-2015-5715/

    Подробнее: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5715



Исправлено в версии:: 3.9.9

Критические уязвимости:

  All in One SEO Pack <= 2.2.5.1 - Authentication Bypass

    Подробная информация: https://wpvulndb.com/vulnerabilities/7881

    Подробная информация: http://jvn.jp/en/jp/JVN75615300/index.html

    Подробная информация: http://semperfiwebdesign.com/blog/all-in-one-seo-pack/all-in-one-seo-
pack-release-history/

    Подробная информация: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0902

Исправлено в версии: версии 2.2.6

  All in One SEO Pack <= 2.2.6.1 - Cross-Site Scripting (XSS)

    Подробная информация: https://wpvulndb.com/vulnerabilities/7916

    Подробная информация: https://blog.sucuri.net/2015/04/security-advisory-xss-vulnerability-
affecting-multiple-wordpress-plugins.html

    Подробная информация: http://osvdb.org/show/osvdb/121069

Исправлено в версии: версии 2.2.6.2



3.Данные по уязвимостям по степени риска

Используется классификация используются классификации “The Common Vulnerability 
Scoring System  (CVSSv2)”, MITRE(CAPEC) и OWASP.

Высокая 0

Средняя 337

Низкая 716

Подробный отчет смотрите в Приложении 1



4.Проверка стойкости парольной фразы устойчивость к
bruteforce атакам

Форма авторизации в административный интерфейс(http://*****/wp-admin) была проверена 
методом bruteforce по словарю из 500 популярных парольных фраз, по результатам проверки 
подобрать парольную фразу не получилось. Кроме того на сайте нестандартный 
логин(отличный от логина по умолчанию), что значительно усложняет подобный тип атаки. 



5.Рекомендации
Требуется незамедлительное обновление уязвимых модулей на сайте, а так же обновление до 
стабильной версии CMS. Дополнительно рекомендуем ограничить доступ к xmlrpc.php , а так
же к wp-cron.php 

 



Приложение 1

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/robots.txt

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) Application Error Disclosure

Description This  page  contains  an  error/warning  message  that  may  disclose  sensitive
information like the location of the file that produced the unhandled exception.
This  information  can  be  used  to  launch  further  attacks  against  the  web
application. The alert could be a false positive if the error message is found
inside a documentation page.

URL http://*****/wp-includes/

Parame
ter 

N/A

Evidenc <b>Warning</b>: include(blocker.php) [<a 
href='function.include'>function.include</a>]: failed to open stream: No such file or 



e directory in <b>/var/www/vhosts/*****/httpdocs/wp-includes/index.php</b> on line 
<b>3</b><br />

Solution Review the source code of this page. Implement custom error pages. Consider
implementing a mechanism to provide a unique error reference/identifier to the
client (browser) while logging the details on the server side and not exposing
them to the user.

Reference

CWE Id 200

WASC Id 13

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/sitemap.xml

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/o-salone/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/o-redken/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-licom-i-telom/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken-2/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/uxod-za-volosami-ot-goldwell/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/akcii-i-novinki/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/sotrudniki/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/salon/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/raboty-masterov/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/online-zapis/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/video/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/kontakty/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/wall/source/style/wall/style.css?ver=3.9.2

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7/includes/css/styles.css?ver=3.9.3

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/xmlrpc.php?rsd

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/wlwmanifest.xml



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/style.css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/skins/dark_noise.css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/wall/source/style/prettyPhoto.css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/fancybox/jquery.fancybox-1.3.4.css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/colorbox/colorbox.css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/js/jquery/jquery.js?ver=1.11.0



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/js/jquery/jquery-migrate.min.js?ver=1.2.1

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/js/wall.dev.js?ver=3.9.2

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/wall/source/js/jquery.prettyPhoto.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/jscript/jquery.effects.core.min.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/jscript/jquery.effects.slide.min.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/jscript/jquery.effects.blind.min.js



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/jscript/jquery.superbgimage.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/jscript/swfobject.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/jscript/jquery.easing.1.3.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/jscript/flowplayer-3.2.6.min.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/fancybox/jquery.mousewheel-3.0.4.pack.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/fancybox/jquery.fancybox-1.3.4.pack.js



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/jscript/jquery.colorbox-min.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/galleria/galleria-1.2.5.min.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/jscript/jquery.masonry.min.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/jscript/jquery.custom.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/js/comment-reply.min.js?ver=3.9.2

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7/includes/js/jquery.form.min.js?



ver=3.51.0-2014.06.20

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7/includes/js/scripts.js?ver=3.9.3

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/ie.css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/ie8.css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/glavnaya-stranica/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/function.include

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/2013/05/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/comments/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/?s=ZAP

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/o-salone/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/o-redken/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/strizhki/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/nogtevoj-servis/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-licom-i-telom/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken-2/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-goldwell/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
vypadeniem-volos/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/akcii-i-novinki/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/sotrudniki/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/salon/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/raboty-masterov/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set
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against 'ClickJacking' attacks.
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Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set
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against 'ClickJacking' attacks.
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Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.
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Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.
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Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/online-zapis/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/video/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/?attachment_id=713

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/kontakty/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/xmlrpc.php

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/css/buttons.min.css?ver=3.9.2

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/wp-includes/css/dashicons.min.css?ver=3.9.2

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-admin/css/login.min.css?ver=3.9.2

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/category/%d0%b1%d0%b5%d0%b7-



%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/search/ZAP/feed/rss2/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/strizhki/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/vizazh/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-
vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/redken-lamitreat-lamitrit/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/klassicheskij-obreznoj-manikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/evropejskij-neobreznoj-manikyur/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/apparatnyj-manikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/detskij-manikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/shellac/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/yaponskij-manikyur/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/spa-manikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/pedikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/parafinoterapiya/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/klassicheskij-pedikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/apparatnyj-pedikyur/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/spa-pedikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/kombinirovannyj-pedikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/yaponskij-pedikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/elumenirovanie-volos/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-



vypadeniem-volos/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/sozdanie-obraza/vizazh/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.



URL http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-



vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/redken-lamitreat-lamitrit/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/manikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/klassicheskij-obreznoj-manikyur/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/evropejskij-neobreznoj-manikyur/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/apparatnyj-manikyur/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/?p=501

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/shellac/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/yaponskij-manikyur/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/goryachij-manikyur/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/spa-manikyur/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/pedikyur/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/parafinoterapiya/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/klassicheskij-pedikyur/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/apparatnyj-pedikyur/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/spa-pedikyur/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/kombinirovannyj-pedikyur/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/yaponskij-pedikyur/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/elumenirovanie-volos/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/manikyur/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/goryachij-manikyur/feed/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/category



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/comments

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/search

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/search/ZAP



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/search/ZAP/feed

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-admin

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-admin/css



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7/includes

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7/includes/css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7/includes/js



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/colorbox



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/fancybox

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/galleria

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/jscript



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/skins

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/style

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/style/wall



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/js



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/js/jquery

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/2013/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/uslugi/nogtevoj-servis/detskij-manikyur/feed/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-admin/css/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7/includes/



Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7/includes/css/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/plugins/contact-form-7/includes/js/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) Application Error Disclosure

Description This  page  contains  an  error/warning  message  that  may  disclose  sensitive
information like the location of the file that produced the unhandled exception.
This  information  can  be  used  to  launch  further  attacks  against  the  web
application. The alert could be a false positive if the error message is found
inside a documentation page.



URL http://*****/wp-content/themes/village/

Parame
ter 

N/A

Evidenc
e 

<b>Fatal error</b>: Call to undefined function get_header() in 
<b>/var/www/vhosts/*****/httpdocs/wp-content/themes/village/index.php</b> on line 
<b>3</b><br />

Solution Review the source code of this page. Implement custom error pages. Consider
implementing a mechanism to provide a unique error reference/identifier to the
client (browser) while logging the details on the server side and not exposing
them to the user.

Reference

CWE Id 200

WASC Id 13

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/colorbox/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).



Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/fancybox/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/galleria/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/jscript/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).



Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/skins/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/js/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).



Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/style/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/style/wall/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).



Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/css/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/js/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-includes/js/jquery/

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).



Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/img/s2.jpg

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/img/s3.jpg

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/index_normal.html

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).



Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/style/style.css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/style/wall/style.css

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/js/wall.js

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).



Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/img/s4.jpg

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Medium (Medium) X-Frame-Options Header Not Set

Description X-Frame-Options  header  is  not  included  in  the  HTTP response  to  protect
against 'ClickJacking' attacks.

URL http://*****/wp-content/themes/village/wall/source/index.html

Solution Most  modern  Web  browsers  support  the  X-Frame-Options  HTTP  header.
Ensure it's set on all web pages returned by your site (if you expect the page to
be framed only by pages on your server (e.g. it's part of a FRAMESET) then
you'll want to use SAMEORIGIN, otherwise if you never expect the page to be
framed, you should use DENY. ALLOW-FROM allows specific websites to
frame the web page in supported web browsers).

Reference http://blogs.msdn.com/b/ieinternals/archive/2010/03/30/combating-
clickjacking-with-x-frame-options.aspx

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-



Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/robots.txt

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 



Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/robots.txt

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/



Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-



party domain

URL http://*****/sitemap.xml

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/sitemap.xml

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/sitemap.xml



Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/o-salone/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/o-salone/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpressuser_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/

Evidenc
e 

wordpressuser_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpresspass_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/

Evidenc
e 

wordpresspass_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 



ter 13:31:13 GMT; path=/wp-content/plugins

Evidenc
e 

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/wp-content/plugins

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/2013/

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/2013/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/2013/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/detskij-manikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/detskij-manikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-admin/css/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-admin/css/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/plugins/contact-form-7/

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/plugins/contact-form-7/includes/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7/includes/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/plugins/contact-form-7/includes/css/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7/includes/css/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/plugins/contact-form-7/includes/js/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7/includes/js/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/colorbox/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/colorbox/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/fancybox/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/fancybox/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/galleria/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/galleria/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/skins/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/skins/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/js/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/js/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/wp-content/themes/village/wall/source/

Parame
ter 

http://code.jquery.com/jquery-1.5.1.min.js



Evidenc
e 

http://code.jquery.com/jquery-1.5.1.min.js

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/style/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/style/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/style/wall/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/wall/source/style/wall/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/css/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/css/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/js/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/js/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/js/jquery/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/js/jquery/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/wp-content/themes/village/wall/source/img/s2.jpg

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/img/s2.jpg

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/img/s2.jpg

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/wp-content/themes/village/wall/source/img/s3.jpg

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/img/s3.jpg

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/img/s3.jpg

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/wp-content/themes/village/wall/source/index_normal.html

Parame
ter 

http://code.jquery.com/jquery-1.5.1.min.js

Evidenc
e 

http://code.jquery.com/jquery-1.5.1.min.js

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/index_normal.html

Other The X-XSS-Protection HTTP response header allows the web server to enable or 



informat
ion 

disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/index_normal.html

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration



of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/style/style.css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/style/style.css

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers



WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/style/wall/style.css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/style/wall/style.css

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.



Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/js/wall.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/js/wall.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.



If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/wp-content/themes/village/wall/source/img/s4.jpg

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/img/s4.jpg

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933



WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/img/s4.jpg

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/wp-content/themes/village/wall/source/index.html

Parame
ter 

http://code.jquery.com/jquery-1.5.1.min.js

Evidenc
e 

http://code.jquery.com/jquery-1.5.1.min.js

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference



Low (Medium) Web Browser XSS Protection Not Enabled



Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/index.html

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/o-redken/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/o-redken/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/uslugi/uxod-za-volosami-ot-redken/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration



of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-licom-i-telom/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-licom-i-telom/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken-2/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken-2/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-goldwell/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-goldwell/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/akcii-i-novinki/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/akcii-i-novinki/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/sotrudniki/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/sotrudniki/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/salon/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/salon/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/raboty-masterov/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/raboty-masterov/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/online-zapis/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/online-zapis/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/video/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/video/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/kontakty/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.



Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/kontakty/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/style/wall/style.css?ver=3.9.2

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/style/wall/style.css?ver=3.9.2

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/plugins/contact-form-7/includes/css/styles.css?ver=3.9.3

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7/includes/css/styles.css?ver=3.9.3

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/xmlrpc.php?rsd

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/xmlrpc.php?rsd

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-includes/wlwmanifest.xml

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/wlwmanifest.xml

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/style.css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/style.css

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/skins/dark_noise.css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/skins/dark_noise.css

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/style/prettyPhoto.css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/style/prettyPhoto.css

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/fancybox/jquery.fancybox-1.3.4.css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/fancybox/jquery.fancybox-1.3.4.css

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/colorbox/colorbox.css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/colorbox/colorbox.css

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/js/jquery/jquery.js?ver=1.11.0

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/js/jquery/jquery.js?ver=1.11.0

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/js/jquery/jquery-migrate.min.js?ver=1.2.1

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/js/jquery/jquery-migrate.min.js?ver=1.2.1

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/js/wall.dev.js?ver=3.9.2

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/js/wall.dev.js?ver=3.9.2

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/js/jquery.prettyPhoto.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/js/jquery.prettyPhoto.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript/jquery.effects.core.min.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/jquery.effects.core.min.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript/jquery.effects.slide.min.js

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/jquery.effects.slide.min.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/themes/village/jscript/jquery.effects.blind.min.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/jquery.effects.blind.min.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript/jquery.superbgimage.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/jquery.superbgimage.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript/swfobject.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/swfobject.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript/jquery.easing.1.3.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/jquery.easing.1.3.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript/flowplayer-3.2.6.min.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/flowplayer-3.2.6.min.js

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/fancybox/jquery.mousewheel-3.0.4.pack.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/fancybox/jquery.mousewheel-3.0.4.pack.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/fancybox/jquery.fancybox-1.3.4.pack.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/fancybox/jquery.fancybox-1.3.4.pack.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript/jquery.colorbox-min.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/jquery.colorbox-min.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/galleria/galleria-1.2.5.min.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/galleria/galleria-1.2.5.min.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript/jquery.masonry.min.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/jquery.masonry.min.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript/jquery.custom.js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript/jquery.custom.js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/js/comment-reply.min.js?ver=3.9.2

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/js/comment-reply.min.js?ver=3.9.2

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/plugins/contact-form-7/includes/js/jquery.form.min.js?
ver=3.51.0-2014.06.20

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7/includes/js/jquery.form.min.js?
ver=3.51.0-2014.06.20

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/plugins/contact-form-7/includes/js/scripts.js?ver=3.9.3

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7/includes/js/scripts.js?ver=3.9.3

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=60&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/ie.css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/ie.css

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/ie8.css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/ie8.css

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/glavnaya-stranica/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/glavnaya-stranica/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_test_cookie=WP+Cookie+check; path=/

Evidenc
e 

wordpress_test_cookie=WP+Cookie+check; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this



is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/wp-admin

Evidenc
e 

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/wp-admin

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/wp-admin

Evidenc
e 

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/wp-admin

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/wp-content/plugins

Evidenc wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/wp-content/plugins



e 

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/

Evidenc
e 

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/

Evidenc
e 

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag



Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpressuser_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/

Evidenc
e 

wordpressuser_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpresspass_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/

Evidenc
e 

wordpresspass_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/wp-content/plugins



ter 

Evidenc
e 

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
12:15:06 GMT; path=/wp-content/plugins

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-login.php?reauth=1&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) Password Autocomplete in browser

Description AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element
containing  password type  input.  Passwords  may  be  stored  in  browsers  and
retrieved.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

input

Evidenc
e 

<input type="password" name="pwd" id="user_pass" class="input" value="" 
size="20" />



Solution Turn  off  AUTOCOMPLETE attribute  in  form or  individual  input  elements
containing password by using AUTOCOMPLETE='OFF'

Reference http://msdn.microsoft.com/library/default.asp?
url=/workshop/author/forms/autocomplete_ovr.asp

CWE Id 525

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-login.php?reauth=1&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_logged_in_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-
2014 12:15:06 GMT; path=/

Evidenc
e 

wordpress_logged_in_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-
2014 12:15:06 GMT; path=/



Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/wp-includes/function.include

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/function.include

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/function.include

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/2013/05/

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/2013/05/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to



'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/2013/05/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php

Parame
ter 

wordpress_test_cookie=WP+Cookie+check; path=/

Evidenc
e 

wordpress_test_cookie=WP+Cookie+check; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration



of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-login.php

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) Password Autocomplete in browser

Description AUTOCOMPLETE attribute is not disabled in HTML FORM/INPUT element
containing  password type  input.  Passwords  may  be  stored  in  browsers  and
retrieved.

URL http://*****/wp-login.php

Parame
ter 

input

Evidenc
e 

<input type="password" name="pwd" id="user_pass" class="input" value="" 
size="20" />

Solution Turn  off  AUTOCOMPLETE attribute  in  form or  individual  input  elements
containing password by using AUTOCOMPLETE='OFF'

Reference http://msdn.microsoft.com/library/default.asp?
url=/workshop/author/forms/autocomplete_ovr.asp

CWE Id 525

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared



content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-login.php

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/comments/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing



Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/comments/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933



WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/?s=ZAP

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/?s=ZAP

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/?s=ZAP

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/o-salone/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/o-salone/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/o-redken/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/o-redken/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/feed/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/strizhki/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/uslugi/sozdanie-obraza/strizhki/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-licom-i-telom/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-licom-i-telom/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken-2/feed/

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken-2/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/uslugi/uxod-za-volosami-ot-goldwell/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-goldwell/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-gkhair-global-keratin/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/domashnij-uxod-ot-redken-eto-statya-uxod-haircare/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
vypadeniem-volos/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
vypadeniem-volos/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/akcii-i-novinki/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/akcii-i-novinki/feed/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/akcii-i-novinki/idealno-ocherchennye-kudri-curvaceous/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/akcii-i-novinki/eksklyuzivnaya-usluga/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/sotrudniki/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/sotrudniki/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/salon/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/salon/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/raboty-masterov/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/raboty-masterov/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/timthumb.php?h=400&

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/online-zapis/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/online-zapis/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/video/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/video/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/?attachment_id=713

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/?attachment_id=713

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/kontakty/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/kontakty/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/xmlrpc.php

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/xmlrpc.php

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/css/buttons.min.css?ver=3.9.2

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/css/buttons.min.css?ver=3.9.2

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/css/dashicons.min.css?ver=3.9.2

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/css/dashicons.min.css?ver=3.9.2

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-admin/css/login.min.css?ver=3.9.2

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-admin/css/login.min.css?ver=3.9.2

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?action=lostpassword

Parame
ter 

wordpress_test_cookie=WP+Cookie+check; path=/

Evidenc
e 

wordpress_test_cookie=WP+Cookie+check; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-login.php?action=lostpassword

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-login.php?action=lostpassword

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/feed/

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/%d0%bf%d1%80%d0%b8%d0%b2%d0%b5%d1%82-%d0%bc
%d0%b8%d1%80/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/category/%d0%b1%d0%b5%d0%b7-
%d1%80%d1%83%d0%b1%d1%80%d0%b8%d0%ba%d0%b8/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/search/ZAP/feed/rss2/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/search/ZAP/feed/rss2/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/strizhki/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/strizhki/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/svadebnye-prichyoski/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/vizazh/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/vizazh/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-
vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-
vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/redken-lamitreat-lamitrit/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/redken-lamitreat-lamitrit/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/klassicheskij-obreznoj-manikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/uslugi/klassicheskij-obreznoj-manikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/evropejskij-neobreznoj-manikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/evropejskij-neobreznoj-manikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/apparatnyj-manikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/apparatnyj-manikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/detskij-manikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/detskij-manikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/shellac/

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/shellac/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/uslugi/yaponskij-manikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/yaponskij-manikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/spa-manikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/spa-manikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/pedikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/pedikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/parafinoterapiya/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/parafinoterapiya/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/klassicheskij-pedikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/uslugi/klassicheskij-pedikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/apparatnyj-pedikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/apparatnyj-pedikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/spa-pedikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/spa-pedikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/kombinirovannyj-pedikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/kombinirovannyj-pedikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/yaponskij-pedikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/yaponskij-pedikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/elumenirovanie-volos/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/uslugi/elumenirovanie-volos/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
vypadeniem-volos/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/intraforceargan-6-borba-s-
vypadeniem-volos/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-licom-i-telom/depilyaciya/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/keratinovoe-vypryamlenie-i-vosstanovlenie-volos-the-best/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/strizhka-goryachej-britvoj/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/chemistry-system-sistema-kemistri/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/feed/

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/prazdnichnye-prichyoski/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/uslugi/sozdanie-obraza/vizazh/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/sozdanie-obraza/vizazh/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-color-fusion/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/okrashivanie-cover-fusion/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/okrashivanie-volos-chromatics-ot-redken/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-cream/feed/

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/uslugi/uxod-za-volosami-ot-redken/tonirovanie-shades-eq-gloss/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-
vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/lamitreat-control-permanentnoe-
vypryamlenie-vypryamlenie-volos-na-3-6-mesyacev/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/redken-lamitreat-lamitrit/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/redken-lamitreat-lamitrit/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/manikyur/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/manikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/time-reset-lifting-dlya-volos/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-volosami-ot-redken/smooth-lock-usluga-
polupermanentnogo-ekspress-razglazhivaniya/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/klassicheskij-obreznoj-manikyur/feed/

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/klassicheskij-obreznoj-manikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/uslugi/evropejskij-neobreznoj-manikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/evropejskij-neobreznoj-manikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/apparatnyj-manikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/apparatnyj-manikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/goryachij-manikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/muzhskoj-manikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/?p=501

Parame
ter 

http://code.jquery.com/jquery-1.8.2.min.js

Evidenc
e 

http://code.jquery.com/jquery-1.8.2.min.js

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/?p=501

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet



https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/?p=501

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/shellac/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-



Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/shellac/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/yaponskij-manikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 



Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/yaponskij-manikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/goryachij-manikyur/



Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/goryachij-manikyur/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration



of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/narashhivanie-nogtej/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers



WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/spa-manikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/spa-manikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.



Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/pedikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/pedikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.



If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/parafinoterapiya/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/parafinoterapiya/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.



Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/klassicheskij-pedikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/klassicheskij-pedikyur/feed/



Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/apparatnyj-pedikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the



declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/apparatnyj-pedikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to



'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/nogtevoj-servis/evropejskij-pedikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/spa-pedikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933



WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/spa-pedikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/kombinirovannyj-pedikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet



https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/kombinirovannyj-pedikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/yaponskij-pedikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-



Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/yaponskij-pedikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 



Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-licom-i-telom/narashhivanie-resnic/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/feed/



Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/uxod-za-licom-i-telom/bikini-dizajn/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration



of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers



WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/color-camo-kamuflirovanie-uxod-
sedyx-volos/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.



Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/strizhka-spa-massazh-
napolnyayushhij-svezhestyu/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.



If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/muzhchina-v-salone-ot-redken/usluga-klassa-lyuks-dlya-muzhchin-v-
salone/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.



Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/elumenirovanie-volos/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/elumenirovanie-volos/feed/



Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/manikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the



declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/manikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/uslugi/goryachij-manikyur/feed/

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to



'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/uslugi/goryachij-manikyur/feed/

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/category

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/category



Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/category

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-



party domain

URL http://*****/comments

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/comments

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/comments



Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/search

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true

Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/search

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/search

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cross-Domain JavaScript Source File Inclusion

Description The page at the following URL includes one or more script files from a third-
party domain

URL http://*****/search/ZAP

Parame
ter 

http://maps.googleapis.com/maps/api/js?sensor=true



Evidenc
e 

http://maps.googleapis.com/maps/api/js?sensor=true

Solution Ensure JavaScript source files are loaded from only trusted sources, and the
sources can't be controlled by end users of the application

Reference

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/search/ZAP

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/search/ZAP

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/search/ZAP/feed

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/search/ZAP/feed

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-admin

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-admin

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-admin/css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-admin/css

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/plugins

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/plugins/contact-form-7

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/plugins/contact-form-7/includes

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7/includes

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/plugins/contact-form-7/includes/css

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7/includes/css

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/plugins/contact-form-7/includes/js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/plugins/contact-form-7/includes/js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/colorbox

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/colorbox

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/fancybox

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/fancybox

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/galleria

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.



URL http://*****/wp-content/themes/village/galleria

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/jscript

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response



body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/jscript

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/skins

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14



Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/skins

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/



CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch



eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).



Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-content/themes/village/wall/source/style

Other 
informat

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 



ion report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/style

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server



URL http://*****/wp-content/themes/village/wall/source/style/wall

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-content/themes/village/wall/source/style/wall

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15



Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx



https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/css

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/css

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be



directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/js

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/js

Other 
informat
ion 

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 
sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'



for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Web Browser XSS Protection Not Enabled

Description Web Browser XSS Protection is not enabled, or is disabled by the configuration
of the 'X-XSS-Protection' HTTP response header on the web server

URL http://*****/wp-includes/js/jquery

Other 
informat
ion 

The X-XSS-Protection HTTP response header allows the web server to enable or 
disable the web browser's XSS protection mechanism. The following values would 
attempt to enable it: X-XSS-Protection: 1; mode=block X-XSS-Protection: 1; 
report=http://www.example.com/xss The following values would disable it: X-XSS-
Protection: 0 The X-XSS-Protection HTTP response header is currently supported on 
Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the 
response body could potentially contain an XSS payload (with a text-based content 
type, with a non-zero length).

Solution Ensure that the web browser's XSS filter  is enabled,  by setting the X-XSS-
Protection HTTP response header to '1'.

Reference https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Ch
eat_Sheet

https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

CWE Id 933

WASC Id 14

Low (Medium) X-Content-Type-Options Header Missing

Description The  Anti-MIME-Sniffing  header  X-Content-Type-Options  was  not  set  to
'nosniff'.  This  allows  older  versions  of  Internet  Explorer  and  Chrome  to
perform MIME-sniffing on the response body, potentially causing the response
body to be interpreted and displayed as a content type other than the declared
content type. Current (early 2014) and legacy versions of Firefox will use the
declared content type (if one is set), rather than performing MIME-sniffing.

URL http://*****/wp-includes/js/jquery

Other 
informat

This issue still applies to error type pages (401, 403, 500, etc) as those pages are 
often still affected by injection issues, in which case there is still concern for browsers 



ion sniffing pages away from their actual content type.

Solution Ensure  that  the  application/web  server  sets  the  Content-Type  header
appropriately, and that it sets the X-Content-Type-Options header to 'nosniff'
for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern
web  browser  that  does  not  perform  MIME-sniffing  at  all,  or  that  can  be
directed by the web application/web server to not perform MIME-sniffing.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

https://www.owasp.org/index.php/List_of_useful_HTTP_headers

WASC Id 15

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/wp-admin

Evidenc
e 

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/wp-admin

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/wp-admin

Evidenc wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/wp-admin



e 

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/wp-content/plugins

Evidenc
e 

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/wp-content/plugins

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_logged_in_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-
2014 13:31:13 GMT; path=/

Evidenc
e 

wordpress_logged_in_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-
2014 13:31:13 GMT; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag



Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/

Evidenc
e 

wordpress_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Medium) Cookie set without HttpOnly flag

Description A cookie has been set without the HttpOnly flag, which means that the cookie
can be accessed by JavaScript. If a malicious script can be run on this page
then the cookie will be accessible and can be transmitted to another site. If this
is a session cookie then session hijacking may be possible.

URL http://*****/wp-login.php?reauth=1&

Parame
ter 

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/

Evidenc
e 

wordpress_sec_bca26cd75df4f54ea2e495fd5feaf18e=+; expires=Tue, 23-Sep-2014 
13:31:13 GMT; path=/

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference www.owasp.org/index.php/HttpOnly

WASC Id 13



Приложение 2
Определения использованные в отчете:

Web-shell  -  Это некий вредоносный скрипт (программа), который злоумышленники 
используют для управления чужими сайтами и серверами: выполнения команд терминала, 
перебора паролей, доступа к файловой системе и т.п. Для размещения скрипта чаще всего 
используются уязвимости в коде сайта или подбор паролей.

ClickJacking - Это механизм обмана пользователей интернета, при котором злоумышленник 
может получить доступ к конфиденциальной информации или даже получить доступ к 
компьютеру пользователя, заманив его на внешне безобидную страницу или внедрив 
вредоносный код на безопасную страницу. Принцип основан на том, что поверх видимой 
страницы располагается невидимый слой, в который и загружается нужная злоумышленнику 
страница, при этом элемент управления (кнопка, ссылка), необходимый для осуществления 
требуемого действия, совмещается с видимой ссылкой или кнопкой, нажатие на которую 
ожидается от пользователя. Возможны различные применения технологии — от подписки на 
ресурс в социальной сети до кражи конфиденциальной информации и совершения покупок в 
интернет-магазинах за чужой счёт.

Hijacking - разновидность MITM-атаки при которой злоумышленник способен просматривать
просматривать  пакеты пользователей  и  посылать  свои  собственные  пакеты в  сеть.  Атака
использует особенности установления соединения в протоколе TCP, и может осуществляться
как во время «тройного рукопожатия», так и при установленном соединении

Bruteforce - Так называемые атаки методом "грубой силы". Как правило, пользователи 
применяют простейшие пароли, например "123", "admin" и т.д. Этим и пользуются 
компьютерные злоумышленники, которые при помощи специальных троянских программ 
вычисляют необходимый для проникновения в сеть пароль методом подбора - на основании 
заложенного в эту программу словаря паролей или генерируя случайные последовательности
символов.
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