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Quick poll e

4 Have you heard of
/eus?

bl




ZEUS What is it

- - -

o Zeus s

the most successful banking
malware to date.

o Trojan horse targeted at
Windows operating systems

o Tens of millions of

computers worldwide
infected



ZEUS 7 vears old

Zeus malware found with valid digital

certificate

New version of notorious banking Trojan could avoid
detection by browsers and anti-malware software

C
By Antone Goneaalves
CSO  Aprd, 2014 5:20 P\

A recently diascovered variant of the Zeus banking Trojan was
found to use & legitimate digital signature 1o avoid detection
from Wab browsers and anti-virus systems

Security vendor Comodo reported Thursday finding the
variant 200 times while monitoring and analyzing data from

#Founder Chats

At Dot we are honored to ba par of
sOoMmea of the wond's groat siores

RocketSpace Fuels Startups

Cybercriminals Hide ZeuS Malware in Fake
Starbucks “Gift from a Friend” Emails

Continuous Advanced Threat Protection for Sarvers & Endpoints,

SMARE: 241 a mm {ar| W Tweot 20 i it Adjust text size: € €
© This message wis sent \-nuwwm_
Outtook blocked access to the following Potentially Unsafe attachments: Startiucks Coftes Company gitt detalls on
12.04.2014, #x0
Tram Starbucke Cotfes Company <Incublationg W yahoa. com > Sent BT 08.04.2084 LOON
To! pr—
1 ce
P SuBject StADUCks Cotfes Company 0N N0 your friend
Your friend just made an order at Starbucks Coffee Company a few hours ago
6 He pointed he is planning to make a special gift for vou and he have a special occasion for that,
We've arranged an awesome menu for that caze that can really surprize you with our new flavors
In the attachment you can view the whole menu and the address and the exact time you can come
and celebrate this day with vour friend

CyberCrime & Doing Time

A Blog about Cyber Crime and related Justice issues

SATURDAY, APRIL 12, 2014

Zeus Criminals charged in Omaha, Nebraska

Legal documents analayzed below are available at the bottom of this DOJ article: Nin
Conspiracy to Steal Millions of Dollars using Zeus Malware

We've talked about Zeus in this blog for many years, including some good armrests, su
Zeus Bust in the UK: Nineteen Zbot Thieves Amrested. But we now have names for
of the biggest Zeus case of all time, Operation Trident BreACH. We knew the aliases
Leaders publicly thanks to Microsoft's work back in 2012 (see Microsoft DCU. FS-1SA
vs. Zeus) but who were these mystery men: tank and petrOvich?

News |ltem

Zeus Malware Gets 64-Bit Makeover

CS0, Antone Gonsalves

A B4-bit version of the notorious Zeus family of banking malware has been found, an indication that cybercrir
preparing for the software industry's move away from older 32-bit architectures.



ZEUS Prevalence

Citadel
33



ZEUS Histor

ZeusS source code of version

Microsoft legal action
through a civil lawsuit
dubbed

2.0.8.9 leaked

Version 2.0

Operation b71

Peer to Peer version
— Zeus Gameover -
removes the

64-bit version
of Zeus
appears

centralized CnC
infrastructure




ZEUS how does it work

delete
dropper

DROPPER

I l
— random.exe
drop Zbot
files

DELETE SCRIPT
Random.bat

C&C SERVER

control communication
and updates

ZBOT
Random2.exe

=3

CONFIGURATION
random.ofu



ZEUS Architecture

The Builder

The
Configuration File

The Exe File

The Server

e Used to build the exe file
e Unique to each owner
e URL and encryption key different for each owner

e Entry, Static and Dynamic sections
e Download URL and exfiltration URL

e Unique executable file built by the bot owner

e PHP scripts for monitoring and managing bots




ZEUS Builder

- Zeus Builder

|InFn:-rrnaI:i|:-n

Setktings

— Builder
Source configuartion File:

I 3 wirusibuilder config. bk Browse, .. I Edit. ..
—Ackions
Build the bot configurakion I Build the bot executable I

Building configuration of bak., ..

url_loader=htkp: /192,168,133, 2)zeus/bok . exe
url_server=htkp: ff192.165.1 SE.Er'EE:us,I'gate php
webFilcers[0]=!"*.microsaft, com)*
webfilters[ 1 ]=1hkkp: } f*mvspace. com’
webFilcers[2]=https: [ fvaew, gruposanktander . es
webFilcers[3]=http: [/ *odnoklassniki, ro
webFilcers[4]=http: [/ fvkontakke ., ruf*
webFilcers[S]=@*/login. osmp. ru)*
webFilcers[a]=@m* atl. osmp. ruf®
File_webinjecks=webinjecks. txk

Building the HTTP injecks. ..
0=*!mvw.ebaw.com/*ZurrentPage=MveBavPersonallnfo™®
1="* ebaw.comf*eBavwIsaPI.dil*
Z2=https=:f v, us, hsbe, com®*
J=https:ffvavare, e-gold, comfacck)li. asp

C




ZEUS Confi

| config.txt - Notepad o | & |-
File Edit Format View Help
;Build time: 15:06:54 14.04.2011 GMT a
sversion: 2.0.8.9

* url_config S S g

timer_config 60 1
timer_logs 1 1

¢ url_loader Szr{‘izaﬁg?;s"ﬁgté:v..',.-"loca'lhost,"conf‘ig.b‘in"

remove_certs 1
disable_tcpserver 0O

o url_se rver engncrypt‘ion_key "incorrect™”

. entr ;Dygamicﬁonfig"1 o "
url_loader "http://localhost/bot. exe” :
¢ Adva nCEdconflgS url_server "http://localhost/gate.php”
file_webinjects "webinjects.txt”
. entr% "Advange3€onfigsf "
: '"http://advdomain/cfgl.bin"
* webfFilters
"webFilters”™

entry ,
"1®* _microsoft.com/*"

“"thttp://*myspace. com*"”
o We b Fa kes "https://www. gruposantander.es /="
"thttp://*odnoklassniki.ru/="
“"thttp://vkontakte.ru/="
"@*/login.osmp.ru/*"
"@*/atl.osmp.ru/*"
end
entrx "webDatarFilters”
; 'http://mail.rambler.ru/="

"passw; login’
end
entry “'webrFakes” =




ZEUS PHP backend

o Google for “inurl: "cp.php?m=login“

gate.php preventing direct access to main control panel

cp.php control panel managing bots and exfiltrated data

index.php restricting directory listing through default code

config.php configuring settings for bots and C&C panel itself

install/ mstallation component (tables, databases, reports and others)
fsarch.php file system archiver

Image: Aditya Sood



ZEUS PHP backend

* Detected multiple Zeus Ci&C panels on same host

& @ 176.99.7.78/~daitij1 jcp. php?m=logi c

8 * Googe / !
login

Usar name: l

B - cooge € & 176.99.7.78/~daiti[2/cp. php?m=logir

s

(

User name: I

Password: l Password: [

I” Remember (MDS cookies) " Remember (MDS cookies)

__Submit | Submit |
€& & 176.99.7.78/~daiti{3icp php?m=login c|[B- coose P| &

login € @ 176.99.7.78/~dait/4/cp.php?m=login ¢ ||B- cooge P 5
User name! I E :

Password! I

User name: [

= Google ' —_—
, 'B / " Remember (MDS cookies)
ogin submit |

User name: [

l_ Rer~=~==bka~u FTRANE o aliima)

| € B 176.99.7.78]~daitifS{cp, php7m=login ¢

Password! I

Image: Aditya Sood



/euS Tracker

Welcome to the ZeuS Tracker

ZeuS Tracker tracks ZeuS Command&Control servers (hosts) around the world and provides you a domain- a
take a look into the FAQ or send me a email (contact).

Here are some quick statistics about the ZeuS crimeware:

ZeuS C&C servers tracked: 1063

ZeuS C&C servers online: 376

ZeuS C&C servers with files online: 78

ZeuS FakeURLs tracked: 1

2245 rakeURLs online: 0

Average ZeuS binary Antivirus detection rate: 39.9%

You can find more interesting statistics about the ZeuS crimeware on the ZeuS Tracker statistic page.



ZEUS why is detection hard

allocation
(virtualalloc / empty section)

decryption
(one layer,add/rol/xor)

packer decompression
optimisation

stub relocation

imports' loading

obfuscation

1

jump to entry point

original ‘

code




ZEUS why is detection hard

%APP%\Uwirpa 10.12.2013 23:50
%APP%\Woyxhi 10.12.2013 23:50
%APP%\Hibyo 19.12.2013 00:10
%APP%\Nezah 19.12.2013 00:10
%APP%\Afqgag 19.12.2013 23:29
%APP%\Zasi 19.12.2013 23:29
%APP%\Eqzauf 20.12.2013 22:23
%APP%\Ubapo 20.12.2013 22:23
%APP%\Ydgowa 20.12.2013 22:23
%APP%\Olosu 20.12.2013 23:03
VA ANEE] 20.12.2013 23:03
%APP%\Taosep 20.12.2013 23:03
%APP%\Wokyco 16.01.2014 13:22
%APP%\Semi 17.01.2014 16:34
%APP%\Uheh 17.01.2014 16:34




Quick poll

What is the name of
Zeus author?




ZEUS Gameover Attribution
WA INTED

JEE N "Hm"IEEE- E  EENX

Conspiracy to Participate in Racketeering Activity: Bank Fraud; Conspiracy to Violate the Computer
Fraud and Abuse Act; Conspiracy to Violate the Identity Theft and Assumption Deterrence Act:
Aggravated Identity Theft; Conspiracy; Computer Fraud; Wire Fraud: Money Laundering

EVGENIY MIKHAILOVICH

BOGACHEYV

Multimedia: Ima:

According to the FBI, losses are
“more than $S100 million.”
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Image source: FBI




over Attribution
E"I‘f?..}}-_- Evgeniy Mikhailovich Bogachev, 30, of Anapa,
B Russia.
nickname “Slavik” ,
indicted for conspiracy, computer hacking, wire
fraud, bank fraud, and money laundering .

Fea—

Bogachev is identified as a leader of a cyber
gang of criminals based in Russia and e
Ukraine that is responsible both GameOver - “H -
Zeus and Cryptolocker. -

20



ZEUS JabberZeus

XVIP



ZEUS JabberZeus Attribution

(0 | O = O -
U.S. QISTRICT COURT
DISTRILT OF RERRASKA
UNT STATES DISTRICT COURT
12 AUG 22 f’?rékg{:ga DISTRICT OF NEBRASKA SEALED

OFFJCE OF Tiic CLERK
UNITED STATES OF AMERICA,

Plaintiff,
V. 4:11CR 3074
VYACHESLAV IGOREVICH PENCHUKOV,
also known as ““tank;”also known as
“father;”
IVAN VIKTORVICH KLEPIKOV,
also known as “petrOvich;” also known
as “nowhere;”
ALEXEY DMITRIEVICH BRON,
also known as “thehead:”
ALEXEY TIKONOV,
also known as “kusanagi,”
YEVHEN KULIBABA,
also known as “jonni;”
YURIY KONOVALENKO,
also known as “jtk0;”
JOHN DOE #1, also known as “lucky12345;”
JOHN DOE #2, also known as “aqua;”
JOHN DOE #3, also known as “mricq;”

FIRST SUPERSEDING
INDICTMENT

18 U.S.C. § 1962(d)

18 U.S.C. §§ 1344, 1349

18 U.S.C. §§ 371 & 1028 & 1030
18 U.S.C. § 1028A

18 U.S.C. §8§ 981(a)(1)(C).
982(a)(2)(A)

N S S N N N N N N N S S N N N N S N N N N S Nt N

Defendants.

COUNT 1
22 (Conspiracy to Participate in Racketeering Activity, 18 U.S.C. § 1962(d))
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ZEUS JabberZeus Attribution

Stole more than S70 million from banks worldwide

' J%." ::;‘fq] Karina Kostromina, wife
¢ e A 5 A 50 of Kulibaba,
<. 33-year-old Latvian
%75 woman jailed for
2¢ =7 & money laundering

Ringleader, 32-year-old
Ukrainian property
developer Yevhen Kulibaba

Iibaba’s right-hand man,
8-year-old Yuriy Konovalenko

Photos from krebsonsecurity.com

P WO E.LY
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ZEUS Business workflow

Global Reach

o ST malware coder/exploiters
victims

-

Rt 3 Law Enforcement
AT Response To Date:

Total FBI cases: 390
Attempted loss: $220 million
Actual loss: $70 million

United States: 92 charged and 39 arrested
United Kingdom: 20 arrested and eight search warrants

Ukraine: Five detained and eight search warrants

Source: Brian Krebs

24



ZEUS Advanced tricks

Steganography

Rootkit

Anti-Debugging

Digital signatures

New Hooking implementation
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https ://meine.noris bank.de/trxm/noris *«
https://banking.berline r-bank.de/trxm/bb*e
*banking.postbank.de/rai/?x="*¢
*banking.postbank.de/rai/login*«
https://meine.deutsche-bank.de/trxm/db*e
*finanzportal.fiducia.de/*entry*s
*finanzportal.fiducia.de/*portal*e
https://*/ptiweb/WebPorta*
https://*/ptiweb/WebPorta*s
https://*/ptiweb/WebPorta*
ips://www.cortalconsors.de/ev/System/Login?showEVLoginForm=true*
hitps://www.cortalconsors.de/euroWebDe/-*+
https://www.professionalpartners.cortalconsors.de*s
https://banking.dkb.de/portal/portal*s
https://banking.dkb.de/dkb*
https://kunde.comdirect.de/itx/persoenlicherbereich/anzeige*s
https://kunde.comdirect.de/itx/persoenlicherbereich/anzeige*s

*ing-diba.de*.
*bw-bank.de*
*sparda.de”e
*bancopopular.es's
*gruposantander.es®
*lacaixa.es"
*bbva*e
*bankinter.com®e
*cajad.es'
*cajamar.es*
*novagaliciabanco.es"
*bancogallego.es’
*bankia.es"
*unicaja.es'
*ingdirect.es™
*ruralvia.com*s
*liberbank.es"




ZEUS Necurs rootkit

Access is denied when deleting the malware files.

address |_2) C:\DOCUME~1\WINXPE~1.000\LOCALS~1}TemplJusu

Error Deleting File or Folder X |

6 Cannot delete efep: Access is denied.

Make sure the disk is not Full or write-protected
and that the Ffile is not currently in use,

OK |
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Zeus advanced tricks — Anti-Debugging

o Fake Jumps

. 2945
... BF 84
. 8BA5
. BBAD
. 294D
. 2945
... BF 84
. 8BA5
. SBAD
. 294D
. 2945
... BF84

L. .-

AC
FF A3 88084
DCEZ2420848
ABZ25430840
AC
AC
EG6A3 8084
880244080
687C4200
AC
AC
CEA3 B88a

SUB DWORD PTR SS:[EBP-54],EAX
JE syykde.B041E2CA

MOU EAX,DWORD PTR DS:[42E2DC]
MOU ECX,DWORD PTR DS:[4325A0]
SUB DWORD PTR SS:[EBP-54],ECX
SUB DWORD PTR SS:[EBP-54],EAX
JE syykde.B041E2CY

MOU EAX,DWORD PTR DS:[440280]
MOU ECX,DWORD PTR DS:[427C68]
SUB DWORD PTR SS:[EBP-54],ECX
SUB DWORD PTR SS:[EBP-54],EAX
JE syykde.B041E2CY

EESwEE - b n M § B L L B ol Lo W o ~ s e ™ J% "=

CERMINATE DEBUGGLING

Terminate Debug

Terminate Debugqg
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Zeus Advanced Tricks — Digital Certificates

Certificate

General | Details | Certification Path |

2 x|

%,
Certificate Information

This certificate is intended For the Following purpose(s):

*Ensures software came from software publisher
*Prokecks software from alkeration after publicakion

* Refer ko the certificaktion authority's skaktement For details,

Issued bto:  isonet ag

Issued by: YeriSign Class 3 Code Signing 2010 Z5

valid from 12/7/2012 to 2J/6/2016

Install Cerkificate, .. I Issuer Skakement I

Ok




Zeus Advanced Tricks - DGA

It also employs DGA — Domain Generation Algorithm. DGA is a way for malware to prevent blacklisting of
its CnC site, where an infected machine creates thousands of domain names such

as: www.<gibberish>.com and would attempt to contact a portion of these with the purpose of receiving an
update or commands. The technique was popularized by Conficker worm, which generated 50,000 domains
a day.

192.168.138.136 DNS 129 standard gquery response PTR 1i309-105.members. Tinode. com
192.168.138.2 DNS 88 standard query A mjlhcizxkbdxpgkagvghqfmd. com
192.168.138.136 DNS 161 standard query response, No such name

Couil Rk el

N, 1SS

ap vy A wi | e Ta e daebqpe] compsemiinafii wael. . cminey. . Fassr i el

192.168.138.136 DNS 132 standard

query response A 31.170.179.179 A 31.170.178.179
192.168.138.2 DNS 90 standard query A kbnbydpydlxdonzdobwvivdidtg. net
192.168.138.136 DNS 163 standard guery response, No such name
192.168.138.2 DNS 102 standard query A kbnbydpydlxdonzdobvivdidtg. net. Tocaldomain
192.168.138.136 DNS 102 standard guery response, No such name
192.168.138.2 DNS 86 standard gquery A fegmmrzhadinauodyobhml.org
192.168.138.136 DNS 149 standard query response, No such name

o PO~ S T~ = ) ey & e o piet st soonebsnmbod) gny || .. conrie,, [ -y, .t

192.168.138.136 DNS 130 standard query response A 31.170.179.179 A 31.170.178.179
192.168.138.2 DNS 96 standard query A zxjvxwylmzworozhifmjxsojwgbebmam.biz
192.168.138.136 DNS 158 standard query response, No such name

-

&5 ey ||l ivravoss mvd!) N .

It I e

192.168.138.136 DNS 140 Standard query response A 31.170.179.179 A 31.170.178.179

192.168.138.2 DNS 84 standard query A eyxwogwlfafiegomgynvausgpjagpr.com
192.168.138.136 DNS 167 standard query response, No such name

N Gl RS = T T T T = cvtmrepe 111 P A1 2L ll.“'f.l.l'l el o U odip!
192.168.138.136 DNS 138 Standard query response A 31.170.179.179 A 31.170.178.179

192.168.138.2 Standard query A fuovhujbljgkuihmjgaugfyzrfaea.ru
192.168.138.136 Standard query response, No such name
4 of ey 1

query

o G, Il 25 f s i ek iel U ¢ 1
68.138.136 DNS 136 standard

SR & i L e U T (TR (TR =

A 31.170.179.179 A 31.170.178.179

response

192.1
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,Man-in-the-browser*

Application Code

Import Address Table

push dwContext

push dwFlags

push dwService

push IpszPassword

push IpszUserName

push nServerPort

push IpszServerName

push hinternet

call [imp_InternetConnect] e

jmp InternetConnect
jmp InternetOpenA
jmp InternetHangup

pr— — — — —

Application Code

Zbot =

push ebp

lea ebp, {eax+var_5]
sub  esp, 29Ch

mov  eax, [ebp+6CH]
mov  ecx, [ebp+70h]




ZEUS why so successful

Modularity.
Flexibility.

Persistence.







ZEUS tell tale signs

C:\Documents and Settings‘yllENNg netztat —b

Active Connectilons

Proto Local Address Foreign Address State PID
ICP v  hocst-198-97-165-224.ccipanama.com:http CLOSE_UA

IT 1472 f:-___- —_—
[Explorer.EXE

POST /grace/gate.php HTTP/1.1
GET /grace/cfg.bin HTTP/1.



ZEUS tell tale signs

rMoktepad rMame Twpe Daka
MEbackup |*"'h|l:DeFal_|II:]| RES SF (~walue mok s=k)
CiFFice E¥]Bouverncyu REG_BIMNARY 5o df &3 21 4a db &F da ab 2F c

Cwablook Express - .
PCHealkh Edit Binary Yalue =<

Flus!
Protected Sktorage Swst
F.as Sutabial
F.Aas Phoneboolk Walue data:
F{E:l;lEl:":SE [
SaPFPI Laver - F
Schedule+ (=
Search Assiskank S
Shared Ed
i
Shared Taools F
Spesch OB
SweskemiZertificates gg
YWisualstudio E7
ot O = -
wWebh Serwvice Providers I,
Welinnd o s o
Wlindowes Help
Wlindowe=s Media
Welindowwes MNT
Windowes Scripk
wWe'indowes Scripk Hosk
wWagdino

wWalue name:

IEIDI_,I'-.-'E:rni:_I,.Iu

YRS JUoE -
e BEITE 7=
ST~ T U
L1

o
o
o

2EA[ YOEL
Ez 4> . &p
5T A BST

u J
Jooooooooooono
TN NEE QWM MNEEO
JOnDoOnonomomooo
JNEe@mandmra g
J CoD D =] 000 00O fT) 0

]
s




ZEUS MALWARE KIT DEMO



ir computer was unable to start
Sf_a:mpReoatsdvedmgmsystemforprobiems...

were installed recently. You cannot undo this restoration,

Startup Repair
!

Do you want to restore your computer using System Restore?

Restore

wwmmwmmmmwmmmmmmw
worked correctly.

This repair will not change personal data, but it might remove some programs that

Cancel

Cancel

Change Flight -
List Standby

Seipaten was wnalde 1o etart
1813 e & hurg ees Frviem for crcbies,

num-—lunmmn-mnhg System Recters !

S0 Reowr (a1 7 1 e 0w Comater 5 ) ety Do i i e 1
el =t

— Ay Vo




Every platform affected by malware

o Windows : Zeus, Cryptolocker, 100+ million malware

o Android : Coded4HK
o Linux: Shellshock

o Mac: iWorm Reddit worm

http://www.securelist.com/en/analysis/204792318/Kaspersky_Security_Bulletin_2013_Overall_s
http://www.sophos.com/en-us/medialibrary/PDFs/other/sophos-security-threat-report-2014.»'
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VIEWYETCR O

Awareness
Behavior
Correlation
Encryption
Intelligence

CALL
HOME

INI==lexs
EXPLOIT *
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